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CONTINUATION OF OVERSIGHT OF THE WEN
HO LEE CASE

WEDNESDAY, SEPTEMBER 27, 2000

U.S. SENATE,
SUBCOMMITTEE ON ADMINISTRATIVE OVERSIGHT
AND THE COURTS,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met, pursuant to notice, at 9:03 a.m., in room
SD-226, Dirksen Senate Office Building, Hon. Arlen Specter pre-
siding.

Also present: Senator Torricelli.

OPENING STATEMENT OF HON. ARLEN SPECTER, A U.S.
SENATOR FROM THE STATE OF PENNSYLVANIA

Senator SPECTER. Good morning, ladies and gentlemen. We are
proceeding at 9 o’clock this morning because the objections are
being raised about proceeding beyond 11:30, so we wanted to get
started a little earlier. And since this hearing was scheduled, Sen-
ator Lott and Speaker Hastert have scheduled a meeting on the ap-
propriations bill for Labor, Health, Human Services, and Edu-
cation, a subcommittee which I chair, so I am going to have to ex-
cuse myself shortly before 11 o’clock. And there is quite a lot of
ground to cover, so we are going to start now.

As you all know, this is, in effect, a continuation of the hearing
from yesterday, and we are going to be looking at a fair number
of issues. At the outset, I think it is important to note the dif-
ference in issues between what Dr. Wen Ho Lee did as to
downloading and to the guilt which that evidence shows and to
which he has pleaded guilty, contrasted with the kind of treatment
which was afforded to him. Whether he was treated fairly or not
does not really impact on this guilt, and we all know that in our
society due process requires fair treatment for those who are guilty
of the most heinous offenses.

We are going to want to pursue the details of this early offer
which was referred to by Judge Parker, which we got into yester-
day with Mr. Bay to an extent, to examine the specifics as to what
the differences were between what was offered pre-indictment and
what was obtained on September 13.

We are going to get into the details of why action was not taken
against Dr. Lee earlier, with the evidence of downloading back in
1993 and 1994, and then what was found in April 1999 with the
search warrant. Director Freeh testified about this, saying it was
a very complicated case and could not have been acted upon until
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the indictment in December. We are going to want to explore that
in detail as to why not.

And then the elements of the offense, the question of the intent
to injure the United States, is something we are going to want to
take up in detail as to what constituted that, and then the issue
of the restraints, the manacles, the references to the Rosenbergs,
the erroneous testimony given, and an inference which may arise—
I say “may”; I haven’t reached a conclusion on it—an inference
which may arise as to pressure to get Dr. Lee to plead guilty.

On our examination of the Dr. Peter Lee case, we had evidence
that the Government wanted a jail sentence there to make him
talk, put him in custody. And unless and until there are some very
solid reasons to explain the treatment for Dr. Lee, that inference
remains a distinct possibility. But that is what these oversight
hearings are about to try to determine.

So with that very brief introduction, we will proceed with the
witnesses, and we appreciate all of your coming. The witness list
has Mr. Edward Curran first, so we will start with you. And in ac-
cordance with our practice, we are going to seek to limit opening
statements to 5 minutes, leaving the maximum amount of time for
dialog, questions and answers.

Mr. Curran, welcome, and the floor is yours.

Mr. CURRAN. Thank you, Mr. Specter. I have no opening state-
ment.

Senator SPECTER. Mr. Parkinson.

Mr. PARKINSON. Mr. Chairman, as you know, the Director sub-
mitted a lengthy opening statement yesterday, so I don’t intend to
have an opening statement here, but I am happy to answer any
questions.

Senator SPECTER. Mr. Bay.

Mr. BAy. Mr. Chairman, I don’t have an opening statement ei-
ther. As you know, the statement yesterday was a joint submission
between the Department and the FBI.

Senator SPECTER. Mr. Robinson.

Mr. ROBINSON. I have no opening statement. We are happy to try
to answer your questions, Senator.

Senator SPECTER. Let us start with the statement made by Judge
Parker on September 13, “Before the executive branch obtained
your indictment”—he was speaking to Dr. Lee—“on the 59 charges
last December, your attorney, Mr. Holscher, made a written offer
to the Office of the U.S. Attorney to have you explain the missing
tapes under polygraph examination.”

Now, Mr. Bay, what more did you get on September 13 than an
agreement to explain the missing tapes with the check of a poly-
graph examination?

Mr. Bay. If T could, Mr. Chairman, I would first like to explain
that Judge Parker qualified that remark at the sentencing hearing
because the lead prosecutor, George Stamboulidis, corrected him,
saying, you know, the Government responded and it is not just like
there is the December 10 letter and nothing else there in the
record. And Judge Parker admitted that there had been this ex-
change of correspondence, so I want to qualify that first.

Senator SPECTER. What portion of the transcript are you refer-
ring to now?



Mr. BAY. At one point, Mr.

Senator SPECTER. Could you be specific?

Mr. BAY. I am sorry. I don’t have the transcript in front of me,
but I could find the reference if you like.

Senator SPECTER. I would like that.

Mr. Bay. OK; if someone could provide me with a copy, I will
look it up for you.

But in any case, what we got in the September 13 plea agree-
ment was that the defendant admitted his guilt to a serious felony.
He pled to one of the counts in the indictment which involved the
downloading of the classified information in an unsecure part of
Los Alamos; that is, in the T Division, not in the X Division where
he had been a scientist.

Senator SPECTER. Did that count require as an element of proof
injury to the United States or aiding a foreign government?

Mr. BAy. It did not, Mr. Chairman. It did, however, require that
he admit that he committed this act willfully and knowing that it
was in violation of the law. So, that was the intent requirement for
that count of the indictment.

So he admitted his guilt and, in addition, he agreed to fully co-
operate with the Government for a year-long period, not simply to
one proffer session. And more than that, the plea agreement was
structured in such a way that there were huge penalties that could
fall upon him if he lied. Put another way, there were huge incen-
tives for him to tell the truth.

The plea agreement is written in such a way that not only does
he give us this debriefing under oath over a 10-day period, at least
for 3 days over a 3-week period, but we can also polygraph him.

Senator SPECTER. Well, you had a polygraph on the offer pre-in-
dictment, didn’t you?

Mr. Bay. That is correct. But, you know, I also want to point out
that that offer did get withdrawn because once the indictment
came down, that offer was no longer on the table. We
counteroffered in a letter in early January, asking to do this exten-
sive pre-polygraph interview. The defense said

Senator SPECTER. Was there any response for their pre-indict-
ment offer before indictment?

Mr. BAY. I don’t think so because what happened—I mean, I ac-
tually just don’t know, but I do know that that offer did not stay
on the table. I know that

Senator SPECTER. Well, Mr. Bay, the offer was made in the con-
text of trying to avoid indictment. So would it be surprising that
the offer would be withdrawn once the indictment was returned?

The point I am coming to is a very direct one, and I think that
is the point Judge Parker made, and that is that in order to try
to seek the avoidance of an indictment, the defense was prepared
to do a fair amount at that stage. After the indictment was re-
turned, there had been a material change in circumstances, so it
wouldn’t be surprising that that offer would be withdrawn. So my
question really goes to whether the Government responded to that
pre-indictment offer before the indictment.

Mr. BAY. Just to clarify with respect to the portion of the record
where the court noted that there had been this exchange between
counsel, Mr. Chairman, that is on page 57 of the sentencing tran-
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script, lines 8, 9, and 10, where the court notes, after Mr.
Stamboulidis objects, “Nothing came of it and I was saddened by
the fact that nothing came of it. I did read the letters that were
sent and exchanged.”

Senator SPECTER. Well, what in what you just read suggests a
difference between the portion of Judge Parker’s statement that I
read at the outset?

Mr. BAy. Well, what it shows is that there was a response by the
Government, that it wasn’t simply a case where there was a letter
sent on December 10 and the Government, you know, never re-
sponded. And you have to keep in mind the history of the discus-
sions between——

Senator SPECTER. When did the Government respond?

Mr. BAY. The Government responded, I believe, in early January.

Senator SPECTER. Well, that was after the indictment.

Mr. BAay. It was after the indictment, but my understanding is
that the defense took this offer off the table once the indictment
came down. They weren’t willing to let their client submit to a
polygraph. They weren’t willing to provide the kind of proffer that
we had been seeking all along.

Senator SPECTER. Well, I could understand that, but I come back
to the suggestion I made earlier as to a material change. If Dr. Lee
could avoid indictment, he was prepared to do certain things. Once
the indictment was returned, then he was not prepared to do that.

I have just been handed a transcript which purports to be at
page 57 where the court says, “Nothing came of it and I was sad-
dened by the fact that nothing came of it. I did read the letters that
were sent and exchanged. I think I commented one time that I
think both sides prepared their letters primarily for use by the
media, not by me. Notwithstanding that, I thought my request was
not taken seriously into consideration.”

Did Judge Parker say anything beyond that which would support
your contention that the judge was really not faulting the Govern-
ment for not taking the deal pre-indictment which was essentially
the same that they got on September 13, 2000?

Mr. BAY. I think in those comments there, the judge realizes that
the parties had discussed this issue and that there had been this
exchange of letters, but the

Senator SPECTER. Well, this language that I just read back to
you—frankly, Mr. Bay, I don’t see anything there which undercuts
in any way what the judge had said earlier that the deal could
have been obtained pre-indictment with an explanation of the miss-
ing tapes and a polygraph.

Mr. BAY. But, Mr. Chairman, that December 10 letter does not
contain an offer to resolve the charges. All it does is to say that
he is willing to provide a proffer and take a polygraph. But this
was an illusory offer. You have to keep in mind the context of the
discussions.

Senator SPECTER. Well, was the judge wrong when he said that
the offer was to explain the missing tapes?

Mr. BAY. I don’t believe that the judge was wrong, but—and let
me say this: I have got great respect for Judge Parker, but I don’t
know if he was aware of all the discussions that had occurred be-
tween the parties in the preceding 9-month period. And surely he
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could not have been aware of the June 21, 1999, meeting between
Dr. Lee and his lawyers and lawyers of the Department of Justice
at the U.S. Attorney’s Office in Albuquerque.

Senator SPECTER. Was Judge Parker told about that after he
made this statement that he was saddened because the Govern-
ment didn’t take up the offer for the explanation of the missing
tapes and a polygraph?

Mr. BAY. I am not aware—I don’t think he has been told or was
told, but it would be very unusual to—you couldn’t bring the judge
into any kind of plea negotiations before the case was decided. You
can’t do that. That is barred under the Federal Rules of Criminal
Procedure, so we could not have informed him.

Senator SPECTER. I understand that, and I wouldn’t expect you
to. But when he faults the Government and he is about to make
a decision in the case as to what is going to happen to Dr. Lee, at
that juncture you could have told him that, what happened in
June.

Mr. Bay. I don’t know about that, Mr. Chairman. We try very
hard not to do anything that would involve the judge in pre-indict-
ment discussions between the parties. And I think if we tried to do
that, the defense could argue that we were somehow trying to taint
the judge. I don’t think we can involve the judge in pre-indictment
negotiations between parties.

Senator SPECTER. I quite agree with that while he is presiding
over the case. But at a time when he is making a disposition of the
case and sentencing Dr. Lee to time already served and accepting
a plea bargain, at that time you can tell the judge what has hap-
pened if there is some material fact which contradicts a strong
stand he took on expressing his disappointment that you hadn’t
taken the pre-indictment deal, which is what he said you ended up
with on September 13.

Mr. BAY. Mr. Chairman, if I had known that the court had these
concerns, I would have wanted to try to address them before he
made the statement. But it is not like he called the parties into
chambers and said, Government, could you tell me what happened
here because I am very concerned? I know that there is the Decem-
ber 10 letter, but could you tell me something about what hap-
pened in the preceding 9-month period? Could you tell me anything
about whether or not the Government tried to get Dr. Lee to co-
operate and what efforts the Government made?

But the fact of the matter is he never said anything like that.
So when we were sitting in the courtroom at sentencing, his com-
ments came as a complete surprise to us. And we wish, we dearly
wish, Mr. Chairman, that we had had the opportunity to talk to
the court beforehand and to see what his specific concerns were
and to see whether or not we could allay them. But we went
through this mediation process, and part of mediation is you re-
solve a case in the spirit of mediation. And so to be honest with
you, I was very much blind-sided by the judge’s comments.

Senator SPECTER. Well, Mr. Bay, you don’t have to be meeting
in chambers and you don’t have to have the judge making a specific
inquiry. You can say it in open court at that stage of the pro-
ceeding, but let’s go on with what you have talked about.
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You said you had a year to question Dr. Lee, that there were
penalties involved and there was a 10-day period. Is there any
other difference between what you got on September 13 and what
was offered pre-indictment?

Mr. BAY. Well, we also got some sworn proffers from him on the
day of the plea itself. We got two sworn proffers from him. These
were statements given by him under oath. We got the promise of
his cooperation for a year. We got the sworn debriefings, 10 days’
worth, over a 3-week period. We got a year’s worth of cooperation,
and we got some penalties put into the agreement to guarantee
that he would tell us the truth.

Senator SPECTER. And what were the penalties?

Mr. BAY. Well, the penalties are pretty severe, Mr. Chairman. If
he lies to us, we can prosecute him for false statements, perjury,
and obstruction of justice. In addition, we can move to set aside the
plea agreement. And if that happens, the remaining counts in the
indictment that were dismissed are reinstated.

Senator SPECTER. Mr. Bay, is there any reason to conclude that
you couldn’t have gotten all of that—the year of cooperation, the
penalties, the 10-day briefing, the sworn proffer—had you pursed
the matter pre-indictment?

Mr. BAY. And he pled to a very serious felony, a felony in the
indictment.

Mr. ROBINSON. Mr. Chairman, perhaps I could answer, because
I was there and Mr. Bay wasn’t in the early stages with regard to
the history. I think it is very important to see the correspondence
between counsel and the meetings that occurred between counsel.
And I think it is quite clear this December 10 letter that was sent
was sent the very day that the grand jury was returning its indict-
ment, as Mr. Bay pointed out at the hearing on yesterday. And it
is quite clear that what was envisioned by that letter was very,
very limited, yes or no polygraph to very limited questions without
the ability of the Government to test any of those things.

But the history of the discussions between Dr. Lee’s attorneys
and the Government extended back for many, many months, and
included give-and-take which at various times indicated that Dr.
Lee was willing to provide this information only in exchange for
immunity, at times only in exchange for possible pleas to mis-
demeanors.

This arrangement, in our judgment, that was worked out as a re-
sult of this mediation with Judge Levy was never available before
it was finally resolved as a result of very difficult negotiations bro-
kered by Judge Levy. But they were extensive discussions, and I
know that from early on the Government sought this information
from Dr. Lee pre-indictment; in effect, as the correspondence be-
tween counsel indicated, pled for this information from Dr. Lee be-
cause it was obviously critical to the prosecution decision as to
whether to proceed and what to proceed on.

There were extensive submissions by counsel that were carefully
examined by the Government. There were several meetings, one in
Albuquerque where Dr. Lee was in another room and counsel back
and forth in an effort to get at this issue. And so the notion that
this December 10 letter was something that, A, was satisfactory or,
B, that the arrangement finally worked out as a result of these ne-
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gotiations would have been available before, in my opinion, based
upon the discussions and the correspondence, simply was not pos-
sible.

Senator SPECTER. Well, Mr. Robinson, what you have described
is jockeying which goes on where defense counsel seeks to get the
very best deal they can.

Mr. ROBINSON. Sure.

Senator SPECTER. That happens all the time and their positions
change.

Mr. ROBINSON. Of course.

Senator SPECTER. And the moment of truth—just like when the
jury comes back on the settlement of a case, the moment of truth
or the real pressure comes when the indictment is returned. And
that was the time that defense counsel was going to make you their
best offer, and at that time they made you an offer which did not
have all of the elements that you have described about the year of
cooperation and the penalties and the 10-day briefing. But it did
have, at least as Judge Parker stated it, explaining the missing
tapes. And one of the points that Director Freeh made very em-
phatically yesterday was the very high premium the Government
placed on finding those missing tapes.

Mr. ROBINSON. Right.

Senator SPECTER. And there had to be very substantial value to
finding them 10 months earlier, in December, as opposed to the fol-
lowing September.

Now, you did get one additional element on a guilty plea.

Mr. ROBINSON. We got much more than that. The arrangements
with regard to this December 10 letter, which was a very short let-
ter which envisioned basically an up or down, yes or no, did you
destroy the tapes, did you share them with anyone else—those
were the things they were willing to deal with, and we didn’t get
the details which we had numerous discussion about, about the
consequences of going forward, the ability of the Government to
verify these things, the ability to deal directly with Dr. Lee.

These were all subjects of extensive discussion, and the cor-
respondence, I think, speaks volumes about the efforts of the Gov-
ernment. And you are quite right. Defense counsel obviously tries—
to the extent that they can, they would like to get immunity. They
don’t want their client subject to additional exposure.

But what you have in this situation is if, during the debriefing
process, Dr. Lee provides information that is false—and we are
going to obviously do everything we can to verify everything we
learn and to probe all of the elements of it—he can be right back
to where he was before the plea, the way this worked.

I am confident—and you can ask Mr. Holscher if he comes here
to testify—that this was not an arrangement that they were ever
willing to engage in. And we had extensive discussions in an effort
to try to get this information, obviously, which was critical informa-
tion.

Senator SPECTER. Well, we will ask Mr. Holscher and Mr. Cline.
We have them tentatively scheduled to come before the sub-
committee on October 11. I think we have pursued this question
about as far as we can usefully.

I have a question which remains as to your
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Mr. ROBINSON. I want to make one other point here. The Decem-
ber 10 letter also makes a representation we know not to be true
about the tapes never leaving the X Division, and this is the dialog
that has been back and forth in which we have sought information,
got representations. I mean, counsel are doing the best they can,
but they are obviously doing it based upon the information their
client provides.

And so we had very serious concerns about the reliability of the
information that we were getting, and I think it is important to
evaluate the whole series of correspondence and the meetings that
occurred. And I can tell you I sat in one meeting with counsel for
Dr. Lee in which I said we want to learn everything we can about
Dr. Lee’s intent. We are not interested in charging Dr. Lee with a
crime that he didn’t commit, and we want to know whatever you
can provide on that subject.

And they obviously made—and it is understandable—a tactical
decision that they didn’t want to share certain information with the
Government. They wanted to save it for trial, and we weren’t able
to work this out and the stakes obviously were high to their client.
I think ultimately it took a very skillful effort by Senior Circuit
Judge Levy between the parties to come up with this final agree-
ment which I think does give us the best hope for getting the kinds
of answers that will address the national security concerns that we
all share here about these tapes, their whereabouts, and whether
they were exposed to anyone else. And that has obviously been a
critical matter.

The correspondence makes it clear and the meetings make it
clear that this was the $64,000 question about where these tapes—
why they were created, where they were, did anyone else see them.
If they were destroyed, as represented, how were they destroyed,
how we could verify that. Those are all questions that I think we
all are very interested in knowing the answer to.

Senator SPECTER. Well, as I had said earlier, I don’t think it
would be useful to pursue the matter beyond this. I do not see the
import of a yes or no. This is a negotiation and the defense offer—
it seems to me you had the opportunity to come back and say no
on your terms, but if we get A, B, C, D and E, we will agree with
it.

Mr. ROBINSON. We had been doing that for months and months.
I mean, that dialog had occurred. It continued to occur.

Senator SPECTER. Well, that is true. Now, I am repeating myself,
but on the day of indictment, it is all different. But at any rate,
the judge, Judge Parker, who is right there—we are going to have
Mr. Holscher and Mr. Cline, and we will ask them the questions
you have posed. But Judge Parker lays it rather flatly.

Mr. ROBINSON. Judge Parker didn’t have the information about
the meetings, the correspondence, and the dialog. Just as Mr. Bay
points out, Judge Parker wasn’t involved in this process. It was
Judge Parker who, in effect, urged the parties from the time he got
into this case to engage in mediation to resolve the issues of both
bail and disposition of the case.

And, in effect, what happened is he encouraged us to do this. We
did it in good faith. We achieved a result which we think will ad-
vance the national security. And, frankly, with all due respect to
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Judge Parker, the notion that he put us in that position and en-
couraged us to do it, we do it in good faith and reach a result—
and he made a comment, I think, without the benefit of all the in-
formation concerning the efforts that had been made by the Gov-
ernment, which are extensive, to try to get answers to these ques-
tions—extensive meetings, extensive correspondence, extensive dis-
cussions.

And it wasn’t easy even when we got the parties together. These
negotiations broke down on a number of occasions. We learned
things at the 11th hour that were very disturbing to us about cop-
ies. This was something that was difficult and carefully negotiated
in good faith, and as a result of Judge Levy’s efforts we achieved
a result at the end that we think is in the national interest.

Senator SPECTER. I understand that. That is essentially what
Mr. Bay said. But when Judge Parker makes the statement that
I am sad and it could have been resolved a long time ago, that was
an opportunity for the Government to stand up and say, no, it
couldn’t have, Judge, and to give all the reasons you have given.

I have been at a few of these proceedings, and when a judge says
something which is material and is bothering him and he is wrong,
then the Government tells him so.

Mr. ROBINSON. Well, he said that after the deal had been made.
The agreements had been signed. We were putting this on the
record in court. There was a meeting, as I understand it——

Senator SPECTER. Well, the judge had to accept it, didn’t he?

Mr. ROBINSON. Well, he didn’t have to accept it, but

Senator SPECTER. Well, he had to make a ruling as to whether
he would accept it. Of course, he did.

Mr. ROBINSON. Sure, he did. At the end of the day, he did.

Senator SPECTER. He had to accept it if it was going to be final.
So this is a proceeding to get the judge to say yes or no to the plea
bargain.

Mr. ROBINSON. Right, and we were in favor of the plea bargain
at that point. And he did approve it, and these were statements
that he made, frankly, afterwards.

Senator SPECTER. OK, Mr. Robinson. Why not say to the judge
all the explanations you have just tendered here when he says he
is sad and, in effect, you could have gotten the same deal last De-
cember? Why not tell the judge he is wrong? This is not an imma-
terial factor. Why not tell him?

Mr. ROBINSON. Well, I wasn’t in the courtroom at the time, but
I have been in courtrooms where I have sat there where judges
have ruled and they are making these comments for the galleries
at this juncture. And I think that is what was happening, but the
Government, as I understand it——

Senator SPECTER. You think Judge Parker was making that com-
ment for the galleries?

Mr. ROBINSON. Galleries, including the Government, obviously.
He made these statements in court——

Senator SPECTER. What do you mean, “the galleries,” Mr. Robin-
son?

Mr. ROBINSON. Well, obviously he was making this public state-
ment about this matter. I think the fact that Judge Parker made
this statement was a little unusual under the circumstances, his
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comnilents with regard to this matter. I think it was a little un-
usual.

Senator SPECTER. Well, then he went beyond that when he
talked about an apology. If he was moving from a factual basis
where he was incorrect, the Government had a responsibility to
correct him, to say so.

Mr. RoOBINSON. Well, I do understand that the Government has
had a meeting with Judge Parker after this matter and has had
discussion of a number of his comments in his chambers.

Mr. BAY. Mr. Chairman.

Senator SPECTER. Well, that doesn’t bear on the underlying ques-
tion as to whether the Government could have gotten the same
dealuin December if you had pursued it. That doesn’t bear on that
at all.

Mr. ROBINSON. I don’t have any doubt in the world—and the
record, I think, demonstrates it to a fare thee well—that the Gov-
ernment could not have gotten this arrangement any time before
it was negotiated in this very extensive way over this very exten-
sive period of time at the request of Judge Parker.

Senator SPECTER. Well, our next step is to talk to Mr. Holscher
and Mr. Cline, but let me move on to another subject, and that is
the subject about——

Mr. ROBINSON. Senator, I am sorry to interrupt, but I just want
to make sure—I do understand, I am told—I wasn’t there—that the
attorney did object or stand up to object in connection with this.
Perhaps Mr. Bay can enlighten us on your point of whether the
Government tried to say anything in response to this.

Senator SPECTER. We would be interested to hear about that, Mr.
Bay.

Mr. Bay. That is correct, and this is in the record, sir. Mr.
Stamboulidis did stand up——

Senator SPECTER. What page are you on so I can follow you?

Mr. BAY. Page 57, lines 4 through 7. On line 1 on page 57, Judge
Parker says, “At the inception of the December hearing, I asked the
parties to pursue that offer made by Mr. Holscher on behalf of Dr.
Lee, but that was to no avail.” Mr. Stamboulidis stood up and ob-
jected. He said, “Your Honor, most respectfully, I take issue with
that. There has been a full record of letters that were sent back
and forth to you and Mr. Holscher withdrew that offer.”

So we did attempt at the hearing to correct the court’s impres-
sion.

Senator SPECTER. But then the judge goes on to say, “Nothing
came of it and I was saddened by the fact that nothing came of it.
I did read the letters that were sent and exchanged. I think I com-
mented one time that I think both sides prepared their letters pri-
marily for use by the media and not by me. Notwithstanding that,
I thought my request was not taken seriously into consideration.”

So when Mr. Stamboulidis makes the comment, the judge comes
right back and doesn’t change his position.

Mr. BAY. But, Senator Specter—and I know you have the cor-
respondence that we produced for your committee, and when you
go through it, for example, there is a letter dated August 4, 1999,
where the U.S. Attorney at the time says, “I assure you that I have
absolutely no desire to prosecute an innocent man. I have used
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what tools prosecutors have to try to gather all the facts. Those
facts establish your client’s guilt. If additional facts that only he
can provide would explain his actions and point to his innocence,
I would sincerely like to know that before embarking on a course
of action that will have a profound impact on many people. Once
again, I extend to you the invitation to have your client tell his side
of the story.”

And it continues, “If you let me know soon whether he will ac-
cept the invitation, I can be available for his interview or grand
jury testimony with very little advance notice. I will not present
the matter for indictment this week, but I simply cannot delay it
indefinitely.”

These were the kinds of communications that were going back
and forth. The Government all summer long kept asking for the
participation, and this was even after the June 21 meeting where
Dr. Lee gets caught in this misrepresentation. A month later, you
have got this letter dated September 3, 1999, where the U.S. attor-
ney at the time asks for detailed information, “succinct, verifiable,
factual information responding to my concerns by Monday, Sep-
tember 13, 1999.”

And we know that proffer was never provided. But what we
asked for there was information regarding the tapes. “We know
that Dr. Lee copied both classified and unclassified information
onto 6150 tape cartridges. We know that he didn’t have a tape
drive on his computer. We found some of the unclassified cartridges
in his T Division Office when it was searched earlier this year, but
we do not know what happened to the tapes containing classified
information. We want to know the complete chain of custody for
the tapes from the moment they were created until today. We want
to know how and where he created them, where they have been
physically located over the last 5 or 6 years, who other than Dr.
Lee knew of their existence, and why no one in the X Division was
told about the tapes. We want to know whether he gave the tapes
to a third person. If he did, we want to know to whom, when,
where, how, and why. If the tapes were lost or destroyed, we need
those details as well.”

This is indicative of what we were trying to learn from Dr. Lee.
This was indicative of the kind of cooperation we sought from him
in the pre-indictment period, a period which lasted for 9 months.
He had 9 months to try to cooperate with the Government, and at
the last minute, on the day that the indictment is returned, he is
sending us a fax saying, you know, stop the train, I am ready to
talk now, where even that letter contains a misrepresentation, as
Mr. Robinson pointed out.

Senator SPECTER. Well, when you talk about a prosecutor not
wanting to go after an innocent man in the opening part of your
statement, I can understand that. It doesn’t bear on the question
of the tapes. When you read in detail this letter from September
3, 1999, there is no doubt that U.S. Attorney Kelly is posing the
questions which you want answered. But all of that, with all re-
spect, begs the question as to whether the offer that the defense
made right before the indictment might have been expanded to all
of the items that you have explained here today, all of the reasons
you have given. And the judge’s statement still stands.
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To repeat for the third time, I think we have explored this to the
extent we can. And we will pick it up with Mr. Holscher and Mr.
Cline, but the dominant statement remains the one on the record
by the judge that you could have gotten this deal a long time ear-
lier.

Let me move, as I had said earlier, to the question acting on the
downloading, and let’s pick up with you on this, Mr. Curran. There
were indications that the Department of Energy had noticed mas-
sive downloading by Dr. Lee back in 1993, and then again in 1994
there was extensive downloading noted by the Department of En-
ergy by Dr. Lee.

What were the specifics of that downloading?

Mr. CURRAN. Sir, I have no knowledge of that downloading. My
tenure at the Department of Energy started in April 1998.

Senator SPECTER. Well, does anyone here know about the details
of that downloading, Mr. Parkinson?

Mr. PARKINSON. We at the FBI learned about the details of the
downloading in 1999 through the detailed forensic work that we
did last year.

Senator SPECTER. When in 1999, Mr. Parkinson?

Mr. PARKINSON. It began primarily in March with the search of
his office and then continued from that point forward.

Senator SPECTER. Well, Mr. Curran, we need somebody here
from the Department of Energy who can explain that because the
records show that the Department of Energy did know about it.
They also show that the FBI did not know about it, and that is a
question we have.

But let’s move to April, Mr. Parkinson, a question which I posed
to Director Freeh yesterday. There were a lot of activities by—well,
backing up to December 21, where internal memos show that Sec-
retary of Energy Richardson had contacted the FBI—and I believe
Director Freeh had expressed concern about the pending release of
the Cox Committee Report—what were the specifics of that, Mr.
Parkinson?

Mr. PARKINSON. I don’t know the specifics of that, Mr. Chairman,
and maybe one of my colleagues can assist me in that, if you could
indulge me.

Senator SPECTER. Take your time, Mr. Parkinson.

Mr. PARKINSON. We will explore that and get back to you. I have
a very extensive chronology of all relevant events here. There is no
indication in my briefing materials that there is any kind of cor-
respondence between Secretary Richardson and the Director on the
21st.

Senator SPECTER. Well, there is a memo from Mr. Craig Smith
to the Director dated December 21, 1998, which references Sec-
retary Richardson’s concern about the pending release of the Cox
Committee Report.

Mr. CURRAN. Sir, can I perhaps add to that?

Senator SPECTER. You may.

Mr. CURRAN. If it is the conversation between Secretary Richard-
son and Director Freeh, we had planned action against Mr. Lee
upon his return from Taiwan which led up to the ultimate inter-
view and polygraph of Mr. Lee on December 23.
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I remember being beeped in Washington, DC, by Mr. Kilroy, who
is the Unit Chief of the China Section, where this activity that we
were planning to do which was fully coordinated with the FBI
headquarters in Albuquerque was given in a note to Director
Freeh. Director Freeh had a question on that note. My conversation
with Mr. Kilroy resolved that issue.

That same day, I saw Secretary Richardson and he told me he
talked to Director Freeh and everything was on track for December
23. So if that has something to do with it, I know that conversation
did take place.

Senator SPECTER. That conversation occurred on December 21?

Mr. CURRAN. It would have been shortly before the activity. I
know it was around that time. I can’t remember the specific

Senator SPECTER. Well, the memo from Craig Smith to the Direc-
tor specifies concern about the pending Cox Committee Report.

Mr. CUrraN. Well, I have no knowledge of the Cox Committee
Report. I know in my conversations with the unit at that time
there was an issue with Director Freeh. He misunderstood the in-
formation in there. That was immediately corrected.

Senator SPECTER. What did Director Freeh misunderstand?

Mr. CURRAN. Again, I don’t like to speak for Director Freeh, but
it is my understanding at the time that when the note went up to
Director Freeh explaining what was going to happen on December
23, he misunderstood the note, indicating he did not want DOE to
take that action. That then was confirmed and later went up

Senator SPECTER. He did not want DOE to run a polygraph?

Mr. CURRAN. There was a whole series of events that were going
to take place. My understanding is he misunderstood that the unit
was agreeing with it. He thought they were disagreeing with that
activity, and that was the misunderstanding. That was imme-
diately clarified.

Senator SPECTER. When you say the unit, you mean the FBI
unit?

Mr. CURRAN. Yes; the FBI unit that was running this investiga-
tion, yes. And that was immediately clarified, and I spoke to Sec-
retary Richardson upon the return that day. He said he had spoke
to Director Freeh and everything was fine. I don’t know of any con-
versation about a Cox Report conversation.

Senator SPECTER. The polygraph was taken on December 23. The
reports are, Mr. Parkinson, that there was some difficulty between
the FBI and DOE on having access to the tapes. What did happen
with respect to that?

Mr. PARKINSON. There was some difficulty, Mr. Chairman, and
particularly on getting timely access to the results of the poly-
graph. And, frankly, I think the Director has indicated that this
was the place where the FBI should have pushed harder.

We didn’t get the polygraph results until late January from DOE,
all of the results that could be analyzed by an independent
polygrapher. And so several weeks went by after the December 23
contractor polygraph done by the DOE contractor before our
polygraphers could independently assess the results.

And I think there was probably some brandishing on both sides,
but I think we have stated, and I will state again, we should have
pushed harder to make sure that we got those in a more timely
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fashion. And when we did get them, they were immediately re-
viewed by our own polygraphers as well as another independent
polygrapher at DOE’s initiative, and that, of course, led to the re-
sults that we have testified about that indicated that he did not
pass the polygraph. At best, it was inconclusive.

Senator SPECTER. When the results announced by Wackenhut,
who ran the polygraph on December 23, 1998, were disclosed, there
was, in fact, a decision by the FBI field office to close the investiga-
tion, right?

Mr. PARKINSON. It was under consideration. They had not
reached the decision.

Senator SPECTER. Well, had they at least recommended the in-
vestigation be closed?

Mr. PARKINSON. They had recommended consideration of closing
it following the January 17 interview with Dr. Lee. That, of course,
was a snapshot in time which changed dramatically when we actu-
ally did see the Wackenhut polygraph results and did the inde-
pendent analysis.

Senator SPECTER. Why have someone like Wackenhut run the
polygraph when the FBI is so much more proficient at it?

Mr. PARKINSON. I think that is a fair question, and we were
working jointly with DOE. We knew that they were going to do
this, and on the ground they concluded that we would permit DOE
to go ahead and conduct the polygraph.

Mr. CURRAN. Sir, could I add to that, because I am the one who
made the decision to polygraph the person? My position as an FBI
employee assigned to DOE as the counterintelligence person—I was
obviously very, very concerned about this entire case that was
being worked. Through coordination with the FBI, the interview
that we conducted was a cursory interview. It was an interview to
suspend him from access to the X Division upon his return from
Taiwan.

I asked my people to ask him if he would voluntarily take a poly-
graph. It would be noncoercive, nonthreatening, and the bottom
line in all this activity was not to compromise the FBI investigation
in this thing. The FBI investigation was coming to a conclusion. I
had an immediate decision. This person had just left the country.
He had been out of the country for 4 months. He is the subject of
a full FBI investigation. There is good indication that he was aware
of the FBI investigation.

I did not know where he was, who he was talking to. I had as-
sumed the worst at that point, and that is when we made the deci-
sion that upon his return he would not have access to the X Divi-
sion. And we suspended his clearance without any prejudice what-
soever. Because the FBI was going to come in and do their inter-
view and polygraph, there was a good likelihood that he could have
turned down a polygraph for the FBI because you have brought it
to a different level at this point.

I had asked that he be polygraphed so if that did occur that I
have some idea whether this person is telling the truth, not telling
the truth, whatever, and not faced with a problem where I have a
significant breach in security and I have no clue where it was com-
ing from.

Senator SPECTER. Well, let’s move ahead here to——
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Mr. PARKINSON. Mr. Chairman, if I might, I just want to quickly
add one point. There was a very good investigative reason to allow
the DOE polygraphers to do the initial polygraph, and that is we
were concerned that even though there was talk about the inves-
tigation, we didn’t have reason to think that he knew very much
about what we were doing.

And the polygraph on the 23rd coincided with his return from
foreign travel as well as a five-year reinvestigation at DOE. So in
an effort to be nonalerting to the extent that we could, it made
sense to do it in the ordinary course. And, of course, if the FBI had
come in and done it, that certainly would have been more alerting.

Senator SPECTER. Well, OK. You have the December 23rd poly-
graph. You don’t get the results. You have conceded that you
should have been more aggressive; faults on both sides; polygraph
incorrectly read. You finally found out about it on January 17 that
he did not pass the polygraph, or at least inconclusive, but the indi-
cators were that he did pass the polygraph.

Then Dr. Lee, without going into the details—we are going to
run out of time and I want to yield in just a minute here to Senator
Torricelli, who has consented to my questioning beyond our cus-
tomary 5-minute period. A lot of erasing by Dr. Lee. He is not ter-
minated until March 8, 1999. A search warrant is not obtained
until April. In April, you go in and you find the diary that they tes-
tified about yesterday, so you know that there is a lot of
downloading which he has done at that time.

Now, it takes from early April 1999 until December 1999 to bring
an indictment, an indictment which carries a life sentence, and a
request to the judge that he hold this man in solitary confinement.
We will get into the details of that later.

I understand it is a national security case and I understand
there are a lot of factors to be considered, and I didn’t have the
chance to get into the details with Director Freeh yesterday. But
why does it take from early April to the end of December when you
have a matter where the Government contends there are crown
jewels involved and that Dr. Lee can transmit this information to
someone else and the most extraordinary steps are taken to stop
him from talking to anybody, including his wife? What is the jus-
tification? Could that not have been expedited?

Mr. Parkinson.

Mr. PARKINSON. Let me begin, and my colleagues can add to this,
but as the Director pointed out yesterday, which is absolutely accu-
rate, this was an extraordinarily complicated case to put together.
I think we knew the broad outline in the spring after we did some
initial forensic analysis, but the forensics and the working with
DOE to figure out what, if anything, we could expose in a public
trial was an extraordinarily complicated and difficult process.

Senator SPECTER. Well, how long did the forensic evidence take?

Mr. PARKINSON. The forensic examination continued for well over
a yﬁar. Even after the indictment, we continued to do forensic
work.

Senator SPECTER. Well, you didn’t have the meetings with Mr.
Berger and the other principals until when, early December, late
November?

Mr. PARKINSON. December 4, 1999.
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Senator SPECTER. December 4. What I would like you to do, Mr.
Parkinson, without taking the time now is to give the sub-
committee a detailed chronology of what you did. We want to know
exactly what you did and how long it all took.

I am not unfamiliar with criminal investigations, and neither is
Senator Torricelli or Senator Sessions or the others on the sub-
committee. We want to know what you did and why it took so long
to have this emergency, to confine Lee the way you did.

I am going to come back to the classified information Act, CIPA,
and others, but let me yield at this point to my distinguished col-
league, Senator Torricelli.

Senator TORRICELLI. Thank you, Mr. Chairman. I am afraid I am
a little under the weather, so you are all going to be spared the
full extent of my interest in the case. But let me try for a few min-
utes to do the best that I can.

Yesterday, Senator Leahy noted that many people on the com-
mittee were in the extraordinary position of having been critical
some months ago that the Government was not sufficiently aggres-
sive in dealing with this case and now we return to be critical that
the Government was too aggressive in aspects of the case. I am one
of those people.

Initially, in what I now regard as an unfortunate exchange with
the Attorney General in private session, I was very critical that a
wiretap was not granted in dealing with Dr. Lee. While my tone
may not have been appropriate, I believe my conclusion was. It
should have been granted, and I believe the FBI should have put
greater resources on the case. In hindsight, I think with regard to
the initial investigation of Dr. Lee almost every division of the U.S.
Government at every level of responsibility probably would have
handled the case differently. It is not given to us to do that again,
but to learn from the experience.

But now I return with a different perspective in what is a re-
markable bipartisan concern for how the case was handled after
Dr. Lee was detained and prosecuted, and what I think has
touched an extraordinary raw nerve in the country. I do not believe
from my own cursory review of the evidence that Dr. Lee was inno-
cent. Even if you accept the single charge to which he pled—it is
serious, it should be dealt with seriously and the Government
should respond to it seriously—I am not at all convinced that that
is all that he is guilty of. Nor do I have much sympathy for the
fact that he was vigorously prosecuted and pursued. The anecdotal
evidence suggests inappropriate contacts. The consequences to the
United States are so enormous that I think a vigorous prosecution
was warranted.

But let me get beyond the prosecution to my new concerns, those
I amply stated in the past when we revisited this case with concern
that the Government wasn’t dealing with it sufficiently, to what is
now a remarkable undercurrent in this Congress.

I will begin it with a friend of mine who is a senior official at
the Justice Department who went recently to a conference of young
prosecutors and returned saying he was unnerved and concerned
that there was a “win at any cost” attitude, that sometimes the
Constitution seemed like an inconvenience, a sense that the Gov-
ernment held a monopoly on truth, and that the professional
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boundaries of our profession and the traditions of the Justice De-
partment were not respected as they might have once been re-
spected.

Dr. Lee, to me, is not a terribly sympathetic figure, given some
of the things that he even now has admitted that he did. But that
shouldn’t change how he is approached by the Government. There
are several things about this case that are inexplicable and should
have consequences.

First, Mr. Parkinson, I do not regard a citizen lying before a
court of the United States an an official of the United States lying
before a court of the United States on the same scale. The Govern-
ment being untruthful and misleading is not a threat to a case, but
to our entire system of justice. The people of the United States
have a right to expect that, without exception, the Government will
be truthful and accountable when under oath and dealing with a
case. Sometimes, we forget this is not the Department of Prosecu-
tions; it is the Department of Justice. The only Government stake
in the outcome is fairness, not the scorecard.

And so when I conclude my opening remarks, I would like your
response to how the Bureau intends to proceed in this individual
case where it appears by statement of a Federal judge that he was
not dealt with forthrightly, if not truthfully. That matters.

Second, Mr. Robinson, it is not enough that we regard ourselves
as a civilized Nation because we do not force things under people’s
fingernails if we simply replaced it with new, sophisticated meth-
ods of using incarceration as a means of intimidation. Incarceration
of a person who has not yet faced justice is to prevent flight, or the
damaging release of information in his case. It is not to psycho-
logically break an individual, put him in untenable circumstances
so that he might admit to something that he did not do or other-
wise wear upon him. That is, in my mind, unconscionable against
a guilty person, no less one who has not yet had a case proven
against him.

Yesterday, this was reviewed at length. We need not do so again,
but I think the simple truth is there is not an adequate expla-
nation for keeping the lights on in a cell all hours of the night.
There is not a reason for shackling an individual in these cir-
cumstances, in private moments, within a jail, given his history.
There is not a reason to deny reading materials or to not be more
accommodating with family visits. There are bounds of reason.

If T thought that Dr. Lee was the only person now facing justice
who dealt with these circumstances, I would be concerned, but I
would think a lesson had been learned and we would move on. But
I return to my friend who went to a Justice Department con-
ference, to be shaken himself. These tools can be misused. This is
extraordinary power.

My sense increasingly of the Justice Department is that it is run
from the bottom up, not the top down, by people with lesser experi-
ence who, like all of us in early stages of life, have excessive enthu-
siasm for our objectives rather than the wisdom of experience and
age. Some of that, I believe, is involved in these circumstances.

I find this a difficult case. I find myself like anyone conflicted,
because I believe that Dr. Lee did a great disservice to the United
States. But it is not Dr. Lee I fear alone. You can be in law school
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no more than a few days, in your first lessons on the American
Constitution, when you discover to your great surprise that the
American Constitution seems primarily designed to protect the
American people from the American Government. The moment we
begin to take some of these restraints less seriously, we are chang-
ing the nature of our country. That, Mr. Robinson, is my major con-
cern coming out of this case, and I am concerned about it.

That leads to something I have never understood about the De-
partment, and it is really the question I ask of Mr. Parkinson. If
a citizen of the United States were to go before this Federal judge
and lie, I understand the consequences. They would be prosecuted,
and they should be.

I understand in private industry, or even in American politics, if
you wage an effort and you fail and you are found to have dealt
with it inappropriately, the consequences are on you professionally.
I don’t understand what happens in the Department. There were
enormous misjudgments here by line prosecutors. A Federal judge
asked that the circumstances of Dr. Lee’s confinement be altered.
It did not happen for 9 months. What are the professional con-
sequences of this within the Department to ensure that people real-
ly respect the guidelines of the Department, and respect you and
Ms. Reno?

I know you fairly well. I know Ms. Reno better. If someone had
told you that a Federal judge had said, alter these circumstances
of confinement, it would have happened that minute. Somebody
didn’t. In this Department, how does that work? What are the con-
sequences of someone who didn’t bring that to your attention and
didn’t respect the judge and did misuse that power, misused an
enormous power, admittedly not putting anything under anybody’s
fingernails, but using a 21st century version of it?

Those are my concerns, and at this point I would like to open it
to Mr. Robinson and Mr. Parkinson to at least answer specifically
the qalestions I posed, if not the general proposition of what I pre-
sented.

Mr. PARKINSON. Let me begin, Senator Torricelli, since the first
question related to our agent, and I assume you are talking about
Agent Messemer who testified, the case agent on this case. I think
it is very critical, in fairness to everyone at the outset, to put this
in proper context.

He did not say he lied. The judge did not say he lied. And even
though it is being portrayed in some press accounts as he is a per-
jurer, that is simply not the case, at least not at this stage in time.
He said he made an honest mistake. The judge did not take issue
with that characterization at any point in these proceedings. I
think it is important to keep in mind that he was dealing with
enormously voluminous amounts of material. He was on the stand
for probably literally hours and he made a mistake, and that is
what he says.

Now, it was an important mistake and it is something that we
take absolutely seriously. The Director emphasized that yesterday.
It had a consequence to this case. It undermined the prosecution
because even if it was an honest mistake, it was on an important
fact and it undermined the credibility of the lead case agent. So I
don’t want to minimize the conduct and the mistake that he made.
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But I think it is fair to him, in particular, to let this play out and
see what the conclusion is.

Senator TORRICELLI. What were the judge’s operative words in
characterizing his testimony?

Mr. PARKINSON. The judge—and maybe Mr. Bay can help me
with the transcript itself, but he, as the Government pointed
out—

Senator TORRICELLI. I think the word was “misled,” was it not?

Mr. PARKINSON. Mischaracterization or erroneous testimony.
Hold on. I can probably lay my finger on it. This is from the judge’s
order: “During his recent testimony, Agent Messemer admitted
tha‘g1 incorrectly testified earlier.” That was the phrase that he
used.

Senator TORRICELLI. Admittedly, Mr. Parkinson, “incorrectly tes-
tified” is this side of a lie, but it is on the other side of what is
acceptable by a representative of the U.S. Government.

Mr. PARKINSON. Well, even representatives of the U.S. Govern-
ment sometimes make mistakes. But this is an important thing,
and for the lead case agent he should have had that right. I don’t
think there is any question about it, and nobody is shrinking from
that. And we are following up. This has been referred for investiga-
tion, not by the Criminal Division at this stage but by the Office
of Professional Responsibility, which is

Senator TORRICELLI. Within the Bureau?

Mr. PARKINSON. Within the Bureau. We take this very seriously,
and I don’t quarrel at all with your comments about the nature of
the Government testimony and agents of the U.S. Government. It
is qualitatively different for any Federal agent of any sort, or Fed-
eral officer of the court, to make any kind of a false statement be-
fore the court. While we ought to take it seriously even if it is a
citizen who is not a Federal employee, it is qualitatively different
and we recognize that.

I will say this, that Director Freeh has had many initiatives
since he became Director, and I can’t think of any initiative that
has received more attention from him than ethics. He has incor-
porated ethics training at Quantico, and our entire training system
is devoted in large part to the teaching of ethics and devotion to
the Constitution, and to demonstrate to everybody who works for
the FBI that the process is more important than the result.

Sometimes, bad guys get away even, but that is no reason to
shade testimony, or in particular obviously it is not any excuse to
make any calculated misrepresentation. But I think it is important,
having said that, for the process to play out. I know Agent
Messemer has been condemned in a lot of quarters as a liar, and
I think that is flatly unfair to him and I think we need to keep that
in context, and we will see how that plays out.

Senator TORRICELLI. I think that is helpful. I also agree that I
think Mr. Freeh has brought a new level of professionalism to the
Bureau, and I think that is admirable. I nevertheless simply leave
this exchange with the thought that I don’t know this agent. He
may have done great service to our country for which we would be
grateful, but we also, like the law itself, administer the Govern-
ment by precedent. And the precedent of how this case is dealt
with is important.
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He should not be made an example of if he is innocent or if it
was an honest error, but I forget the operative word again—
misstatement or mischaracterization, whatever the operative word
may have been, is also not an acceptable standard, to which I know
you agree.

Mr. Robinson.

Mr. ROBINSON. Well, first of all, let me fully agree with your
statements about the fact that Federal prosecutors have enormous
power, and with that comes enormous responsibility. And I think
we have an obligation to continue to remind particularly new pros-
ecutors that in appropriate cases a declination, saying no, frankly,
to our friends occasionally from the FBI on intrusive investigative
activities if there is a feeling that there is not probable cause—
those are obligations that Federal prosecutors have. It is something
that I feel strongly about.

I have Justice Sutherland’s quotation from Berger v. United
States in my office about the extraordinary role of the Federal pros-
ecutor. I think we have to continue to try to make it clear that a
“win at any cost” attitude is not the kind of attitude the American
people want in their prosecutors, although I must say occasionally
with the feeding frenzy that occurs on high-level, sophisticated
cases, you know, the pressures are there. And I think that we have
to be vigilant at all times with respect to it, and that message
needs to come down.

Winning cases is not unimportant, but doing the right thing is
more important, and we need to remind people of that and get the
message out among the U.S. Attorney community and Federal
prosecutors as well. And I think most Federal prosecutors believe
that, believe it strongly. And when we have exceptions to it, I think
they need to be dealt with, and dealt with in a way that makes it
clear that that is the message.

Senator TORRICELLI. That is a little bit of what I wanted to un-
derstand. This is, after all, an oversight committee, not an inves-
tigative committee, and it is part of what I wanted to understand
about the Department. In fairness to the line prosecutors involved,
I will not raise their names or circumstances, but a series of errors
are made, allocations of resources. A case collapses on what I think
should have been the full impact based on the evidence that I have
seen. A judge is angered and believes he was not dealt with hon-
estly. There were real mistakes of judgment. They can be made by
anybody. Here, they are compounded to enormous national con-
sequence, undermining confidence in the Department, and it cost
an important prosecution.

Without speaking of any of the individuals, how do you as the
head of a division of the Department—is this just dealt with by no-
tations in a personnel file? How does this impact a person’s career?
The seriousness with which a person handles their responsibilities
in the future—other prosecutors in the Department, I am sure, are
watching about the accountability of employees in the Department
when they make mistakes of this magnitude.

Mr. ROBINSON. I think it is very important, however, for us not
to do here what we are urging young prosecutors not to do. I mean,
we are at a stage here where I think that we need to fully under-
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stand the facts, and there have been facts thrown around, it seems
to me, including facts about the detention that are

Senator TORRICELLI. I agree with that. That is why this is a the-
oretical question. I am not applying to anybody.

Mr. ROBINSON. Right; well, obviously, what all lawyers have and
Federal prosecutors have is their reputation with Federal judges,
with the defense community, with the public, with their super-
visors. For me, that has always been enough, and I think for most
lawyers it is enough. But that isn’t where it stops. Obviously, there
is the Office of Professional Responsibility referral and investiga-
tion. That is no fun for anybody even who gets vindicated at the
end of the day.

Congress, as we know, saw fit to make it clear with regard to
McDade that Federal prosecutors are answerable to every bar that
they are involved in, so there is the State bar disciplinary process.
An angry Federal judge upset with you, with whom you have to
practice for the rest of your life, is a very serious matter. They also
have sanctionable authority. So there are a whole host of matter,
including if one were to engage in criminal activities as a Federal
prosecutor, that can be implicated as well. There is the media at-
tention and all that.

So it seems to me Federal prosecutors are fairly significantly
scrutinized in the scheme of things, and I think the scrutiny is
healthy for people who have this much power and authority. But
I think on some of these issues, what we need to do is make sure,
before we make judgments about people, that we fully understand
what the facts are.

The detention with regard to Dr. Lee, was as a consequence mo-
tivated solely and exclusively by the very serious concern that
there was missing in action from the Government’s point of view
information that the experts indicated could, if falling into the
wrong hands, change the balance of global power in the world, a
very serious matter.

Judge Parker originally at the detention hearing agreed with
that. The tenth circuit approved that. There was a hearing about
it, and the process worked itself out at the end of the day to the
point where things changed from the judge’s point of view. And so
I think it is well to explore those things for the larger picture and
that is what we ought to be doing as well, and if there are mistakes
that are made—obviously, the Attorney General has indicated that
this matter is going to be reviewed fully within the Department as
well by its Office of Professional Responsibility, also. And we have
obviously the important role of Congress in its oversight as well.
So I think there are plenty of levers with regard to this and they
are being exercised, and I think it is appropriate that they be exer-
cised.

Mr. BAy. Senator Torricelli, if I could say one thing for the
record, sir, you have referred on two occasions to line prosecutors
and mistakes they might have made. But Judge Parker specifically
said that virtually all of the lawyers who work for the Department
of Justice “are honest, honorable, dedicated people who exemplify
the best of those who represent our Federal Government.” I don’t
want that to be lost.
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And, in addition, with respect to the line prosecutors on the case
itself, he said that they are all outstanding members of the bar
“and I have the highest regard for all of them.” That is on pages
57 and 58 of his transcript. Now, I would respectfully disagree with
his criticisms, but I very much agree with his judgment as to the
people who worked on the case.

Senator TORRICELLI. Well, given that as members of the U.S.
Senate our responsibilities include not the oversight of Justice
alone, but the general welfare of the people of the United States,
allow me to write a paragraph into this analysis.

I agree with the Department of Justice’s initial assessment that
the loss of this information, a compromise of the activities at Los
Alamos, could change the entire strategic balance of power and
jeopardize the United States. I believe from much of the evidence
that I saw that there was real reason to believe that Dr. Lee was
guilty of some of these offenses. Indeed, he has now pled guilty to
what is a serious offense.

Yet, the prosecution of the larger case was compromised. The
case clearly was not handled appropriately, or it would not have re-
sulted in a plea to a single of 59 counts. It is not clear to me that
you are ever going to fully know what happened to those tapes or
who saw them. There were misjudgments from the time a wiretap
was required to the almost unbelievable manner in which we failed
to get access to his computer and his workspace through the pros-
ecution.

We can be laudatory about everyone who touched this case at
every stage, but the final result suggests no one deserves any enor-
mous credit. The people of the United States have no right to be
proud of how this case was handled. Their interests, and even their
security was potentially compromised. I say that not knowing how
this case would have resolved. Perhaps Dr. Lee would have been
found innocent, but I don’t think any of us can feel particularly
good about anybody’s role in this activity.

Mr. Robinson.

Mr. ROBINSON. I was only going to suggest that one of the things
that needs to be kept in mind—and obviously everybody is entitled
to their opinion at the end of the day—these cases, particularly
cases that involve as a necessary item of proof the exposure of con-
fidential Government information—the whole decision to bring a
case like this has perils associated with it.

We do have the Classified Information Procedures Act that miti-
gates in many ways that risk. But these kinds of cases oftentimes
are not brought at all——

Senator TORRICELLI. I think that is an important point.

Mr. ROBINSON [continuing]. Because the exposure of the secrets
publicly will do all the damage that you are trying to prosecute,
and that was absolutely true in this case. The CIPA procedures
were invoked. The signals coming from the judge—and, you know,
Dr. Lee had the benefit of very fine lawyers who did a very fine
job for him in connection with this matter. And part of their job
before indictment and during the proceedings was to push the en-
velope as far as they could to get the Government to the point
where the cost of proceeding would be outweighed by the cost of
throwing in the towel.
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And talk about a worst case scenario. It seems to me the worst
case scenario in this case would have been a situation in which we
would have had to throw in the towel because we couldn’t afford
to proceed with the trial. And we would have had none of the ben-
efit of the plea bargain, none of the benefit of trying to get to the
bottom of this, to get the answers which really are far more impor-
tant than punishing Dr. Lee for his very serious conduct which he
has now admitted.

We have to keep in mind that we have to assume the worst and
hope for the best. And, assuming the worst, maybe you have to re-
calculate the whole nuclear arsenal of the United States because
you can’t take the risk that it is in the wrong hands. So I just think
it is a point that needs to be——

Senator TORRICELLI. It is a good point to add that it required a
mature and sober judgment to look at the larger interests of the
country, finally, and I accept that and I think it was an important
point to make here.

I have another seven tabs in my notebook, but given the fact that
I have very little voice left, I know the witnesses will regret this,
but I am unable to

Mr. BAYy. Senator Torricelli, may I add one footnote to what Mr.
Robinson just said?

Senator TORRICELLI. Sure.

Mr. BAY. I would like to tell you something that happened during
the course of the case that frankly I don’t think has been disclosed
before. In late May, we met with defense counsel in this case. They
came over to the U.S. Attorney’s Office in Albuquerque; this is in
late May. And the defense lawyer said that he would never take
a plea to any count in the indictment—that is, “he” being Dr. Lee—
and that if the Government wasn’t willing to accept, the defense
was going to put the United States on a, “long, slow death march
under CIPA.”

I still remember that phrase, “long, slow death march” because
as I was sitting in our conference room, I am hearing this defense
lawyer tell us that he is going to bludgeon us using CIPA.

Senator TORRICELLI. Is that in the transcript or was this a
private——

Mr. BAy. This was a private meeting that we had in late May
when he said, my guy is not going to take any charge in the indict-
ment and if you don’t like that, I am going to put you on a long,
slow death march under CIPA. And, you know, in mid-September,
had the case not been resolved, the judge would have decided
whether or not the Government substitutions under CIPA were
adequate.

Our sense was that the judge was going to rule against us, and
had that happened, our indictment would have been gutted. We ei-
ther would have had to declassify a huge amount of highly sen-
sitive information, nuclear source codes, or we would have had to
dismiss counts in the indictment. It was a very stark choice. And
then I think what Mr. Robinson was talking about, that could have
been the result; that is, at the end of the day we would have had
nothing.

Senator TORRICELLI. Thank you, Mr. Bay.

Senator SPECTER. Thank you, Senator Torricelli.
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Mr. Bay, if somebody had told me when I was a prosecuting at-
torney they were going to put me on a long, slow death march, I
WOI}J.{ld say let’s start walking. That is the kind of a threat lawyers
make

Senator TORRICELLI. I believe that. [Laughter.]

Senator SPECTER. I have even done a lot of walking in my cur-
rent job. That is the kind of threat lawyers make all the time.

And on the Classified Information Procedures Act, the Govern-
ment had not run out the string on the legal challenges. You had
offered a substitution so that you didn’t have to make disclosures.
The judge hadn’t ruled on that. He may have been predisposed, but
you never know until you get the ruling. And then you had appel-
late rights, so that you were a long way in this case from ever
being required to produce confidential or highly sensitive informa-
tion. And I am going to come to that, but I am going to start at
a more important point.

There is a limitation on proceeding beyond 11:30 today, and as
I said at the outset, Senator Lott has scheduled a meeting with
Speaker Hastert and those of us involved in the appropriations bill
on my subcommittee. So I am going to have to excuse myself short-
ly before 11 o’clock, but Senator Torricelli may want to go beyond.
I don’t think it is possible for me to get back before 11:30, and
there are a number of topics I want to cover.

First, on the comment that the Attorney General is being criti-
cized for being too aggressive and then not aggressive enough,
there are two phases of this case. One was what the Government
did by way of investigation, and the second is what was done to
Dr. Lee.

The Attorney General has been subjected to criticism, and as
Senator Torricelli commented, her testimony was taken in a closed
session back on June 8, 1999, as to why a warrant was not author-
ized or pursued by the Department of Justice under the Foreign In-
telligence Surveillance Act. And on that matter, FBI Director Freeh
sent a top assistant, John Lewis, to talk personally to Attorney
General Reno.

Attorney General Reno assigned the matter to Daniel Seikaly,
who had had no experience with that Act, applied the wrong stand-
ard, and the application was turned down in August 1997, which
put a dead stop to this investigation. And the FBI did relatively lit-
tle until December 1998, and then we know what happened with
the polygraph and thereafter. But that is when the Attorney Gen-
eral was criticized for not being aggressive enough.

The treatment given to Dr. Lee after the fact—we do not know
to what extent the Attorney General was involved there. We
haven’t sorted that out. The Government was too aggressive, but
it is not inconsistent with the Attorney General having been not
sufficiently aggressive at an earlier stage.

Let me come to a question of proofs which bears on the indict-
ment and the pressure brought on Dr. Lee, and that is, either Mr.
Parkinson or Mr. Robinson, the statute required in the disjunctive
that there either be injury to the United States or be to the advan-
tage of a foreign nation. Director Freeh testified about injury to the
United States and he specified three items. First, there was the
most secure information which was disclosed. Second, the informa-




25

tion was placed on an open system. And, third, the key information
was placed on tapes.

Is there any other factual element which went into the thinking
1(;f the Government to prove injury to the United States? Mr. Par-

inson.

Mr. PARKINSON. I think you have captured the broad terms of the
theory. I think we have stated at the outset of the prosecution
when the indictment was handed down that the theory was, and
still is, and I think was solid then and remains solid that the de-
fendant had an intent to injure the United States, at the very least
by taking what was within the sole control and dominion of Los Al-
amos, some of the Nation’s most sensitive secrets, and depriving
the U.S. Government of its sole custody and control of those se-
crets. And while there are no cases that parallel this in precedent,
we all were comfortable, particularly analyzed within the Justice
Department, that this was a viable theory and an appropriate the-
ory upon which to charge Dr. Lee.

Senator SPECTER. Well, Dr. Lee was also charged with the lesser
offense of downloading and mishandling Government information,
which carries a 10-year sentence. Judge Bonner, the former head
of DEA and former U.S. district judge, made a comment that the
Government overcharged and the suggestion that the Government
overcharged to subject Dr. Lee to an indictment which carried life
imprisonment as part of the argument to urge the confinement.

I personally think it is a difficult question as to whether there
is a showing of injury to the United States on proof beyond a rea-
sonable doubt when you say that it was the most sensitive informa-
tion, placed in an open system, and put on tapes, and you have an
explanation which I do not accept at all about wanting this infor-
mation to try to get a new job.

Mr. ROBINSON. Well, let me suggest that because this a cir-
cumstantial case with regard to his intent, there is additional evi-
dence, I think, that bears upon this that is critically important and
I think that this case was not overcharged.

Senator SPECTER. What is that additional evidence, Mr. Robin-
son?

Mr. RoBINSON. Well, I think, first of all, you have to look at the
very surreptitious way in which this was done, the fact that it
wasn’t accidental, the fact that he didn’t have a work-related pur-
pose for doing this, the fact that we could infer from his conduct
that anything that was to be done with these tapes, and making
portable copies of it, because of the very unique nature of these—
this information isn’t usable to build widgets someplace. This infor-
mation is usable to build bombs. These are strategic military infor-
mation, and one can explore the issue of an intent to injure.

There is no doubt in the world about the fact that there was in-
jury, egregious, enormous injury to the national security. The ques-
tion was whether Dr. Lee intended to do it.

Senator SPECTER. Well, Mr. Robinson, doesn’t the postulate of in-
jury to the United States really turn on having these transmitted
to some foreign power?

Mr. ROBINSON. That is an alternative thing in the statute, but
injury to the United States is sufficient under the statute to make
out a crime. It is sufficient to make out a crime under this statute
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that there be an intent to injure the United States. It is not a re-
quirement, and it wasn’t charged as an espionage case in the sense
of a delivery. Nothing in the indictment said that.

As a matter of fact, it was stressed at the time of the indictment
that no allegation was being made that Dr. Lee had transmitted
because we weren’t in a position to offer that kind of proof. There
had been a lot of speculation in the newspapers about those kinds
of things, but those were not alleged by the United States. But we
do believe it was fair and appropriate to charge the highest prov-
able offense against Dr. Lee, which was that this was done with
an intent to injure the United States. We believe we would have
proved it as to all of the counts in the indictment that required
that proof.

Senator SPECTER. Well, you may be right. I wouldn’t want to
pass on it beyond reporting Judge Bonner’s comment which he
made that there was an overcharge. And I think he didn’t specify
this, but I wondered when Director Freeh testified if there really
was adequate proof beyond a reasonable doubt in the context of Dr.
Lee’s looking for other jobs.

But let me pick up the thought that you are making with respect
to transference to a foreign power. That is espionage and that car-
ries the death penalty if it is transferred to a foreign power. And
there are quite a few links in the evidence which Director Freeh
went over yesterday about contacts which Dr. Lee had with a for-
eign power.

In 1992, he had contact with a person who was under investiga-
tion. It was a telephone tap on the other individual, and then Dr.
Lee didn’t tell the truth about it until he was confronted. There
was an incident in 1994, or even before 1994, a lot of travel to the
People’s Republic of China and a lot of contacts with officials, nu-
clear scientists, where Dr. Lee did not report them, as he was obli-
gated to report them under the DOE procedures. And then there
was a 1994 incident where Dr. Lee had contact with a nuclear sci-
entist, with the overtone and some indication of having helped the
PRC. So you have quite a series of those incidents.

And then you raise the question which is not answered, and it
compounds the failure to get that warrant under the Foreign Intel-
ligence Surveillance Act as to what was going on here with other
suspicious circumstances in Dr. Lee’s house, much of which is clas-
sified and can’t be commented about in open session, which leads
me to a two-part question.

First, did you consider a charge under the Espionage Act? And,
second, weren’t those factors weightier on showing a transference
to a foreign power than the factors on injury to the United States?

Mr. Robinson.

Mr. RoBINSON. Well, I think it would have been overcharging to
charge him with the death-penalty offense of espionage for trans-
ferring this information to a foreign power without the ability to
prove that beyond a reasonable doubt. And so obviously the issue
of all of the charges available were considered, and it was deter-
mined that the highest provable offenses should be and were
charged in this indictment.

But I think if we had charged a death-penalty espionage for
transmission of the information to a foreign power without the abil-
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ity to prove it beyond a reasonable doubt, then people could have
reasonably criticized that kind of a decision as overcharging.

Senator SPECTER. Did you consider that charge?

Mr. ROBINSON. We considered all of the charges.

Senator SPECTER. You did consider that charge?

Mr. ROBINSON. Obviously, that was—it is right in there among
the other offenses to be looked at.

Senator SPECTER. I don’t think you had enough to charge espio-
nage either, but you know more about this case than I do. And I
have just enumerated a number of factors which look in that direc-
tion. When you charge espionage and it carries the death penalty,
you have really got to have a very, very powerful case. But I think
by the same token, when you charge an offense which carries a life
sentence, you have to have a powerful case, not to the same degree
because the penalty does bear on the quality of the proof. But I
raise those questions.

And I know your answer to this question, but I am going to ask
it. Did you seek a charge—and this is not a charge that Dr. Lee
pled guilty to. He pled guilty to the lesser charge carrying a 10-
year sentence, not the one where you would have to prove injury
to the United States. But did you consider that major a charge as
a pressure tactic, Mr. Robinson?

Mr. RoBINSON. No; we felt that that was the highest provable
charge that we could bring under the principles of Federal prosecu-
tion. The standard is for the Government to seek the highest prov-
able charge against an individual. We thought this was appropriate
when we charged it. We continue to believe it is appropriate today.
And we believe, as Director Freeh and the Attorney General indi-
cated yesterday, that if we had gone to trial, we believe that as-
suming the CIPA problems could have been overcome, we would
have been able to secure a conviction beyond a reasonable doubt as
to the charges made in the indictment.

Senator SPECTER. Well, without going into great detail because
you didn’t come to talk about the Dr. Peter Lee case, I think you
had a stronger case for charging a life sentence case for Dr. Lee
on injury to the United States than you had with Dr. Wen Ho Lee.
I am not going to press you for a comment on that, but if you care
to make one, I would be interested.

Mr. RoBINSON. Well, as the Senator knows, you have had exten-
sive hearings on that. I think our positions have been made clear.
I wasn’t involved in that particular matter, but I think we have
made our positions clear that that case, in the view of the Depart-
ment, was appropriately handled by the prosecutors. I know there
is some difference in opinion as to your view of the matter, and
that is what this healthy dialog is all about and we try to learn
from each other’s views on this matter.

Senator SPECTER. Well, on Dr. Peter Lee, the Assistant U.S. At-
torney in Los Angeles, Jonathan Shapiro, felt that he either had to
take a lesser plea or he wouldn’t get one. And Mr. Dion in Wash-
ington never ruled that out, so that there was an issue of
miscommunication, that Main Justice in Washington never really
ruled out a tougher charge as to Dr. Peter Lee. But in putting
these cases side by side, my sense is that the Peter Lee case was
stronger than the Wen Ho Lee case for the life sentence charge.
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Let me come to the point that has been made about the treat-
ment and the manacles. We have requested all of the documents
and all of the writings to see exactly why Dr. Lee was put in leg
irons and arm irons, attached to his waist. When he talked to his
attorneys, the attachments were taken off. When he went to the
men’s room, they were put back on.

It is understandable that you didn’t want Dr. Lee to have con-
tacts with people where he could transmit information, secrets. The
light in his cell, the comment about the Rosenbergs by the agent—
that was in Director Freeh’s written testimony conceding that it
was inappropriate. He didn’t comment about it orally.

You have a highly unusual circumstance—or let me get your
view on it, Mr. Parkinson, that you have, I think the testimony
was, incorrect information given by Mr. Messemer. Does that hap-
pen very often, Mr. Parkinson, by an experienced agent like Mr.
Messemer on a very, very important fact in a very, very high-pro-
file case?

Mr. PARKINSON. I am happy to say it does not happen very often,
but I think again I would just simply point out the circumstances
of this case where we had enormously voluminous materials to
master. I don’t mean to excuse that. He should have mastered it,
but it does happen, but not frequently.

Senator SPECTER. Well, it raises a suggestion of the FBI really
being on the line and the Department of Justice really being on the
line, and the Department of Energy, too, really being on the line.
And without going over what happened, suddenly, with the pend-
ency of the Cox Committee report, you really threw the book at this
man on the charges, really, and on the shackles and on the Rosen-
berg’s statement and on the light, raising an inference—I am not
saying that you were trying to coerce a guilty plea out of him, but
that is a question you have to answer.

What was the purpose, Mr. Robinson, of having the light in Dr.
Lee’s cell?

Mr. ROBINSON. Well, I think we need to get to the bottom of that
question because I learned about it only in connection with these
proceedings. We have to find out whether it is a night light or
whether it is burning light bulb.

I do know this, as was indicated by the Attorney General yester-
day, that a jail monitor visited Dr. Lee in March at his facility
where he was there because of the expressions of concern about the
conditions of his confinement. And in a memorandum at the facil-
ity, he interviewed Dr. Lee and the jail monitor says that he per-
sonally met with Dr. Lee for about 20 minutes in his jail cell. He
explained his role as jail monitor and the calls that he had received
about Dr. Lee’s condition.

Other than being incarcerated, he had no complaints. The staff
was treating him very well, and he singled out Warden Barerras
and Deputy Warden Romero as treating him great. “He told me
that he had seen a doctor when requested, and he has not been
sick or ill at any time during his incarceration. His only request
was for additional fruit at the evening meal, which I relayed to
Warden Barerras. I gave him my business card and told him to
contact me through his attorney if there was any mistreatment or
other issues regarding his incarceration. At no time did we discuss
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his case or any fact relating to it,” and he emphasized his role as
a jail monitor.

There was a conversation, and Mr. Bay can indicate it, between
the U.S. Attorney’s Office and counsel for Dr. Lee about his condi-
tions, and a number of things were done, obviously, to mitigate
those. Whether some of them could have been done more effi-
ciently, effectively or sooner, the key about the special administra-
tive measures was to deal with his ability to communicate.

Senator SPECTER. How did the manacles relate to his ability to
communicate?

Mr. ROBINSON. As I understand it—and I think we need to lay
this out carefully so we understand exactly what happened. As I
understand the situation, the conditions at this particular facility
for prisoners in segregation, which Dr. Lee was in, are procedures
that apply to all prisoners who are in segregation. So if this is a
problem, perhaps it should be addressed on a systemic basis be-
cause there are certainly other prisoners in administrative segrega-
tion being treated exactly the same way.

Senator SPECTER. Did the monitor tell Dr. Lee he needed to have
those manacles and leg irons?

Mr. RoBINSON. Did the what?

Senator SPECTER. Did the monitor tell Dr. Lee he had to have
those leg irons and those wrist irons?

Mr. ROBINSON. No; as I understand it, the monitor was finding
out from Dr. Lee whether these claims that he was being mis-
treated—whether he had concerns about that. There were efforts
early on to get a Mandarin speaker to assist Dr. Lee in his commu-
nications. There were efforts to effect visiting times. There were ef-
forts made later on particularly to remove any shackling during ex-
ercise.

The U.S. Marshals Service has also procedures for how they han-
dle the transfer of all prisoners in custody from the facility to court,
and those are standard procedures as well. But I think these are
things that we ought to make sure we understand exactly all of the
specific facts concerning these.

Perhaps Mr. Bay would also be able to enlighten us.

Senator SPECTER. Mr. Robinson, it is not uncommon for the pros-
ecution to seek a jail sentence to induce somebody to testify, turn
State’s evidence.

Mr. ROBINSON. I think it would be inappropriate to have a pre-
trail detainee put in prison for that purpose. That was not the pur-
pose of the detention here. And I would also point out that in the
memorandum, Dr. Lee is purported to have said—Mr. Lee was very
surprised about the calls concerning his treatment and stated, “I
haven’t complained to anyone about the jail because I am being
treated very well.” That is what he said in March 2000.

Mr. BAy. Mr. Chairman.

Senator SPECTER. Well, we intend to pursue this to find out if ev-
erybody is treated this way, or about the light and about the whole
panoply of arrangements as to how he felt about it. It is not uncom-
mon for someone in detention not to want to anger the custodian.
You don’t want to make your custodian mad. Who knows what is
going to happen next?

Mr. BAy. Mr. Chairman.
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Senator SPECTER. Mr. Bay, do you want to make a comment?

Mr. BAY. I have some information with respect to the light. I first
learned of this a few days ago when I read about it in the news-
paper. I have since made inquiries back in New Mexico and I am
told that the light was a dull blue light, kind of like a night light,
in Dr. Lee’s room, and that the jail would use that just to make
sure that if someone walked by and looked inside his cell that they
could make sure that he was there and that he was doing OK.

I do know from having reviewed the correspondence in this case
that we never received a complaint from defense counsel about the
light. The main thing, though, is I don’t want you, Mr. Chairman,
to be left with the impression that there was some sort of bright
light that was left on in his room 24 hours a day.

I also get the impression, Mr. Chairman, that this blue light was
something that individuals in the administrative segregation part
of the jail had in their cells, that this was not something special
with respect to Dr. Lee.

Senator SPECTER. Well, we are going to pursue that to really find
out exactly what happened, what the defense lawyers have to say
about it, Mr. Holscher and Mr. Cline, and what was done specifi-
cally to Dr. Lee.

On the issue of racial profiling, there was supposed to have been
a submission to the court, as I understand it, on September 15.
And the judge commented that he regretted not being able to see
those documents, but the case was concluded on the 13th.

How long will it take, Mr. Robinson, for the subcommittee to
have access to those documents?

Mr. ROBINSON. I am not sure offhand. I do understand that the
prosecutors did meet with Judge Parker and indicated that if he
was interested in seeing any of this material, there was going to
be no effort to not give it to Judge Parker if he was interested in
it.

Am I correct, Mr. Bay?

Mr. BAY. That is correct. The lead prosecutor met with Judge
Parker a few days ago.

Senator SPECTER. Have those materials been all collected?

Mr. Bay. I don’t know. You would have to ask the Department
of Energy. But we asked Judge Parker if he still had an interest
in reviewing those materials and he indicated to the lead pros-
ecutor that he no longer had that interest.

Senator SPECTER. Well, they were moot as far as he was con-
cerned.

Are those materials all collected, Mr. Curran?

Mr. CURRAN. Sir, that is the first I am hearing of it, so there
must be somebody else in the Department handling those. I know
the Seﬁretary had a racial profiling task force which put together
most o

Senator SPECTER. Well, Mr. Curran, Mr. Robinson, Mr. Parkin-
son, and Mr. Bay, would you give the subcommittee a response as
to what is collected and how soon we can have access to them?

Mr. CURRAN. Sure.

Senator SPECTER. On the Classified Information Procedures Act,
Mr. Robinson, when a decision was made to proceed with this case
you knew that you faced that risk.




31

Mr. ROBINSON. We did.

Senator SPECTER. And you were prepared to go to trial, notwith-
standing that problem. Did anything ever occur to change your
view if you had an adverse ruling under CIPA?

Mr. ROBINSON. I think this is an important point to deal with be-
cause during the discussions with the Department of Energy, and
particularly the classifiers there, obviously prosecutors who want to
put the best case in would like to have as much information avail-
able, particularly given the circumstantial nature of this case.

The more light that could be shed on the critical importance and
the strategic importance of this information, and the less usable
that information is for other purposes, the better your case on in-
tent is. So we were pushing to get as much information consistent
with the national interest as possible. The Department of Energy
ulnderstandably wants to protect that information. We made it
clear——

Senator SPECTER. You thought you could put enough on to get a
conviction?

Mr. ROBINSON. Assuming we could hold the line that we had es-
tablished in connection with the declassification, which obviously
there were very strong signs was not going to be held. But we also
made it clear that this subject, as in all of these cases—whenever
you bring one of these cases, you have to constantly reevaluate
based upon CIPA rulings whether or not the cost/benefit analysis
is going to tilt the other way.

Senator SPECTER. But you had not crossed that line.

Mr. ROBINSON. Not yet.

Senator SPECTER. You had made an offer of substitution so you
wouldn’t have to produce the sensitive material. The judge had not
ruled on it.
hMr. ROBINSON. Right, that is quite right, and we didn’t reach
that.

Senator SPECTER. And you also had appellate remedies to take
it to a higher court if you got an adverse ruling from Judge Parker.

Mr. ROBINSON. We did. Let me also suggest, however, that I un-
derstand your point about getting on that long death march, and
I believe to a moral certainty that you would do it and I know you
were a very skilled and forceful prosecutor. The only thing that I
would suggest there is that I know that you would have made the
same kind of sound judgment, assuming these facts.

If you ever lose the CIPA battle completely to the point where
you have to throw in the towel, you would get nothing in return
from the defense because you would have to dismiss your case. And
as I said, the worst case scenario here would have been to have
gone all the way and lost, at a point when we would have had to
have made this very difficult decision as to whether the gray mail
worked and we couldn’t proceed because we couldn’t expose those.
We didn’t get to that point, but I suggest that going all the way
to the end to lose would have been a very, very bad scenario for
the national security of the United States.

Senator SPECTER. Well, we are going to pursue that, but in
closed session. We are going to want to know what it was on the
worst case scenario you would have had to have produced, and get
into the details as to what substitution was offered, and make an
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evaluation as to whether you could have won that with Judge
Parker or won it on appeal.

The imminence of the release of Dr. Lee is a factor which raises
speculation that that was a critical factor in your decision to come
to terms at that particular time; that once Dr. Wen Ho Lee would
have been released by the court of appeals, had they done so, had
their affirmed Judge Parker’s order, there would have been a really
very significant psychological loss for the Government, and also an
ability to have an effective monitor on Dr. Lee, and that the real
strength of your position lay in getting that detention and even if
the pressure was not intended, to have that pressure.

How significant was the order releasing him to your final deci-
sion, Mr. Robinson?

Mr. ROBINSON. Well, obviously it was a factor because our reason
for the special administrative measures was because of our concern
about the national security. And we did make the point with Judge
Parker that we did not feel the conditions—and the other thing
that needs to be remembered is although Judge Parker was grant-
ing bail, he was granting bail with the most severe restrictions I
have ever seen on a person who is not in custody with regard to
what could have been done.

It would have been done at enormous expense of time and effort
by the FBI and, in our view, at the end of the day would not have
been satisfactory to protect our concerns. So it was obviously one
factor, along with many others, that was also going along with this
mediation process that Judge Parker has put in place to create, I
think, the dynamics for the possibility of a resolution which, like
all resolutions—I am sure that Dr. Lee and his attorneys would
have preferred a different result, a nonfelony result that perhaps
didn’t involve the kind of cooperation.

We might have preferred something different as well, but we felt,
and the Director and the Attorney General felt that this was the
result that made the most sense to protect the national security,
and I certainly agree with that.

Senator SPECTER. I have one final question from Dobie
McArthur, who I will put on the record as having done an extraor-
dinary job. He is a one-man task force. We don’t have a budget, but
we have McArthur, which is better than a budget.

With respect to CIPA, the question which Mr. McArthur poses is
wouldn’t the Government have been secure in not having to put on
the input decks, which even Dr. Richter concedes was sensitive? So
weren’t those at least secure?

Mr. ROBINSON. Perhaps Mr. Bay can answer that.

Senator SPECTER. OK, Mr. Bay, you have the last word.

Mr. BAY. Mr. Chairman, with respect to the indictment, almost
every count references the source codes, and that is the classified
information that was under greatest attack in the CIPA ruling.
And the judge had accepted an argument by the defense that the
source codes were relevant to the defense, for reasons I don’t want
to get into here. But those sources, when you go through the indict-
ment, are listed in almost every single count.

Senator SPECTER. We are going to have a hearing bringing in the
scientists and make a determination as to whether these were the
crown jewels or whether they were not and to what extent they
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were sensitive. And to the extent we can, we are going to do an
open hearing on that. We may have to go into closed session, but
we are going to pursue that line.

Gentleman, thank you very much for coming.

Mr. Parkinson, do you want the last word?

Mr. PARKINSON. Mr. Chairman, I just wanted to add on that
point that I think it is very significant we did have a major devel-
opment, at least potentially, since yesterday, and that is that Dr.
Richter’s testimony in large part appears to have been retracted.
And there is an account in the New York Times this morning about
how he says when he testified that 99 percent of this was out there
and unclassified, he was only referring to certain pieces of this. He
said his comments did not apply to most of the data, or at least
other data that Dr. Lee removed.

Senator SPECTER. Well, maybe you would have found that out if
you had proceeded under the Classified Information Procedures Act
and had further proceedings.

Mr. PARKINSON. Yes, we may have.

Senator SPECTER. You might have found that out before Judge
Parker. I don’t know that you could find out as much as the New
York Times did, but you might have.

Thank you very much, gentlemen.

[Whereupon, at 10:59 a.m., the subcommittee was adjourned.]
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OPENING STATEMENT OF HON. ARLEN SPECTER, A U.S.
SENATOR FROM THE STATE OF PENNSYLVANIA

Senator SPECTER. Good morning, ladies and gentlemen. The hour
of 9:30 a.m. having arrived, the Judiciary Subcommittee on Depart-
ment of Justice Oversight will now proceed.

This is our fifth hearing into the issues involving the investiga-
tion and prosecution of Dr. Wen Ho Lee and today we are going
to concentrate on a number of issues, including the seriousness of
the information which was compromised by Dr. Lee and also the
issue of racial profiling.

A very significant backdrop on our hearings relates to the state-
ments made by Judge Parker on September 13 where he said,
among other things, “With more complete balanced information be-
fore me I felt the picture had changed significantly from that paint-
ed by the government during the December hearing.” And con-
tinuing, “I find it most perplexing, although appropriate, that the
executive branch today has suddenly agreed to your release with-
out any significant conditions or restrictions whatsoever on your
activities. I note that this occurred shortly before the executive
branch was to have produced for my review in camera a large vol-
ume of information that I previously ordered it to produce.” The
subcommittee intends to examine that information—even though
the court could not because the matter was closed—to find what its
import is.

Judge Parker then continued: “What I believe remains unan-
swered is the question of what was the government’s motive in in-
sisting on your being jailed pretrial under extraordinarily onerous
conditions of confinement until today, when the executive branch
agrees that you may be set free essentially unrestricted. That
makes no sense to me.” This subcommittee is determined to find
out what the government’s motives were.

(35)
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The judge then continued somewhat later in this statement: “Dr.
Lee, I tell you with great sadness that I feel I was led astray last
December by the executive branch.” And he later said, “We will not
learn why because the plea agreement shields the executive branch
from disclosing a lot of information that it was under order to
produce that might have supplied the answer.” And here again the
subcommittee intends to find what that answer is.

That is a very brief overview, necessarily curtailed by the fact
that we have two votes scheduled at 10 o’clock. Those are beyond
the power of the subcommittee. In fact, nobody knows what votes
are going to be scheduled until they actually are on the day in
question. And the subcommittee has also been restricted, as it was
last week, by objections raised to having any hearings proceed 2
hours after the Senate goes into session, so that may restrict us,
as well. We will endeavor to complete our list of witnesses today
but we will just have to see how that goes.

I want to now yield to my distinguished colleague, the chairman
of the subcommittee in its ordinary function, Senator Grassley.

STATEMENT OF HON. CHARLES E. GRASSLEY, A U.S. SENATOR
FROM THE STATE OF IOWA

Senator GRASSLEY. I thank you, Senator Specter, for your leader-
ship in this whole area, holding these hearings and doing it in a
timely and thorough manner and particularly the obstacles you
have had to overcome to get to where we are today and maybe even
obstacles to get to where we have to go further, sometimes obvi-
ously fighting even Members of Congress in our constitutional over-
sight—Democrats who, for obvious reasons, maybe do not want
some of this information out but even sometimes fighting with Re-
publican members of the Senate to do our job, and always having
to work with the executive branch dragging its feet.

Now you are holding these under very difficult circumstances
and I appreciate that very much. I think there is one thing that
I want the public to keep in mind during these hearings, particu-
larly one thing, and that is the public is only getting one side of
the story. For now, Dr. Lee’s side of the story is on hold. That is
because his attorneys have asked that his side be told only after
he is debriefed by the Government. We also asked to interview
Judge Parker about his views of the case but Judge Parker de-
clined our invitation, so the public is not going to get the full pic-
ture, which may not come into view for some time yet.

This case can only be described as a colossal blunder and when
I say that, I am taking you back to 1996 when Dr. Lee was inves-
tigated for divulging the W—-88 warhead data. That investigation
was fundamentally flawed from the beginning. The Bellows Report
confirms this point of view. So does any fair reading of the thou-
sands of pages of documents that we read about this case.

Also throughout this case there has been lots of finger-pointing
going on; it is still happening—the FBI, the Justice Department,
the Energy Department, Congress, even the judge—and I imagine
that we will see some of that even here at this very hearing. It all
started when the Federal Government pointed its rather substan-
tial finger at Dr. Lee without sufficient basis.
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One thing that I agree with Mr. Vrooman about in his written
testimony that is prepared for today’s hearing, he says that Dr. Lee
was singled out as having “the means and motivation” to com-
promise the W—88 information. Mr. Vrooman goes on to say, “Every
time Lee’s motive was discussed, it came down to ethnicity. There
was no other motive ever suggested.”

Now I was not privy to any discussions involving ethnicity but
the issue of a motive was not discussed in the documents we re-
ceived in this investigation. It was mentioned but was not dis-
cussed in any convincing way, and I think that is one of the more
troubling aspects of this case. The job of this subcommittee and
particularly this investigation is to learn what went wrong and
why; then fix it so it does not happen again. And in regard to that,
that is why today’s hearing is so very, very important. Thank you,
Mr. Chairman.

Senator SPECTER. Thank you very much.

Will Mr. Trulock, Mr. Wilkins, Dr. Richter, Dr. Younger, Mr.
Vrooman all step forward? Would you gentlemen all raise your
right hands?

Do you solemnly swear that the testimony you will give before
this subcommittee will be the truth, the whole truth and nothing
but the truth, so help you God? Mr. Trulock?

Mr. TRULOCK. Yes.

Senator SPECTER. Mr. Wilkins?

Mr. WILKINS. Yes, sir.

Senator SPECTER. Dr. Richter?

Mr. RICHTER. Yes, sir.

Senator SPECTER. Dr. Younger?

Mr. YOUNGER. I do.

Senator SPECTER. Mr. Vrooman?

Mr. VROOMAN. Yes, sir.

Senator SPECTER. OK, Mr. Vrooman is at the far end of this
table; Dr. Younger is next, Dr. Richter, and Mr. Wilkins, Mr.
Trulock.

And for the record, Mr. Trulock is represented by Mr. Larry
Klayman, who is seated next to him.

Dr. Richter, let us begin with you. We would be pleased to hear
your opening statement at this time.

STATEMENT OF JOHN RICHTER, SCIENTIST, DEPARTMENT OF
ENERGY

Mr. RicHTER. I would like to make one.

I assume that this hearing is to explore whether the case against
Wen Ho Lee was conducted properly and whether congressional ac-
tion is warranted. In 1958, about the time that Julius and Ethel
Rosenberg were executed for atomic espionage, the most recent
amendments to the Atomic Energy Act were enacted. Since then,
the United Kingdom, France, China, Israel and perhaps India have
built nuclear arsenals, in addition to those of the United States and
the Union of Soviet Socialist Republics. Later, the Soviet Union col-
lapsed, the Cold War ended. Also ended were such terms as mutual
assured destruction.

In the Lee case, the out-of-date Atomic Energy Act, which in-
cluded overly harsh criminal penalties, together with unrealistic
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damage assessments from DOE, spurred the FBI and the prosecu-
tion team to actions that a large sector of the public found unac-
ceptable. I urge the Congress to keep volatile laws, such as the
Atomic Energy Act, current and not leave it to the courts. I would
like to elaborate on some of these views next.

I have held various security clearances since 1958, including
DOE, military and NSI. While not a very attractive aspect of em-
ployment, security is a condition of employment and I have never
willfully violated it. Anyone who finds it onerous to work in a calci-
fied environment should seek employment elsewhere.

Regarding the data that Wen Ho Lee downloaded on the unclas-
sified computer, there are three categories of information: computer
codes, material properties information, and problem setups, which
include the W-88.

The first are only slightly classified because they describe physics
that date back as far as the 17th century.

Senator SPECTER. Dr. Richter, are you now on the three cat-
egories of the nominated input decks, data files and source codes?

Mr. RICHTER. Right. The source codes I mentioned, they are very
slightly classified. The materials properties information and then
the problem set-ups.

The second, the materials properties information, is classified be-
cause it contains properties of high atomic number elements, like
plutonium, et cetera.

Senator SPECTER. Now which are you referring to? Are you talk-
ing about data files or input decks?

Mr. RICHTER. Data files.

The third, the problem set-ups, the input decks, as you call them,
are truly classified because they contain numerical descriptions of
some of our nuclear weapons, including the W—88.

Let me consider what harm might have accrued to the security
of the United States if the subject information had gotten into the
hands of nations not necessarily friendly to the United States.

The United States exploded its first nuclear device in 1945, Rus-
sia 1949, the United Kingdom about 1951, France about 1958,
China in 1964, India in 1974 and Pakistan in 1998. So clearly
there is a lot of information worldwide regarding nuclear weapon
technology. It has been around a long time.

We know that the Union of Soviet Socialist Republics, via Klaus
Fuchs, got information from the United States. We also know that
Russia gave China information. And we further know that China
mentored Pakistan. The governments of the majority of the people
on earth know how to build nuclear weapons that could cause seri-
ous harm to the United States and they have known it for a long
time.

The problem set-up data in question can be compared with a par-
tial cooking recipe. In addition to the recipe, the user must have
an adequate kitchen, all of the ingredients, and considerable skill
as a Chief. If he can already broil a steak, why should he attempt
to prepare, say, Chateaubriand from an incomplete Cordon Bleu
recipe?

The United States built nuclear weapons to maximize the Na-
tion’s chances for survival in case the Cold War turned hot. Those
were the largest of MIRV’s—multiple independently targeted re-
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entry vehicles—on a missile, the largest yield together with the ut-
most safety.

No one now needs to build nuclear weapons the way we did. In-
deed, if START-III happens, then MIRV will be outlawed. Tens of
thousands of ready-to-shoot nuclear weapons are unnecessary now.
It would be risk and expensive folly for another nation to build
weapons now the way the United States has and especially without
hands-on testing.

We are very concerned about the nuclear weapons of other na-
tions. We look for vulnerabilities, technological surprises, but we do
not copy their designs because we know how we prefer to build
them. I suggest that other nuclear powers, particularly the more
mature ones, have decided how they wish to construct nuclear
weapons.

Recent cases similar to Lee’s suggest that revocation of security
clearance and termination of employment might suffice for the of-
fense. In another case, the defendant also got a year in a halfway
house. Inside the beltway, leaks to the media can best be described
as an on-going hemorrhage of classified information of all cat-
egories, certainly not limited to DOE, yet there is no attempt to ap-
prehend the perpetrators. This raises the specter of selective en-
forcement of the laws.

Lee was discharged from the laboratory in March 1999 but not
arrested until December. Indeed, he was under surveillance for this
period but he was free. After arrest, he was held incommunicado,
which many felt was cruel and unusual punishment for a person
awaiting trial.

At the August bail hearing Lee had been incarcerated for 8
months. The judicial industry standard is 6 months for the con-
stitutional speedy trial. The almost-daily publicity would have
made jury selection extremely lengthy, further delaying Lee’s day
in court from the proposed November trial date. Lee might have
spent well over a year in jail before the case was settled. Appar-
ently Judge Parker came to similar conclusions and settled the
case and I salute him. Thank you.

Senator SPECTER. Dr. Richter, you testified at the bail hearing
for Dr. Lee?

Mr. RICHTER. Yes, sir.

Senator SPECTER. And what was the essence of the testimony
which you gave at that time about the nature of the classified in-
formation that Dr. Lee downloaded?

Mr. RICHTER. I tried to maintain the three categories that we
have discussed. The codes, I think there has been discussion of
whether it is 99 percent unclassified, et cetera. But, of course, the
materials data are classified and the problem set-ups are certainly
classified.

Senator SPECTER. Well, let us move to the input decks. What tes-
timony did you give at Dr. Lee’s bail hearing about what he did
with the input decks?

Mr. RICHTER. Well, as far as I think the way we handled it there,
it was all handled together—the codes, the materials properties
and the input decks.

Senator SPECTER. Well, you testified at that time, “These codes
and their associated databases and the input file, combined with
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someone who knew how to use them, could, in my opinion, in the
wrong hands, change the global strategic balance. They enable the
possessor to design the only objects that could result in the military
defeat of America’s conventional forces. They represent the gravest
possible security risk to the supreme national interest.”

Is that an accurate statement?

Mr. RICHTER. I did not say that. It probably was said but I did
not say that.
hSenator SPECTER. Well, we may have Dr. Younger’s statement on
that.

Dr. Younger, is that, in fact, your testimony?

Mr. YOUNGER. That is, Senator.

Senator SPECTER. Before responding to questions, would you care
to make an opening statement?

Mr. YOUNGER. I would.

STATEMENT OF STEPHEN YOUNGER, SCIENTIST,
DEPARTMENT OF ENERGY

Mr. YOUNGER. Thank you, Chairman Specter, for the opportunity
to discuss facts related to the case of Dr. Wen Ho Lee.

The United States developed the most advanced nuclear arsenal
in the world through a combination of complex computer calcula-
tions, laboratory experiments, and nuclear tests. Key to the design
process was a series of sophisticated computer codes, supported by
databases that describe the behavior of materials under extreme
temperatures and pressures. These codes allow us to make reason-
ably accurate predictions of the performance of nuclear devices,
predictions that were validated by nuclear tests.

I can say based on my review of the contents of the tapes made
by Dr. Lee that he did systematically collect a set of nuclear weap-
ons design tools that would enable the possessor to perform sophis-
ticated calculations of nuclear explosives. Further, Dr. Lee’s tapes
contained the actual designs of a number of nuclear explosives, in-
cluding some weapons currently in the U.S. arsenal.

It has been said that much of the information contained on the
tapes made by Dr. Lee is available in the open literature. I believe
this to be misleading. First, while much of the fundamental physics
used in nuclear explosives design is unclassified, the specific com-
bination of physics required to produce an adequate approximation
of nuclear weapons performance is a secret. Indeed, one of the most
sensitive pieces of knowledge in nuclear weapons design is what is
good enough to adequately model a weapon. It is always better to
put in more detail, to be more accurate, but even the largest com-
puters in the world cannot handle all of the complexities involved
in a nuclear explosion. Experienced physicists could waste a great
deal of time trying various approximations before they found ones
that were sufficiently accurate and sufficiently fast for practical
calculations. United States design codes are the result of decades
of work involving hundreds of people who had access to data from
over 1,000 underground nuclear tests and atmospheric nuclear
tests.

Second, some of the information on plutonium and uranium and
other materials contained on the tapes was obtained through nu-
clear testing. It is not found in the open literature. Some of the
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data contained on the tapes cannot be obtained by any means other
than nuclear testing.

Third, the tapes that Dr. Lee made contained the designs of ac-
tual nuclear devices, some of which have been successfully tested.
These designs are certainly not available in the open literature.
Providing unauthorized persons with the designs of our nuclear
weapons could enable them to advance their own weapons program
and to identify and exploit weaknesses in our nuclear defenses.

Based on my knowledge of foreign nuclear weapons programs, I
think I can say with confidence that our computer codes and data-
bases are the finest in the world. No other country had the tech-
nology base that was necessary to perform some of the measure-
ments that we made in our nuclear tests, measurements that were
used in the calibration and validation of the computer codes
downloaded by Dr. Lee.

In my opinion, it would be impossible, at least on a time scale
yielding strategic surprise, for any country in the world to dupli-
cate the information contained on those tapes without doing nu-
clear tests, regardless of how much money they were wiling to
spend or the intelligence of their scientists. There are simply too
many unknowns that cannot be resolved without extensive nuclear
testing.

During my testimony at Dr. Lee’s detention hearing in December
1999, I stated that the information that he downloaded could, if
placed in the wrong hands, change the global strategic balance. I
believed that then and I believe it now. Although the information
itself does not convey all of the technology required to build deliver-
able weapons, it could advance the design effort enormously. Pro-
duction of a weapon that would be a realistic threat still requires
special nuclear materials, special engineering and fabrication skills
and a capable scientific cadre.

Nuclear weapons are the most destructive weapons ever created
by humankind. They are the only devices that can threaten the
conventional military superiority of the United States. In the
wrong hands, the information downloaded by Dr. Lee could enable
a proliferant nation to design relatively crude but nevertheless ef-
fective nuclear weapons without nuclear testing. Those weapons
would certainly not be as sophisticated as the weapons contained
in the U.S. arsenal but they would be credible enough to influence
other nations, including our own.

A nation that already had nuclear weapons could use the codes
to help maintain their weapons or to improve them. The informa-
tion contained on the tapes could also be used to find and exploit
potential vulnerabilities in U.S. weapons.

The United States expects our existing nuclear weapons to last
a long time. As other countries advance in their military capabili-
ties, we must be prepared and be careful that our nuclear deterrent
is not placed at risk by a compromise of our designs.

In summary, it is my opinion that the information contained on
the tapes made by Dr. Lee could, in the wrong hands, pose a grave
danger to the national security of the United States. Thank you.

Senator SPECTER. Dr. Richter, you have been quoted as testifying
before Judge Parker that at least 99 percent of the nuclear secrets
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that Dr. Lee downloaded to tapes were unclassified. Is that an ac-
curate statement?

Mr. RICHTER. An accurate statement regarding the codes. I still
maintain that. The materials properties, I do not think I was refer-
ring to that at that time. If I did say it that way then I did not
mean it and I erred.

Senator SPECTER. So you were referring only to the codes and not
to the data files or the input decks?

Mr. RICHTER. That is what I was referring to.

Senator SPECTER. Dr. Younger, what was the factual basis for
your statement as to what Dr. Lee had, in fact, downloaded?

Mr. YOUNGER. I looked at detailed listings of the codes, the
names of the files. I obtained information on the contents of those
files and I knew by the names of the files what they indicated in
terms of a design capability.

Senator SPECTER. So you could determine all that information
from the files and you knew which files Dr. Lee had downloaded?

Mr. YOUNGER. I knew which files Dr. Lee had downloaded, yes.

Senator SPECTER. So that was your basis for determining what
the information was?

Mr. YOUNGER. That is correct.

Senator SPECTER. Dr. Richter, as you hear Dr. Younger describe
what Dr. Lee had downloaded, specifically when he says that infor-
mation on plutonium and uranium and other materials contained
on the tapes obtained through nuclear testing, it is not found in the
open literature; some of the data contained on the tapes cannot be
obtained by means other than nuclear testing, would you agree or
disagree with what Dr. Younger said?

Mr. RiCcHTER. I would certainly agree with that, yes, sir.

Senator SPECTER. And Dr. Younger further testified, “Third, the
tapes that Dr. Lee made contained the designs of actual nuclear de-
vices, some of which have been successfully tested. These designs
are certainly not available in the open literature.”

Do you agree or disagree with that?

Mr. RICHTER. Yes, I agree, and I would like to elaborate.

Senator SPECTER. Please do.

Mr. RICHTER. It takes about—I am guessing—a foot-foot shelf of
drawings, specifications, material processes and so forth to build
one of these nuclear weapons, and that is not on the tapes. The
basic dimensions are but nothing else. I mean the metallurgical
processes of the materials, and so forth is not anywhere in there.

These are thought by many experts that I work with to be very,
very important and could possibly defeat our efforts to maintain
our nuclear stockpile, particularly the very sophisticated designs,
such as the W-88.

Senator SPECTER. Dr. Younger, Dr. Lee’s lawyers maintain that
information he is accused of downloading was classified at the se-
cret level. Is that accurate or inaccurate?

Mr. YOUNGER. That is accurate.

Senator SPECTER. Is it true that secret information can be sent
through the mail?

Mr. YOUNGER. That is correct.

Senator SPECTER. Well, if it has only that classification, not even
top secret, and can be sent through the mail, is there some problem
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with our classification system that you characterize that material
as sufficiently sensitive to change the global strategic balance?

Mr. YOUNGER. Well, Senator, it is not only secret data; it is se-
cret restricted data. So in addition to

Senator SPECTER. Could you define the difference between that
and top secret data?

Mr. YOUNGER. Secret is a category which will cause serious dam-
age to the United States. Top secret will cause even more grave
damage to the United States. Restricted data concerns data associ-
ated with nuclear weapons and the procedures for the shipment of
classified information are determined by the Department of En-
ergy.

Senator SPECTER. Well, if the information is so valuable as to
change the strategic global balance, why is it classified only at the
secret restricted level?

Mr. YOUNGER. Secret restricted data was considered to be a cat-
egory sufficiently high to protect the information. Access to a secret
clearance does not guarantee access to nuclear weapons informa-
tion. There is a further level of clearance required, specifically a Q
clearance.

Senator SPECTER. Is it not true that the Department of Energy
regulations say that restricted data can be sent through the mail,
as well as secret data?

Mr. YOUNGER. Correct.

Senator SPECTER. You mentioned the Q clearance. Would you de-
fine what that means?

Mr. YOUNGER. That is a full background check in addition to a
normal secret clearance.

Senator SPECTER. We are going to have a vote soon and there is
a great deal to be covered, but at this time I want to yield to my
distinguished colleague, Senator Grassley.

[Discussion off the record.]

Senator SPECTER. Dr. Younger, of the classified information on
the computer systems that Dr. Lee had access to at Los Alamos,
was there anything that was classified as top secret?

Mr. YOUNGER. Not on that system, no.

Senator SPECTER. Dr. Younger or Dr. Richter, do you gentlemen
have any insights as to what Judge Parker was referring to when
he said that he had been misled by the government? Dr. Younger?

Mr. YOUNGER. I do not.

Senator SPECTER. Dr. Richter.

Mr. RICHTER. I believe that what Judge Parker was referring to
was the fact that the testimony that upset the world’s strategic bal-
ance, he felt, was misleading. And I do not believe that the infor-
mation there would upset the world’s strategic balance.

Senator SPECTER. Why do you feel that the information would
not upset the world’s strategic balance?

Mr. RICHTER. Because I think so many people in the world know
how to build nuclear weapons right now and they can build them
their way and they would say, “Hmm, isn’t this interesting how the
Americans do it?” and let it go at that. That is an opinion, of
course.

Senator SPECTER. Why do you believe that Judge Parker found
that particular factor to be misleading?
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Mr. RICHTER. As I understand it, the only sorts of information a
court has is testimony and if the only testimony they have is that
it is upsetting the world’s strategic balance, then that would be
misleading. And then somebody can come wandering in, for exam-
ple, myself, and says it really is not that serious, and he would say,
“Gee, I only heard one side of the story.”

Senator SPECTER. Well, when you testified, Dr. Richter, that 99
percent of it was unclassified, you were talking about the source
codes and not about the data files and the input decks, correct?

Mr. RICHTER. That is exactly right.

Senator SPECTER. Well, focusing for just a moment on the input
decks, what was there about that classification which was re-
stricted or very serious data?

Mr. RiCHTER. This is some of the details of how we build our
front-line nuclear weapons. Now, I spent a good deal of my career
in the latter days trying to figure out what other nations’ weapons
are.

Senator SPECTER. Well, are you saying as to the material in the
input:) decks that although classified, it was available to other na-
tions?

Mr. RICHTER. It should not be. It should not be.

Senator SPECTER. Well, a few moments ago you said that so
many nations know how to build nuclear weapons that it does not
change the global strategic balance.

Now as to the input decks, would that be something known to
other nations?

Mr. RICHTER. No, it should not be. This is the way the United
States chooses to build its nuclear weapons.

Senator SPECTER. Well, as to the input decks, to what extent did
Dr. Lee make disclosures on input decks which were not available,
disclosures not available to other nations?

Mr. RicHTER. He should not have done it.

Senator SPECTER. Well, was that among the materials that Dr.
Lee did, in fact, disclose?

Mr. RICHTER. I am afraid yes. Yes, indeed. I saw one of the input
files myself.

Senator SPECTER. And what was that input file which you saw?

Mr. RICHTER. It shows the primary of the W-88.

Senator SPECTER. And to the extent that you can specify in this
open hearing, and we can adjourn to a closed hearing for any por-
tion of this or other testimony which may require that, can you am-
plify what you just said about the W—-88?

Mr. RICHTER. It shows the dimensions, but none of the specifica-
tions that go into all of the rest of it, and that is just not there.

Ser;ator SPECTER. It shows the dimensions but not the specifica-
tions?

Mr. RICHTER. Of the materials and the processes to produce
them, the quality controls, surface finishes, machine surface fin-
ishes, and all the things it takes to build a mechanical object. And
as you go to the more advanced weapons that we have, for exam-
ple, the W-88, these things become ever more important.

Remember we nuked Hiroshima in 1945 with an untested device,
so that is the other extreme. You can build an old clunker that will
go bang, but I am saying that when you get to the maximum num-
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ber of MIRV’s on the missile and the largest yield you can get out
of it, you have to be ever more careful, and that is not all there.

Senator SPECTER. Well, you have testified that as to the input
decks, that was important information.

Mr. RICHTER. Oh, yes.

Senator SPECTER. And it did have a number of items as they re-
lated to the 88.

Mr. RICHTER. Yes, sir.

Senator SPECTER. But you are saying that it did not have all the
information.

Mr. RICHTER. It lacked a great deal. It is like the recipe I was
telling you about.

Senator SPECTER. Well then, what would your evaluation be as
to what damage there was to the United States in having that in-
formation from the input decks available to a foreign power?

Mr. RICHTER. It would let them know how the United States goes
about its nuclear weapon business. If they wish to emulate that,
they can try.

Senator SPECTER. And with respect to the third category of the
data files, what did you find as to what Dr. Lee had disclosed, if
anything, as to data files?

Mr. RICHTER. It would certainly help them. The point is that, for
example, China has been working on nuclear weapons since 1964.
They have a pretty good idea of what the plutonium equation of
state is.

Senator SPECTER. So then is the long and short of it, Dr. Richter,
that when you were quoted as saying that 99 percent was unclassi-
fied that you were really referring to the source codes only and
that, in fact, on the information from the input decks and the data
fS'lles, t‘;lat those disclosures certainly were harmful to the United

tates”

Mr. RICHTER. They did not help.

Senator SPECTER. Well, that is different from being harmful.
How about my question? Were they harmful or not?

Mr. RicHTER. The answer to the question is when I was looking
at other nations’ information, we mainly took the view of “Isn’t this
interesting, to see what they are doing?” But we did not rush to
the laboratory and put it into practice.

And I do not think the mature nations, for example, China,
which has been in the business since 1964, would say, “Gee, isn’t
that interesting?” and let it go at that. I would say it 1s marginally
harmful, at worst.

Senator SPECTER. Marginally harmful at worst.

Mr. RICHTER. Yes.

Senator SPECTER. We have not called all of the people who have
expressed opinions on this, and we may, but Dr. Richard Krajek
was quoted as saying that in the files I had the “crown jewels of
the U.S. nuclear arsenal.”

Was that an accurate statement in your opinion, Dr. Richter, or
an overstatement?

Mr. RicHTER. I think it was an overstatement to the effect that
we were building a Cold War weapon and the Cold War is over now
and the Cold War ended when the Soviet Union collapsed, I believe
in 1989.
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So all of a sudden the terror, the balance of terror changed and
you do not have to build a weapon that way anymore. It is very
expensive, very costly.

Senator SPECTER. Well, while it is true that the Cold War is over,
or so we hope, with the Soviet Union and now with Russia, there
are other major threats to national security in the world.

Mr. RICHTER. Yes.

Senator SPECTER. So the question then becomes whether that in-
formation in the wrong hands could pose a major threat to the
United States.

What we are trying to get a handle on here and these are very
complex subjects, we are trying to get a handle on just how serious
this information was. When you talk about changing the global
strategic balance, that is cataclysmic. When you talk about crown
jewels, you are talking about the most important information.

Dr. Paul Robeson stated that the information posed a truly dev-
astating risk to national security. Would you agree or disagree with
that, Dr. Richter?

Mr. RICHTER. I do not agree with it.

Senator SPECTER. Why not?

Mr. RICHTER. In order to develop the kind of nuclear weapons
that the United States, Russia, China and Britain and France
have, you need to have four nuclear materials—plutonium, ura-
nium, tritium, and lithium-6. Now if you go into the more recent
aspirants to it, like India and Pakistan, they do not have all of
those and without those, they do not have the ingredients. They do
not even have the kitchen.

So what I am saying is that there is a large dichotomy between
the participants in this nuclear stand-off and the big four I have
named—the United States, Russia, Britain and France. The rest of
them, it is not going to help them much.

Senator SPECTER. Can other countries develop the so-called
kitchen?

Mr. RICHTER. Yes, they can.

Senator SPECTER. And would this information then be of great
significance to them if they develop the kitchen?

Mr. RICHTER. It could be, if they want to spend the national re-
source on it.

Senator SPECTER. Dr. Younger, do you agree or disagree with the
statement attributed to Dr. Richard Krajek that the information in
the files constituted the crown jewels of the U.S. nuclear arsenal?

Mr. YOUNGER. I agree.

Senator SPECTER. And do you agree or disagree with what Dr.
Paul Robeson said, that the information posed a truly devastating
risk to national security?

Mr. YOUNGER. I agree.

Senator SPECTER. Dr. Younger, what is your response to what
Dr. Richter has said with respect to those four items? Are they in-
dispensable ingredients for another nation to pose a really serious
threat to U.S. national security?

Mr. YOUNGER. A nation needs at least a capability to produce en-
riched uranium or plutonium and beyond that, the additional mate-
rials will improve the efficiency of the weapons. But a basic capa-
bility can be obtained with either uranium or plutonium.
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Senator SPECTER. So you are saying, contrary to Dr. Richter’s as-
sertion, that you do not need all four of those elements.

Mr. YOUNGER. You need all four elements for a sophisticated nu-
clear weapon. However, you can make a basic nuclear weapon with
only one or two.

Senator SPECTER. We are now 15 minutes into the vote, a 20-
minute vote, so I am going to have to recess the hearing tempo-
rarily. There is a second vote and we shall return as promptly as
we can.

The hearing is now recessed.

[Recess.]

Senator SPECTER. The hearing will now resume.

Dr. Younger and Dr. Richter, what we are struggling with here
is to understand the sequence of events which led Judge Parker to
change his view. And you, Dr. Younger, and others testified before
Judge Parker in December at the bail hearing and you, Dr. Richter,
came to testify in August after there was later consideration as to
whether the bail ought to be changed.

And there is another element here and that is the element about
whether Dr. Lee continued to have possession of the tapes and
there has never been a showing that the tapes continued to be in
existence, at least at this point, with Dr. Lee’s contention that the
tapes have been destroyed, so that had Dr. Lee not had dominion
over the tapes, there is no reason to keep him in custody because
he cannot tell somebody where the tapes are and have them dis-
closed to some third party.

And Judge Parker said he found clear and convincing evidence
to keep Dr. Lee in detention but then apparently that had slipped
by the time Dr. Richter testified.

Dr. Richter, you work for Department of Energy, of course, right?

Mr. RICHTER. I am a retiree and I go back to the laboratory a
couple of days a week as a laboratory associate.

Senator SPECTER. And you have worked for DOE?

Mr. RICHTER. I worked for

Senator SPECTER. And you still do to the extent you have just de-
scribed.

Mr. RICHTER. Exactly.

Senator SPECTER. And Dr. Younger, of course, you are an em-
ployee of the Department of Energy.

Mr. YOUNGER. I am an employee of the University of California,
which is a contractor to the Department of Energy.

Senator SPECTER. OK; so your working for the Department of En-
ergy is subject to the contract through the university.

Mr. YOUNGER. Yes, Senator.

Senator SPECTER. Dr. Richter, were you consulted by the govern-
ment for an evaluation of the damage that this information would
have done to the United States prior to the December bail hearing?

Mr. RICHTER. No, sir. You mean August, I hope.

No, I was not consulted by the government. I had one interview
with the prosecution team and that is all.

Senator SPECTER. When?

Mr. RICHTER. Perhaps April, sometime in that time frame.

Senator SPECTER. Did you tell them essentially the same things
you have testified here today?




48

Mr. RICHTER. Pretty much, yes, sir.

Senator SPECTER. Dr. Richter, do you know if the government,
the Department of Justice, made an effort prior to the December
bail hearing to develop a point of view such as you have testified,
which downplays the importance of this information?

Mr. RicHTER. I have no idea because I was not consulted.

Senator SPECTER. Dr. Younger, do you know if the government
made any effort to obtain, as Judge Parker put it, a more balanced
view prior to the bail hearing in December 1999?

Mr. YOUNGER. Senator, I was not privy to all of the discussions
of the prosecution. I merely provided a technical opinion when we
were asked for it. I do not know that.

Senator SPECTER. Describe briefly just what the government said
to you. Who contacted you for the Department of Justice?

Mr. YOUNGER. I was contacted by the U.S. Attorney’s Office in
Albuquerque and I was asked to provide my opinion on——

Senator SPECTER. Who specifically in the U.S. Attorney’s Office?

Mr. YOUNGER. Mr. Kelly, U.S. attorney, and Robert Gorence, the
assistant U.S. attorney.

Senator SPECTER. And what did they say to you?

Mr. YOUNGER. They asked me to provide my opinion as to the
importance of the information that Dr. Lee downloaded from a
technical perspective. They also asked for a primer on nuclear ex-
plosives design and a history of the codes that were on the tapes.

Senator SPECTER. You are not the judge, Dr. Richter, but do you
think that there was clear and convincing evidence that the infor-
mation Dr. Lee had rose to the level of being the crown jewels or
extraordinarily sensitive for the United States government?

Mr. RICHTER. They are certainly sensitive but not by any stretch
of the imagination crown jewels.

Senator SPECTER. Dr. Younger, again you are not the judge but
in your view, do you believe that taking the totality of the evidence,
your statements, Dr. Richter’s statements, the other opinions ren-
dered, that there is clear and convincing evidence that this infor-
mation amounted to the crown jewels?

Mr. YOUNGER. If the design of the most sophisticated nuclear
weapons on the planet are not the crown jewels of nuclear security,
I do not know what is.

Senator SPECTER. OK. I take that to be a yes?

Mr. YOUNGER. It is a yes.

Senator SPECTER. OK; we have not talked to—Senator Grassley
has indicated an interest in getting Judge Parker’s views and I
think that is a solid line. So far, what has been done is to talk to
his law clerk and it may be that by the time we pursue this matter
further, that we will want to talk to Judge Parker. Whether Judge
Parker will want to talk to us is up to Judge Parker but if we can-
not find the answers as to what Judge Parker had in mind, it may
be a direct route to talk to Judge Parker.

I just want to make that comment because Senator Grassley had
made a reference to Judge Parker, so that the information would
be explicit as to what we have done and what we have not done.

Mr. Vrooman, thank you for joining us. You are now an ex-em-
ployee of the Department of Energy.

Mr. VROOMAN. Yes, sir.
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Senator SPECTER. And you are living in

Mr. VROOMAN. Bozeman, Montana.

Senator SPECTER. Montana, and you have come a long distance,
so we appreciate your being here and we look forward to your open-
ing statement.

STATEMENT OF ROBERT VROOMAN, FORMER
COUNTERINTELLIGENCE OFFICER, DEPARTMENT OF ENERGY

Mr. VROOMAN. Thank you.

Chairman Specter and members of the committee, I am honored
to have the opportunity to testify before this committee about the
investigation of Wen Ho Lee.

In this opening statement I will address three issues: ethnic
profiling, FBI and Los Alamos cooperation during the Kindred
Spirit investigation, and the 1994 FBI investigation of Dr. Lee.

Many people have questioned shy the investigators into the origi-
nal allegations of Chinese nuclear espionage failed to look beyond
Los Alamos National Laboratory and Dr. Lee. Those asking this
question include such distinguished people as former Senator Rud-
man, Senators Thompson and Lieberman, and recently FBI Direc-
tor Louis J. Freeh. It is my opinion that the Kindred Spirit inves-
tigators had a subtle bias that the perpetrator had to be ethnic
Chinese. I base my opinion on their comments and actions prior to
and during the investigation.

These comments include noting something nefarious about the
number of Chinese restaurants in Los Alamos, the number of Chi-
nese postdoctoral employees and suggesting that DOE should not
allow ethnic Chinese to work on classified programs.

In April 2000, a Los Alamos scientist who worked on intelligence
programs wrote a letter to the employee news bulletin. He said,
“While I was assigned to NSI-9”—that is the Intelligence Divi-
sion—“I supported on a part-time basis the counterintelligence in-
vestigation into the alleged Chinese espionage at Los Alamos.
Based on my experience and observations, I concluded that racial
profiling of Asian-Americans as a result of the investigation indeed
took place, but principally at the Department of Energy. Further,
DOE personnel directed some Los Alamos National Laboratory
staff to undertake research that profiled Asians and Asian-Ameri-
cans at the laboratory. I do not believe any of us were happy with
this. I feel insulted personally and professionally that the DOE is
seeking to spread the tarnish that belongs on it by having the
weapons complex undergo the mandatory diversity stand-down by
May 5.”

Now the author of the above letter is referring to a request from
DOE headquarters to Los Alamos and Livermore for a list of Chi-
nese-Americans and the programs that they were working on. Both
laboratories refused to provide such a list because the request was
clearly in violation of Executive Order 12333.

Director Freeh recently testified to a joint hearing of the Intel-
ligence and Judiciary Committees that the FBI opened a case on
Lee based on the DOE administrative inquiry which stated that,
and I am quoting now, “Wen Ho Lee appears to have the oppor-
tunity, means and motivation” to compromise the W-88 informa-
tion. Director Freeh is correct that the DOE inquiry stated this, but
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I would like to add that every time Lee’s motivate was discussed,
it came down to his ethnicity. There was never any other motive
discussed.

I would also like to note that the DOE inquiry was flawed be-
cause Lee did not have ready access to all the W—88/Mark 5 re-
entry system or other U.S. system that was similarly compromised.
He would seem, at best, to be only one source of the complete leak.
The FBI, of course, had no way of knowing this unless the DOE
inquiry was a complete and rigorous investigation.

In spite of our reservations about the Kindred Spirit investiga-
tion, we cooperated fully with the FBI in all subsequent investiga-
tions involving Dr. Lee. From the day the FBI informed us that
they intended to conduct an investigation into Dr. Lee, FBI rep-
resentatives expressed similar reservations about the Kindred Spir-
it analysis. In my opinion, the FBI should not have accepted this
case until certain issues were resolved, and I am willing to elabo-
rate on these issues in any closed session if the committee desires.

As a result of serious questions about the DOE inquiry, the FBI
did not assign an agent to the case full-time. It was added to one
agent’s already full caseload. The failure to aggressively resolve the
allegations against Dr. Lee was a great source of frustration both
to Los Alamos Director Sig Hecker and to me.

On February 14, 1997 I had an acrimonious meeting with the
FBI counterintelligence squad chief in Albuquerque and he agreed
to assign an agent to the case full-time. After this occurred we saw
some progress on the case, including a FISA request.

On October 15, 1997 that agent told me that he had to stop
working on the Wen Ho Lee case to work on the Peter Lee case
and he requested our assistance in that investigation. Once again
we had no agent assigned full-time to the Wen Ho Lee case and
that was the situation when I retired from Los Alamos on March
13, 1998.

On February 23, 1994, during an officially approved six-person
Chinese delegation to Los Alamos, Dr. Lee met with a member of
that delegation. This meeting occurred in the presence of all the
United States and Chinese participants, however, and was reported
in writing to the FBI by a U.S. participant. This document is classi-
fied but is available to the committee from the author if they would
like to have it.

I was not aware that this meeting resulted in an FBI investiga-
tion until Director Freeh testified to that on September 26, 2000.
For the record, let me state that this investigation occurred without
any request for assistance from Los Alamos. We were not aware of
any renewed FBI interest in Dr. Lee until July 3, 1996.

We should not lionize Dr. Lee. He has much to answer for. On
the other hand, he was not treated fairly. There are many exam-
ples, but I am most disturbed by the leaking of the investigation,
along with his name, to the media. This single act destroyed the
integrity of the investigation, as well as adversely impacting Dr.
Lee. As a result of this, I doubt if we will ever solve the mystery
of how the Chinese obtained U.S. nuclear weapons secrets.

Finally, I am concerned about the collateral damage from the Lee
case, particularly the adverse impact it has had on our weapons
labs. Former Senator Howard Baker and former Representative
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Lee Hamilton recently reported that the arbitrary security changes
at the national labs has damaged morale, productivity and recruit-
ment.

In my opinion, this is all the more outrageous because the na-
tional labs have had and continue to have good security. If you look
at what really counts, which are results, not audits of paperwork
and procedures, security at the labs has been better than all other
government agencies. The results are reflected in the number of
people in the last 50 years who have been convicted, confessed to
or fled the country to avoid prosection for espionage. When we look
at this by organization, the results reflect favorably on the DOE
complex. We have two cases in the DOE and neither case involved
the compromise of nuclear weapons. During the same time period
there were 10 cases in the CIA, three in the FBI and seven in the
National Security Agency and over 80 in the Department of De-
fense. When one considers that the DOE population is at least an
order of magnitude larger than all but the DOD, the record is im-
pressive.

I believe that we must act quickly to repair the damage to our
national labs so that the talent in these labs is available to meet
the challenges of the 21st century. Thank you.

Senator SPECTER. Thank you very much, Mr. Vrooman.

Before we go to questions, if it is all right, Senator Grassley, we
will hear an opening statement from Mr. Notra Trulock.

Mr. Trulock, let me say for the record that if there are any ques-
tions asked of you which you prefer not to answer, there has been
some publicity about your being under investigation, so there may
be some sensitive matters. We appreciate your being here but be-
cause of what we had heard about an investigation, we decided not
to call on you but we appreciated your call and your willingness to
come forward, but I want you to feel entirely comfortable. If some-
thing gets close to the line and you are represented by counsel, so
he is here to protect you and I discussed the ground rules with Mr.
Klayman yesterday to be clear that you would say only what you
felt comfortable saying.

So within those guidelines, you may proceed.

STATEMENT OF NOTRA TRULOCK III, FORMER INTELLIGENCE
CHIEF, DEPARTMENT OF ENERGY, ACCOMPANIED BY LARRY
KLAYMAN, COUNSEL

Mr. TRULOCK. Thank you, Senator. I appreciate that.

Senator Grassley, good morning. My name is Notra Trulock. I am
the former director of intelligence at the Department of Energy. I
wish to thank the members of the Senate Judiciary Committee and
Senator Specter, you personally, for providing this opportunity to
speak out on the facts of the administrative inquiry into what is
known as the Kindred Spirit Chinese espionage case.

For months I have remained silent while my role in the inves-
tigation was discussed in the media, in the course of Dr. Lee’s de-
tention hearings and up here on Capitol Hill. I must tell you that
neither my family, my friends, nor I can recognize the individual
that has been portrayed and depicted in these very public pro-
ceedings. And I wish to thank the committee for providing me this
opportunity to try to set the record straight.
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Much of what you have heard or read about DOE’s conduct of the
administrative inquiry into Chinese nuclear espionage is just plain
wrong. Much of what you have heard or read about my role in that
inquiry is worse than wrong; it is defamatory. Indeed, I have been
forced to file libel and slander lawsuits against Mr. Charles Wash-
ington, Mr. Robert Vrooman, Energy Secretary Bill Richardson and
Dr. Wen Ho Lee.

I have prepared a formal statement for the record. I request that
it be entered at this time.

Sel(liator SPECTER. Without objection it will be made a part of the
record.

Mr. TRULOCK. I will confine myself to three main points. First,
what was the administrative inquiry? How was it conducted, and
by whom?

The DOE administrative inquiry was conducted with the full co-
operation and participation of the Federal Bureau of Investigation.
The FBI approved our methodology and approach, provided an ex-
perienced agent to participate with DOE during site visits to the
DOE labs, reviewed and approved our draft final inquiry report,
and enthusiastically accepted our report in June 1996.

The DOE/FBI's team’s first visit to the laboratory occurred in
January 1996. DOE at that point, at least DOE, had no pre-
conceived ideas or notions about possible suspects. Indeed, DOE
first learned of Dr. Wen Ho Lee when he was brought to our atten-
tion by Robert Vrooman in January 1996, not in October 1995, as
the FBI has told Congress and the President’s Foreign Intelligence
Advisory Board.

The administrative inquiry was a records check, a records check
as is performed in routine security reviews on a daily basis in
Washington, nothing more, nothing less. DOE, by statute, is pro-
hibited from conducting anything more than a record check and
then only at DOE facilities. By law, we were not authorized to ex-
amine records at Department of Defense facilities or at Department
of Defense contractors. We repeatedly told the FBI that W—88 in-
formation might reside at these facilities but that we at DOE were
unauthorized to extend our inquiry to those facilities.

Furthermore, we did not limit our search to Los Alamos. The
DOE/FBI team visited Los Alamos, Sandia National Laboratory in
Albuquerque and Livermore National Laboratory outside of San
Francisco. Further, we had records checked at Rocky Flats in Den-
ver, CO and Pantex in Amarillo, TX, both industrial facilities that
would have been involved in the production of the W-88.

Our final report listed 12 investigative leads for the FBI, not just
from Los Alamos but also from Livermore. Not just Asian-Ameri-
cans but also Caucasians from both laboratories. In fact, it was the
FBI that focussed solely on Dr. Lee. DOE believed that the FBI
would pursue all 12 leads with equal vigor and diligence.

Robert Vrooman and Charles Washington have alleged that in
1996 they told me that no evidence concerning Dr. Lee existed and
that ethnic profiling had governed my actions. Let me state this
clearly, recognizing that I am under oath. At no point in 1996, 1997
or 1998 did Robert Vrooman or Charles Washington express any
concern, disagreement, dissent or protest with the conduct of the
administrative inquiry or the conduct of the inquiry’s report.
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Mr. Washington was the acting director of the Department of En-
ergy’s Office of Counterintelligence during the conduct of the ad-
ministrative inquiry. He supervised the DOE individuals con-
ducting the inquiry. He reviewed and approved DOE’s proposed ad-
ministrative inquiry methodology. He reviewed and approved the
inquiry team’s travel. He reviewed and approved the inquiry team’s
report and approved its transmission to the FBI.

One of the most absurd allegations surfaced thus far, which was
reported in the Washington Post, the Los Angeles Times and else-
where, concerns the contents of a memo purportedly sent to me by
Mr. Washington in 1996. Mr. Washington has repeatedly claimed
that he warned me in the memo there was no evidence against Dr.
Lee and the case should be closed. The Post even claimed to have
a copy of the memo. In fact, I have seen a copy of that memo-
randum and I recall clearly its contents. The memorandum was
dated May 16, 1996. The memo makes no mention of Dr. Lee. It
recommends that we transmit the record of our inquiry to the FBI
and it notes that DOE is “close to becoming involved in an espio-
nage investigation, which we do not have the authority to do.”

In February 2000, I wrote to Secretary Richardson requesting
that he make this memo available to the Justice Department to
clear up these spurious allegations. My information is that DOE
has refused to provide that memo to Justice or to the appropriate
oversight committees on Capitol Hill, as it has been with so many
documents over the past two years that are relevant to the over-
sight function of this and other committees on Capitol Hill.

Mr. Vrooman was present at our initial briefings for the FBI. He
assisted our team during their visit to Los Alamos in January
1996. He was the first to identify Dr. Lee to our team during that
visit and recommended that we focus our attention on him. He was
present at our briefing for the FBI in the late spring of 1996 and
I personally saw Vrooman at least six times over the course of the
next three years. My secretary kept careful records of in-coming
phone calls throughout this period. At no time did Vrooman call me
to discuss his concerns.

He was a key participant in a DOE/FBI Los Alamos meeting in
April 1997 held at Los Alamos that focussed on the FBI’s handling
of the Lee investigation to that point. At no time during that or
any other meeting did Vrooman protest or express any dissent or
concern to the FBI or DOE’s participants about the FBI’s investiga-
tion of Lee. In each instance, as the resident Los Alamos counter-
intelligence official, Vrooman willingly cooperated with the FBI in
its handling and approach to Dr. Lee.

Finally, Vrooman and especially Mr. Washington have alleged
that my actions were motivated by my racist views toward minority
groups—quote, closed quote. In fact, the facts of my management
tenure at DOE put the lie to this allegation. I repeatedly opened
new career opportunities for women and minorities during my ten-
ure and twice received awards in recognition of my efforts on be-
half of women and minority employees within my office from the
DOE chapters of Federally Employed Women and Blacks in Gov-
ernment. I have brought with me today one photograph that was
taken during one of those award ceremonies. I would be happy to
provide it to the committee.
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The Director of Central Intelligence, George Tenet, awarded the
highest intelligence community medal for distinguished service to
one of the key participants and managers in the counterintelligence
aspects of the Kindred Spirit case. He also awarded and rewarded
other DOE managers and laboratory scientists, including Dr. John
Richter, for their contributions to the U.S. intelligence community
%n the Kindred Spirit case during my tenure as director of intel-
igence.

Allegations made by disgruntled employees from the DOE Office
of Counterintelligence against me were investigated by the depart-
ment and repeatedly found to be baseless. Time after time the con-
clusion of independent outside investigators, “that complainant was
not discriminated against with respect to the matters raised in his
complaints.”

Mr. Washington has alleged that he won his complaint but the
settlement arrived at after I left the department clearly states that
it shall not constitute an admission of liability by the Department
of Energy. Secretary Richardson’s willingness to settle this case
has caused great discontent within the department. Clearly the set-
tlement serves Secretary Richardson’s larger purposes.

Mr. Washington has alleged that I assaulted him and this allega-
tion has been repeated in the national media. I have with me today
the 1997 police report of the final action on that allegation. The
conclusion of that report is, “Based on the facts of the case, no as-
sault occurred.” I repeatedly requested the department to take ac-
tion on this false allegation but the department declined to do so.

Robert Vrooman has alleged that I stated no ethnic Chinese
should be allowed to work on U.S. nuclear weapons program. That
statement is categorically false. In fact, I stopped efforts by senior
DOE managers, including Assistant Secretary Victor Reese and Di-
rector of the Office of Nonproliferation and National Intelligence
Kenneth R. Baker, including several others still at the department,
to compile a database on the ethnicity of American citizens—Amer-
ican citizens with access to classified nuclear weapons information.
I thought this was an outrageous overreaction to a very serious
problem.

In fact, we were concerned about our ability to sustain counter-
intelligence safeguards in light of the explosion in the numbers of
foreign nationals at the laboratories, particularly those from coun-
tries on the sensitive country list, like Russia, India and China.
But we were hardly alone in our concerns. The Government Ac-
counting Office repeatedly cited DOE for its lack of counterintel-
ligence and security safeguards to protect sensitive information in
light of the ever-increasing numbers of sensitive country foreign
nationals at our labs.

A 1997 FBI report on DOE counterintelligence made the same
observation and recommended a number of fixes. Sadly, DOE man-
agement resisted these recommendations.

In 1997 FBI Director Louis Freeh told DOE managers that if
DOE failed to address its security vulnerabilities, then the Con-
gress would do it for DOE. He was right. While many now decry
the heavy-handed security regime imposed by the Hill on the labs,
they only have DOE managers to thank for the state of affairs in
the laboratories today. These officials resisted internal reforms in
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1997 and even delayed implementation of the mandates of the 1998
presidential decision directive until well into 1999 and the year
2000.

In conclusion, I would point out that it is now fashionable to ex-
press doubts about whether Chinese nuclear espionage even oc-
curred. I would remind the committee that the unclassified intel-
ligence community damage assessment, published in May 1999,
concluded that the Chinese had indeed obtained through espionage
U.S. nuclear weapons design information, including on the W-88
Trident D-5 warhead.

Further, the assessment concluded that information probably ac-
celerated China’s efforts to develop modern nuclear weapons. That
conclusion mirrors very accurately the conclusion arrived at by a
prestigious group of laboratory nuclear weapons scientists in 1995.
I would add that Dr. John Richter was an important member of the
group that formulated and developed that assessment.

The CIA reiterated their judgments about Chinese espionage
later in 1999 in an estimate on ballistic missile developments. I am
not aware that the DCI or any other intelligence community
spokesman have contradicted or revised this estimate.

So for 5 years now we have been aware of the Chinese acquisi-
tion of some of our most sensitive nuclear weapon secrets. Are we
any closer today to determining the source of this compromise? I
am afraid that the answer is no.

That concludes my statement. I am happy to take questions.

[The prepared statement of Mr. Trulock follows:]

PREPARED STATEMENT OF NOTRA TRULOCK III

My name is Notra Trulock, III, and I am the former Director of Intelligence at
the Department of Energy. I wish to thank the members of the Senate Judiciary
Committee, and Senator Arlen Specter, for providing this opportunity to speak out
on the facts of the Wen Ho Lee investigation. For months, I have remained silent
while my role in the investigation was discussed in the media, in the course of Dr.
Lee’s bail hearings, and on Capitol Hill. Neither my family, my friends, nor I can
recognize the individual portrayed in these very public proceedings. I wish to thank
the Committee for providing me this opportunity.

Much of what you have read or heard about DOE’s conduct of the Administrative
Inquiry into Chinese nuclear espionage is just plain wrong. Much of what you have
heard or read about my role in that inquiry is worse than wrong, it is defamatory.
Indeed, I have been forced to file libel and slander lawsuits against Mr. Charles
gasﬁlington, Mr. Robert Vrooman, Energy Secretary Bill Richardson, and Dr. Wen

o Lee.

I request that my formal statement be entered for the record. Let me discuss
three main points.

1. What was the Administration Inquiry, how was it conducted and by whom?

The DOE Administrative Inquiry was conducted with the full cooperation and
participation of the FBI. The FBI approved our methodology and approach, provided
an experienced agent to participate with DOE during site visits to the DOE labs,
reviewed and approved our draft final inquiry report and enthusiastically accepted
our report in June 1996. The DOE-FBI team’s first visit to a lab site occurred in
January 1996; DOE, at least, had no preconceived ideas or notions about possible
suspects. Indeed, the DOE team first learned of Dr. Wen Ho Lee from Robert
gﬁ%&nﬁan in January 1996, not in October 1995 as the FBI told Congress and the

The AI was a records check as is performed in routine security reviews on a daily
business. Nothing more, nothing less. DOE by statue is prohibited from conducting
anything more than a records check, and then only at DOE facilities. By law, we
were not authorized to examine records at DOD facilities; we repeatedly told the
FBI that W88 information might reside at these facilities, but that we DOE were
unauthorized to look there.
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We did not limit our search to Los Alamos. The DOE-FBI team visited Los Ala-
mos, Sandia, and Livermore. We had records checked at Rocky Flats and Pantex.
Our final report listed 12 “investigative leads” for the FBI, not just from Los Alamos
but also from Livermore. In fact, it was the FBI that focused solely on Dr. Lee; DOE
believed that the FBI would pursue all 12 leads equally.

2. It is alleged that Robert Vrooman and Charles Washington told me in 1996
that no evidence existed concerning Dr. Lee and that ethnic profiling governed my
actions.

Let me state this clearly: at no point in 1996, 1997, or 1998 did Robert Vrooman
or Charles Washington express any concern, disagreement, dissent, or protest with
the conduct of the Administrative Inquiry or the content of the Inquiry’s report. Mr.
Washington was the Acting Director of DOE/CI during the conduct of the Adminis-
trative Inquiry; he supervised the DOE individuals conducting the inquiry, he re-
viewed and approved DOE’s proposed Al methodology, he reviewed and approved
the inquiry team’s travel, he reviewed the inquiry team’s report and approved its
transmission to the FBI.

One of the most absurd allegations thus far, which has been reported in the
Washington Post, LA Times and elsewhere, concerns the contents of a memo sent
to me by Charles Washington in 1996. Mr. Washington has repeatedly claimed that
he warned me in the memo that there was no evidence against Dr. Lee and that
the case should be closed. The Post even claimed to have a copy of the memo. In
fact, I have seen a copy of the memorandum, dated May 16, 1996.

Suffice to say the memo makes no mention of Dr. Lee, it recommends that we
transmit the record of our Inquiry to the FBI, and it notes that DOE is “close to
becoming involved in an espionage investigation, which we do not have the author-
ity to do.” In February 2000, I wrote to Secretary Richardson requesting that he
make this memo available to the Justice Department to clear up these spurious alle-
gations. My information is that DOE has refused to provide that memo to Justice
or to the appropriate oversight committees on Capitol Hill. As it has with so many
documents over the past two years that are relevant to the oversight function of this
and other committees on Capitol Hill.

Mr. Vrooman was present at our initial briefings for the FBI, he assisted our team
during their visit to Los Alamos in January 1996, he was the first to identify Dr.
Lee to our team during that visit and recommended that we focus our attention on
him, he was present at our briefing for the FBI in late Spring 1996, and I personally
saw Vrooman at least six times over the course of the next three years. My sec-
retary kept records of incoming phone calls throughout this period; at no time, did
Vrooman call to discuss his concerns with me. He was a key participant in a DOE—
FBI-Los Alamos meeting in April 1997 that focused upon the FBI's handling of the
Lee investigation to that point. At no time during that or any other meeting did
Vrooman protest or express any dissent or concern to the FBI or DOE participants
about the FBI’s investigation of Lee. In each instance, as the resident Los Alamos
CI official, Vrooman willingly cooperated with the FBI in its handling and approach
to Dr. Lee.

3. Finally, Mr. Vrooman and especially Mr. Washington have alleged that my ac-
tions were motivated by my “racist views toward minority groups.”

The facts of my management tenure at DOE put the lie to this allegation. I re-
peatedly opened new career opportunities for women and minorities during my ten-
ure and twice received awards in recognition of my efforts on behalf of women and
minority employees within my office from the DOE chapters of FEW and Blacks in
Government. The Director of Central Intelligence awarded the highest Intelligence
Community medal for distinguished service to one participant in KINDRED SPIRIT
case; he also rewarded other DOE managers and Laboratory scientists for their con-
tributions to the U.S. Intelligence Community during my tenure.

Allegations made by disgruntled employees from the DOE Office of Counterintel-
ligence against me were investigated by the Department and repeatedly found to be
baseless. Time after time, the conclusion of independent outside investigators: “that
Complainant was not discriminated against with respect to the matters raised in
his complaints.”

Mr. Washington has claimed that he won his complaint, but the settlement, ar-
rived at after I had left the Department, states clearly that it “shall not constitute
an admission of liability” by DOE. Secretary Richardson’s willingness to settle this
case has caused great discontent in the Department, but the settlement served Rich-
ardson’s larger purposes.

Mr. Washington has alleged that I assaulted him and this allegation has been re-
peated in the national media. I have the Federal Protective Service’s 1997 final re-
port of the incident. The conclusion: “based on the facts of the case no assault oc-
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curred.” I repeatedly requested that the Department take action on this false allega-
tion, but the Department refused to do so.

Robert Vrooman has alleged that I stated that no ethnic Chinese should be al-
lowed to work on U.S. nuclear weapons programs. Again, categorically false. In fact,
I stopped efforts by senior DOE managers, including several still at the Department,
to compile a database on the ethnicity of American citizens with access to classified
nuclear weapons information. I thought this an outrageous overreaction to a serious
problem.

We are concerned about our ability to sustain counterintelligence safeguards in
light of the explosion in numbers of foreign nationals at the labs, particularly those
from countries on the sensitive list like Russia, India, and China. We were hardly
alone in our concerns; the Government Accounting Office repeatedly cited DOE for
its lack of safeguards to protect sensitive information in light of the ever-increasing
numbers of sensitive country foreign nationals at our nuclear weapons labs. A 1997
FBI report on DOE CI made the same observation and recommended a number of
fixes; sadly, DOE management resisted these recommendations.

FBI Director Louis Freeh told DOE in 1997 that if DOE management failed to
address its security vulnerabilities, the Congress would do it for DOE. He was right;
while many now decry the heavy-handed security regime imposed by the Hill on the
labs, they only have DOE management to thank for the state of affairs in the labs
today. These officials resisted internal reforms in 1997 and even delayed implemen-
tation of the mandates of the 1998 Presidential Decision Directive until well into
1999 and 2000.

In conclusion, I would point out that it is now fashionable to express doubts that
Chinese nuclear espionage even occurred. I would remind the Committee that the
unclassified Intelligence Community Damage Assessment, published in May 1999,
concluded that the Chinese had indeed obtained through espionage U.S. nuclear
weapons design information, including on the W88 Trident D5 warhead. Further,
that information probably accelerated China’s efforts to develop modern nuclear
weapons. That conclusion mirrors very accurately the conclusion arrived at by a
prestigious group of laboratory nuclear weapons scientists in 1995. The CIA reiter-
ated their judgments about Chinese espionage later in 1999 in an estimate on bal-
listic missile developments. I am not aware that the DCI or any other Intelligence
Community spokesmen have contradicted or revised this estimate.

So, for over 5 years now, we have been aware of the Chinese acquisition of some
of our most sensitive nuclear weapons secrets. Are we any closer today to deter-
mining the source of this compromise?

Senator SPECTER. Thank you very much, Mr. Trulock.

Senator Grassley.

Senator GRASSLEY. Mr. Vrooman, I would like to have you elabo-
rate on your comment that whenever Dr. Lee’s motive was dis-
cussed it came down to ethnicity. Could you be specific about what
was said and by whom?

Mr. VROOMAN. The first example that comes to mind is during
the Thompson-Lieberman hearings. They were in closed session.
Can I do that here or would you prefer I

Senator GRASSLEY. I will let the chairman make a ruling as to
whether or not he can say something here that was said in the
closed Lieberman hearing.

Senator SPECTER. Well, I think that depends upon Mr. Vrooman’s
assessment as to the propriety of the statement in open hearing.
That is really best judged by the witness.

Senator GRASSLEY. OK; I would ask you to tell us if you feel like
you can because I would like to get as much of this out in the open
as we can.

Mr. VROOMAN. Well, the Department of Justice representative
asked the FBI what Lee’s motive was because it was not clear to
him and the response was an elaboration on how the Chinese focus
their efforts on ethnic Chinese. That is one example. And there are
others, conversations over the years since this investigation pro-
ceeded, that that was the only motive.
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Senator GRASSLEY. OK; could you point to any documentation
that would back up the point that you just made?

Mr. VROOMAN. No, sir, I cannot.

Senator GRASSLEY. Or the points that you are making about eth-
nicity being of prime concern?

Mr. VROOMAN. I do not believe there are any documents.

Senator GRASSLEY. You state, Mr. Vrooman again, you state that
the leaking of Dr. Lee’s name had an adverse impact not only on
Dr. Lee but also on the integrity of the investigation into how the
Chinese obtained U.S. nuclear secrets. It is understandable how
the leak would have had an adverse impact upon Dr. Lee but I
would please like to have you explain to me how it hurt the integ-
rity of the investigation.

Mr. VRooMAN. Well, it limited the investigative tools available to
the FBI. For example, a wiretap is hardly useful if the subject of
the wiretap knows he is under investigation. A false flag operation
has the same problem. If the individual knows he is under inves-
tigation, he is not going to bite. And if there are other people or
one other person out there, they are certainly aware that there is
an investigation now.

So what it did is limit the availability of investigative tools to the
FBI.

Senator GRASSLEY. I would like to ask you, Mr. Vrooman, and
then Mr. Trulock if either of you could shed any light on which
agency and who in that agency was behind leaking Dr. Lee’s name
to the media.

Mr. VROOMAN. I do not have a clue, Senator Grassley.

Senator GRASSLEY. Do you, Mr. Trulock?

Mr. TRULOCK. I can only provide to you second-hand information
but my information indicates that Dr. Lee’s name came out of the
Office of the Secretary at the Department of Energy.

Senator GRASSLEY. Mr. Vrooman, you mentioned one way in
which Dr. Lee was treated unfairly, that his name was leaked to
the media. What are other ways that you would refer to that he
was treated unfairly?

Mr. VROOMAN. Well, the conditions of his confinement I thought
were excessive and that is basically it. This is just my personal
opinion. I thought we could have granted him bail, given the fact
that if he had not given away that information in 6 years, it was
highly unlikely he was going to do it at this time.

Senator GRASSLEY. Now Mr. Trulock, the documents that we re-
viewed as part of this investigation confirm what you say about the
FBI giving its blessing to the administrative inquiry, so I want to
state for the record that that is the case because the FBI has tried
to absolve itself of that concurrence.

Mr. TRULOCK. Thank you, Senator.

Senator GRASSLEY. Mr. Trulock, before the administrative in-
quiry began there was a panel of scientists convened to reach a
consensus as to whether the W—-88 was compromised. Was there a
consensus and if so, what was it?

Mr. TRULOCK. Let me talk about the process and be careful about
the conclusions of the panel that was convened. They are still clas-
sified, to the best of my knowledge.
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But in April 1995, two scientists from Los Alamos brought to me
their concerns that a modern nuclear warhead in our inventory had
been compromised. I considered the allegation to be sufficiently se-
rious to bring in an individual that I considered to be the pre-
eminent nuclear scientist in our laboratory complex, Dr. John Rich-
ter. Richter came back, joined us in May of 1995, brought forth yet
another paper indicating that it was their concern that, in fact, it
was the W-88 evidence that had been compromised.

At that point I considered the allegations sufficiently serious
enough to brief my superiors, Undersecretary Charles Curtis, Mr.
Baker, who I mentioned earlier. We also informed at that point
John Lewis, who was then the assistant director of the National
Security Division of the FBI.

It is customary within the laboratory complex to conduct a peer
review of such conclusions of such enormity. I asked Michael Hen-
derson from Los Alamos National Laboratory to put together a peer
review group. He assembled a group, including Dr. Richter. The
group had decades of experience in the design, production, develop-
ment and testing of nuclear weapons. Among them they had nearly
100 nuclear tests in Nevada to their credit. Dr. Richter alone had
40.

The group met over the summer 1995. Initially the debate was
contentious and there were conflicting views as to whether the Chi-
nese had benefitted or the extent to which they had benefitted from
acquisition of the information.

At that point the CIA made available to us what has become
known as the walk-in document. Again the contents of the walk-
in document are classified but I will tell you that at that point it
is my recollection that the group coalesced and came to a set of
conclusions that were briefed to Undersecretary Curtis in Sep-
tember of 1995 and briefed again to Undersecretary Curtis in
March 1996.

It is alleged that there were minority views within that group.
During the presentations to Mr. Curtis, both in September and
March, I encouraged, as if I would need to, the laboratory scientists
to speak out. The presentations were made by the scientists them-
selves. I can recall no dissent being expressed during the meetings
with Mr. Curtis. I do know if Dr. Richter has a dissent from that.
That is my recollection and it was on the basis of that conclusion
and Mr. Curtis’s direction that we referred the case initially to the
FBI.

The FBI refused to take it, asserting that it was too old and the
trail was too cold. This would be in the fall of 1995.

Senator GRASSLEY. So it was your opinion then that there was
a sufficient basis upon the conclusion of the panel’s work to move
ahead with the investigation?

Mr. TRULOCK. It was the conclusion of the Department of En-
ergy, as expressed by Mr. Curtis, the undersecretary, that indeed
there was sufficient basis to refer the case to the FBI.

Senator GRASSLEY. Dr. Richter, I saw you shaking your head.
You are in concurrence with everything that Dr. Trulock said, or
at least the conclusion?

Mr. RICHTER. I agree with the conclusion, yes, but there are
some details, but I do not think they are very important.
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Senator GRASSLEY. My last question is to Dr. Younger. Quite
frankly, based upon just press reports that we have, but we were
told in these press reports that Dr. Lee was not even required to
lock this restricted data in his desk overnight. Is this true? And if
it is true, then doesn’t that say something about that either the re-
stricted data is not as important as what people thought it was or
it was not properly handled by not having it locked up?

Mr. YOUNGER. The material was kept in a Q area—that is, a se-
cret restricted area—which was behind a fence at the laboratory.
It was in a limited access area, a further level of protection. And
further, it was behind a locked door.

Senator GRASSLEY. So then the press reports are wrong.

Mr. YOUNGER. That is correct.

Senator GRASSLEY. Thank you, Mr. Chairman.

Senator SPECTER. Thank you very much, Senator Grassley.

Mr. Vrooman, the documents were provided to this subcommittee
just last night that I want to start with, which is a memorandum
from Craig Schmidt of the FBI Albuquerque office. “On August 25,
1995, Bob Vrooman, who oversees counterintelligence matters, ad-
vised the Los Alamos National Laboratory’s report regarding Kin-
dred Spirits will be provided to Notra Trulock of DOE headquarters
in approximately two weeks. Further, a ‘smoking gun has been
found.” Vrooman learned of the information from Diane Saran.”

Do you recollect that, Mr. Vrooman?

Mr. VROOMAN. No, I do not. I did have a meeting with Diane
Saran, who unfortunately is deceased now, and this is puzzling to
me. I do not know what they are talking about.

Senator SPECTER. Reference to a smoking gun is a pretty dra-
matic statement to appear in an FBI memorandum attributed to
you. If there had been such a reference, do you think it is some-
thing you would recollect?

Mr. VROOMAN. Yes, if they can elaborate, but this is the first
time I have seen this, obviously.

Senator SPECTER. Well, we just saw it yesterday. We wanted to
make it available to you as soon as we could. But if there is some
reference to a smoking gun, we would like to pursue it.

Mr. VROOMAN. Yes, so would 1.

Senator SPECTER. How do you suggest we pursue it?

Mr. VROOMAN. Ask the FBI for elaboration. What is that smok-
ing gun? I do not know what it is.

Senator SPECTER. Well, they are referring to you as the source
of the information. I think if we ask them, they are going to refer
us to you.

Mr. VROOMAN. Well, they had to get this from Albuquerque.
When I get back home I will call the agent that was working the
case at that time and ask him what the smoking gun is, if you
would like me to do that.

Senator SPECTER. We will pursue that line, as well, and if you
would, as well, we would like to get to the bottom of that.

Mr. Trulock, there has been a fair amount of information on the
Department of Energy and Secretary Richardson responding in De-
cember when the Cox Committee was about to finish its investiga-
tion. And I refer first to an FBI document from Neil Gallagher,
which says, “William Richardson, Secretary, Department of Energy,
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may call Director Freeh about this investigation on Monday, De-
cember 21, 1998. On December 17 and 18, 1998, DOE counterintel-
ligence advised they wanted to try and neutralize their employees’
access to classified information prior to the conclusion of the Cox
Committee hearing this month.” And that is rubbed out and writ-
ten in, “prior to issuance of a final report by the Cox Committee.”

Then there is a deposition of Craig Schmidt, FBI agent, which
was taken in July of 1999, which reads, in part, as follows from
page 91. “The Department of Energy was becoming more and more
concerned about how they would appear and how they were ap-
pearing during the committee meetings and it was becoming very
urgent for them to look like they were doing something. Ergo, they
decided on their own, we have to interrogate and interview Lee
Wen Ho—that is their articulation—and we have to jerk his clear-
ance or his access and we expect the FBI—we’re begging the FBI,
please resolve this investigation in the next 30 days or 60 days so
we can fire the guy.”

On the next page, 92, “There was a new secretary of energy there
who all of a sudden had a big need to show that they were cor-
recting all the problems and if that meant immediately firing Lee
Wen Ho, regardless of whatever it was the FBI was doing, they
were going to do it as soon as possible, so they were taking their
own action on this.”

The third document, excerpts from a DOE report of inquiry, July
27, 1999, “Mr. Schiffer informed the Office of Inspector General
that he first heard Mr. Lee’s name on December 21.” And then
skipping down, “The secretary wanted Mr. Lee to be fired.”

What knowledge do you have of action taken by Secretary Rich-
ardson, if any, concerning firing Dr. Lee or taking some action as
a result of the release of the Cox Committee report, which was im-
minent at about that time?

Mr. TRULOCK. Senator Specter, let me make two points. First of
all, by this time I had been removed from my position as director
of intelligence at the Department of Energy and was replaced by
Mr. Larry Sanchez, a CIA employee who Secretary Richardson
brought with him into the department.

Secondly, I was no longer the director of counterintelligence. I
had been replaced by Mr. Edward
Curran, an FBI agent who had come over to the department in
1998.

I had no direct or even indirect participation in the discussions
that went on on the seventh floor in Secretary Richardson’s office
on this aspect. What I will tell you is that after our initial appear-
ance and particularly our second appearance before the Cox Com-
mittee in December 1998, there was a high level of agitation within
the Office of Counterintelligence on the part of Mr. Sanchez and
within the political appointees at the department.

Senator SPECTER. Well, there have been denials at our hearing
that the Department of Energy acted to remove Dr. Lee, fire him
or take his clearance away, and that it went right to the secretary.
Do you have any knowledge of that?

Mr. TRULOCK. I know that Mr. Sanchez, who was the director of
intelligence at the time, and Mr. Curran, the director of counter-
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intelligence, have direct knowledge of that episode. They were in-
volved in it and they were providing advice to him.

Personally, I will offer my opinion. It certainly is not a coinci-
dence that after the FBI provided information to the Cox Com-
mittee on Dr. Lee and other espionage cases within the Depart-
ment of Energy that for the first time in almost two years, DOE
management became energized about addressing the advice we had
received from Director Freeh in August 1997.

Senator SPECTER. Well, it is a fact, isn’t it, that FBI Director
Freeh told Acting Secretary Moler that Dr. Lee could be removed
from his clearance in August 1997, just after the Department of
Justice rejected the request for a FISA warrant?

Mr. TRULOCK. I was present at that conversation and my recol-
lection is that he said that it looks like we will not be able to get
a FISA; my recommendation to you is take this case off the table.
Do what you need to do to protect your sensitive nuclear weapons
computer codes.

Senator SPECTER. And why didn’t the Department of Energy take
action to remove the clearance or to protect itself instead of leaving
Dr. Lee there until early 1999?

Mr. TRULOCK. I have no idea. I repeatedly asked Deputy Sec-
retary Moler about actions that she should be taking in this but
they simply were never followed through with.

Senator SPECTER. And isn’t it a fact that on October 15, 1997 Di-
rector Freeh repeated the same to Energy Secretary Pena about
taking action to remove Dr. Lee’s access to classified information?

Mr. TRULOCK. Again I was present at that meeting. There is a
copy of Director Freeh’s talking points in the files in the Office of
Intelligence of the Department of Energy and he did make that
point. Secretary Pena did not respond.

Senator SPECTER. We only have a few minutes left because un-
fortunately, the rule has been invoked which requires our termi-
nating at 11:30. It is a very awkward matter.

Dr. Richter testified about the danger of leaks and we have had
the question about the leaking of Dr. Lee’s name. Mr. Trulock, you
have testified that the leaking of Dr. Lee’s name goes right to the
Office of the Secretary of Energy. What basis do you have for that
statement?

Mr. TRULOCK. I have—hold on a second. I need to consult my
lawyer on this.

[Witness consults with counsel.]

Mr. TRULOCK. One of the reporters involved in the publication of
the stories in question told me directly that Secretary Richardson
had provided to him the name of Wen Ho Lee.

Senator SPECTER. He said Secretary Richardson leaked the name
of Dr. Lee?

Mr. TRULOCK. That is correct.

Senator SPECTER. And the name of that reporter?

[Witness consults with counsel.]

Mr. TRULOCK. James Risen, New York Times.

Senator SPECTER. Well, we are going to pursue that. Respecting
confidentiality of source, that is something which is of the utmost
importance.
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Mr. Vrooman, Mr. Trulock has been very emphatic, as you heard
him, at two points in his statement. “Let me state clearly at no
point in 1996, 1997 or 1998 did Robert Vrooman or Charles Wash-
ington express any concern, disagreement, dissent or protest on the
conduct of the administrative inquiry or the content of the inquiry’s
report,” and this goes to the issue of being directed at ethnic Chi-
nese.

Do you have a reply to that?

Mr. VROOMAN. Yes, sir. When we received the report, which I
agree was in May 1996, I called Mr. Trulock’s office; he was not
in. I asked to have him call me and I was going to raise these
issues. And I must admit I was a bit angry. So he did not return
my call. My staff called me down.

My supervisor, who was the lab’s director, told me he wanted me
to improve my relationship with Mr. Trulock and what I was about
to say would not have done that.

So we decided, as a matter of course, to let the FBI have this
case. We had worked with them for years. They have always pro-
tected people’s civil rights and did the case well and we thought
they would quickly come to the same conclusions that we had.

Senator SPECTER. OK; and on the next page Mr. Trulock says,
“At no time during that or any other meeting did Vrooman protest
or express any dissent or concern to the FBI or DOE participants
about the investigation of Dr. Lee.”

Is that accurate?

Mr. VRoOMAN. Well, I met with FBI agents weekly on this case
and yes, we always discussed reservations about this case. They
came to a head in roughly December 1998 and we were basically
thinking that Lee was not the right man.

Senator SPECTER. We are going to enter into the record your dec-
laration concerning your statement about Agent Messemer, “I be-
lieve that he regularly distorts information” and your statement
that “Agent Messemer deliberately mischaracterized the nature of
my comments to him regarding the concerns about Dr. Lee’s travel
to the PRC.”

And the whole issue of racial profiling is one which the sub-
committee is going to look at in great detail. We cannot at this mo-
ment.

Judge Parker had documents produced to him which were due to
be produced actually on September 15, which were not because of
the plea bargain. And it may be that that was one of the moti-
vating factors for the plea bargain, so the government would not
have to produce those. We are going to take a look at that.

Mr. Wilkins, we have had you sitting around all morning and be-
fore we adjourn I think it appropriate to ask you the couple of
questions which we could not get at our last hearing from DOE of-
ficials who were present, and that is why wasn’t the downloading
viflhich D?r. Lee undertook in 1993 and 1994 flagged and reported to
the FBI?

STATEMENT OF RON WILKINS, COMPUTER NETWORK
SPECIALIST, LOS ALAMOS LABORATORY

Mr. WiLKINS. That downloading was detected by monitoring tools
at Los Alamos. There were a lot of similar activities at the time
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tﬁat were investigated and there were reasonable explanations for
them.

I can go into details on how that worked in a closed session.

Senator SPECTER. Well, it is true, is it not, that the downloading
by D?r. Lee of a lot of material was noted by the Department of En-
ergy’

Mr. WILKINS. It was noted by our monitoring tools.

Senator SPECTER. And it is also true that that was not trans-
mitted to the FBI, correct?

Mr. WIiLKINS. That is correct.

Senator SPECTER. Well, in a context where an investigation had
been started on Dr. Lee in 1982 and there were investigations
going on in 1995 and we are now faced with a situation where
there is a major alleged catastrophe—maybe it is not alleged; it
really is—about his downloading, why wasn’t that information con-
veyed by DOE to the FBI?

Mr. WILKINS. The fact that Dr. Lee was of interest was not infor-
mation that was available to the computer monitoring intrusion de-
tection operations.

Senator SPECTER. Well, were there so many people downloading
so much information that the fact itself of the downloading would
not warrant alerting the FBI to the possible importance of that
conduct?

Mr. WILKINS. During that time frame it was common for unclas-
sified computing to take place in the classified environment and
then results to be downloaded. So indeed there was a lot of activity,
some greater than Dr. Lee’s, that was investigated and dismissed
because it was found to be innocuous.

So yes, there was a

Senator SPECTER. We are going to have to go into that at a later
time. We have come to the bewitching hour, regrettably. It is kind
of hard to understand how we can have a rule that interrupts a
hearing of this sort, which is calculated to deal with the way the
Sercliate is run on collateral issues, but that is the rule we live
under.

So thank you all very much for coming and for the moment, that
concludes this facet of our inquiry. Thank you.

[Whereupon, at 11:35 a.m., the subcommittee was adjourned.]

[Submissions for the Record follow:]

[Additional material is being retained in the Committee files.]

SUBMISSIONS FOR THE RECORD

DEPARTMENT OF ENERGY CHRONOLOGY—MAY 6, 1999

1995 SPRING—SUMMER

Reporting indicates that PRC probably had access to sensitive nuclear informa-
tion.

Under Secretary Curtis briefed; directs that DOE/CI, FBI, CIA and Los Alamos
National Laboratory Director be informed.

Initial meetings with DOE/CI personnel begin to discuss possible compromise, and
review DOE CI program.

DOE forms a Review group to conduct technical review of relevant intelligence.
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FBI National Security Division and CIA elements briefed.

LANL Director Sig Hecker briefed.

DOE Secretary O’Leary, Under Secretary Curtis, NN Director briefed.
Secretary briefs OVP staff.

Under Secretary Curtis discusses with DCI Deutch.

FBI updated.

First meeting of Review Group.

Second meeting of Review Group.

Sep.—Final meeting of Review Group.

Oct.—FBI briefed on Review.

Nov.—DOE Assistant Secretary for Defense Programs, and Director of Non-
proliferation briefed on Review conclusions. DOE Dep Sec Curtis briefed on Review
conclusions.

Nov.—DOE begins Administrative Inquiry into potential loss of sensitive nuclear
information. FBI assists.

Nov 20.—Director of Central Intelligence Deutch briefed by DOE Deputy Sec-
retary Curtis.

Dec.—CIA element briefed.

Dec 1995.—DOE begins to enhance CI program. Dep Sec Curtis briefed on state
of CI within national lab complex, request for enhancements. Curtis approves in-
crease in funding of $6 million for CI program.

Jan—Feb 1996.—Briefings for CIA elements as preparation for briefing DCI.

Mar.—DCI Deutch briefed.

Mar.—Curtis initiates study of foreign visits and assignments to labs. Study led
by Dep Director of DOE Office of Intelligence.

April 11.—DOE Office of Intelligence begins second Administrative Inquiry.

April 13.—Deputy National Security Adviser Berger first briefed on potential com-
promise.

April.—Office of the Vice President (Fuerth) briefed.

May.—DOE brings a CIA counterintelligence expert to staff of DOE’s office of
counterintelligence.

May.—FBI opens full field investigation.

June.—First DOE Administrative Inquiry completed. Bell/NSC and DOD Under-
secretary Kaminski briefed.

July 11.—SSCI (Senate Intelligence Oversight Committee) staff briefed by FBI
and DOE.

July 7.—Second DOE Administrative Inquiry completed.

July.—DOE Office of Nonproliferation briefed on Second Inquiry.

August 1.—HPSCI (House Intelligence Oversight Committee) staff briefed jointly
by FBI/DOE.

Oct.—DOE office of CI reorganized, CIA CI expert designated to run office.

Oct 23.—Commander in Chief of Strategic Command (Gen. Habiger) briefed.

Nov 21, 1996.—DOE Dep Sec Curtis meets with Lab Directors and heads of DOE
Field Offices to review foreign visitors and CI programs. DOE HQ, Field Offices and
Labs directed to begin implementing new measures to strengthen foreign visits and
CI program, undertake further assessments.

March 12, 1997.—Federico Penia confirmed as Secretary of Energy.

Apr 4.—FBI completes SSCI-mandated assessment of DOE CI program and
makes recommendations.

Apr 7.—Secretary Penia meets with FBI Director Freeh. Freeh indicates that FBI
review of DOE counterintelligence program has been completed.

Apr 28.—First meeting of CI Senior Advisory Group formed at DOE to review
China CI issues. Members included Dick Kerr, Adm Shapiro, Jack Downing, Jim
Williams, Rich Haver, Ken O’Malley.

June 11.—NSC/Gary Samore briefed by DOE Notra Trulock.

June 16.—DOE Dep Sec Moler sworn in.

June 16-17.—DOE CI Advisory Group (Kerr, Shapiro et al) meets at Sandia to
receive briefings on FBI investigation.

June 24.—Second and final meeting at DOE’s CI Advisory Group. Senior lab
weapon scientists attend.

July 3.—NSC/Rand Beers briefed by DOE Trulock on CI issues concerning PRC.

July 7.—Initial briefing to DOE Deputy Secretary Moler by Notra Trulock.

July 11.—Second briefing to Dep Sec Moler by Notra Trulock.

July 14.—Initial briefing to Secretary Pena.
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July 29.—Assistant to the President for National Security Affairs Berger briefed
by DOE/Trulock on CI issues concerning PRC.

Aug 7.—Secretary of Defense Cohen briefed by Dep Sec Moler and Notra Trulock.

Aug 12.—FBI Director Freeh briefed by Dep Sec Moler and Notra Trulock.

Aug.—Attorney General briefed.

Aug.—NSC requests CIA assessment of DOE China briefing.

Aug 26.—Second briefing to NSC/Samore by DOE/Trulock.

Aug.—National Counterintelligence Policy Board tasks interagency working group
to study DOE counterintelligence program.

Sept 1997.—Interagency working group completes DOE counterintelligence re-
view, proposes Presidential Directive for addressing DOE counterintelligence im-
provements.

Sept 5.—NSC-directed CIA assessment of DOE China briefing delivered.

Oct 15, 1997.—Secretary Pena, Dep Sec Moler meet with FBI Director Freeh, DCI
Tenet, and staffs meet at DOE to discuss actions to be taken to improve DOE coun-
terintelligence. Freeh outlines recommendations. All agree to develop action plan
which will serve as basis for PDD. DOE/NSC staff to collaborate on drafting.

Oct. 17, 1997.—Secretary Pena, Dep Sec Moler, Director Freeh, Defense Secretary
Cohen, DCI Tenet, Attorney General Reno meet at DOD to discuss development of
PDD.

Feb. 11, 1998.—PDD-61 issued.

Feb 19.—HPSCI and SSCI briefed on PDD-61 by DOE (Gottemoeller, Trulock and
Curran).

Feb-March.—Office of counterintelligence staff develops budget request, submits
supplemental appropriations request to Congress.

March 3.—DOE Dep Sec Moler convenes meeting with staff to discuss PDD imple-
mentation.

March 16.—Moler and Curran (newly designated CI director) meet.

March 17, 1998.—Pena, Moler and Curran meet with DOE Weapons Lab Direc-
tors to discuss PDD implementation.

March 30.—Freeh, Tenet, DOE Dep Sec Moler, Trulock and Curran meet with
Lab Directors at FBI to discuss importance of complying with PDD requirements.

April 1, 1998.—FBI CI Expert Curran formally instated as head of DOE CI Office.

April 6-May 15.—DOE CI Office begins 90-day Study with team visits to eight
DOE Operations Offices and nine National Laboratories.

June 30.—Pena resigns, Moler Acting.

July 1, 1998.—90-Day Study completed and delivered to Secretary of Energy.

July-August.—DOE Dep Sec Moler leads review of 90-Day Study recommenda-
tions and develops plan to implement. Key participants include relevant HQ offices
and DOE labs. Numerous meetings occur. Detailed Secretarial Action Plan drafted.

Aug 18.—Secretary Richardson sworn in.

Sep 10.—Sec. Richardson and Dep Sec Moler meet with staff to discuss Counter-
intelligence.

Sep 18.—DOE Sec. Richardson meeting with FBI Robt Bryant and DCI Tenet re
DOE Counterintelligence Action Plan.

Oct 1.—Secretary Richardson meeting with Dep Sec Moler on intelligence.

Oct 6.—Secretary Richardson and Director Freeh meet.

Oct 6.—Sec Richardson briefed by Dep Sec Moler, Notra Trulock and staff. DOE
CI Action Plan discussed.

Oct 6.—House Committee on National Security (Subcommittee on Military Pro-
curement) hearing on the Department of Energy’s Foreign Visitor Program.

—Open session on foreign visitors with Lab Directors and GAO;
—Closed session with Dep Sec Moler, DOE Office of Intelligence Acting Direc-
tor Trulock, and DOE Director of Counterintelligence Curran.

Oct 19.—DOE Dep Sec Moler resigns.

Nov 2.—Sec Energy appoints advisor for Counterintelligence.

Nov 12.—DOE gives full brief to Cox Committee.

Nov 13, 1998.—Sec Energy Richardson submits Counterintelligence Action Plan
to the NSC, National Security Advisor.

Nov 27.—National Counterintelligence Center Threat Assessment for DOE Labs
Published.

Dec-Jan.—Counterintelligence Implementation Plan drafted with input from rel-
evant HQ offices, laboratories and field elements.

Dec 7.—DOE briefs Cox Committee Members.

Dec 9.—Secretary Richardson meets with laboratory CI Directors, and Directors
of Intelligence and Counterintelligence Offices re implementation of Counterintel-
ligence Plan.
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Dec 15.—Secretary Richardson, Under Secretary Moniz meet with five weapons
Lab Directors and Directors of the Offices of Intelligence and Counterintelligence to
discuss importance of CI initiatives.

Dec 16.—DOE Curran, Sanchez and Trulock testify before Cox Committee.

Dec 21.—Sec Energy meeting on counterintelligence with staff. Richardson phone
call to Director Freeh.

Dec 29.—DOE Counterintelligence Director Curran meets with NSC staff regard-
ing Cox Report.

Jan 4, 1999.—Cox Committee Releases Report.

Jan 22.—FY 2000 Counterintelligence budget request submitted—doubles budget
over FY 99 levels.

Feb 3.—Counterintelligence Implementation Plan completed and delivered to Sec-
retary of Energy Richardson.

Feb 10.—Secretary Richardson briefs House Armed Services Committee.
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CHRONOLOGY OF SIGNIFICANT EVENTS
~ BETWEEN 12/23/98 AND 2/10/99

December 23, 1998 (Wednesday)

2:18 p.m.
DOE polygraph of Lee is completed

5:00 p.m. (approx.)

Lee is advised that his access to secure areas of X Division and to both his
secure and open X Division computer accounts has been suspended

9:36 p.m.

Lee makes 4 attempts to enter secure area of X Division (through Stairwell 2)

9:39 p.m.

Lee attempts to enter secure area of X Division (through South elevator) :

December 24, 1998 (Thursday)

3:31 a.m.
Lee attempts to enter secure area of X Division (through S Stairwell 2)

December 24, 1998 - January 3, 1999 (Thursday through Sunday)

Los Alamos National Laboratory closed for holidays

:January 4, 1999 (Monday)

9:42 p.m.

Lee succeeds in having his "open" computer account reactivated and deletes
3 computer fites

January 12, 1999 (Tuesday) .

Lee deletes 1 computer file
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January 17, 1999 (Sunday) N

1:00 p.m. - 5:00 p.m.
FBI conducts interview of Lee at his residence

January 20, 1999 (Wednesday)

11:45 a.m. - 12:05 p.m.
Lee deletes 47 computer files

January 21, 1999 {Thursday)

10:09 a.m.
Lee asks computer "help desk" why files he is deleting are not "going away"

10:46 a.m.
Lee attempts to enter secure area of X Division (through Stairwell 3}

January 30, 1999 (Saturday) ‘ :
2:54 a.m.

Los Alamos officials deactivale Lee's "open” computer account in secure
area of secure area of X Division after discovering that it has been
improperly reactivated

February 2, 1989 (Tuesday)

4:52 p.m.
Lee attempts 1o enter secure area of X Division (through South Door)

February 3, 1999 (Wednesday) ’

9:42 a.m.
Lee attempts to enter secure area of X Division (through South Door)
1:11 p.m. .
Lee attempts 1o enter secure area of X Division (through South Door}
1:46 p.m.
Lee makes 4 attempts to enter secure arsa of X Division (through South Door)
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February 8, 1999 (Monday)

« Between 1:00 and 1:30 p.m.

FBI contacts Lee and asks to meet with him to discuss conducting interview
and polygraph

1:11 p.m.
Lee attempts to enter secure area of X Division (through Stairwell 2)
4:00 p.m. - 6:00 p.m.

FBI meets with Lee and arranges for interview and polygraph over
the next two days

6:34 p.m. .
Lee attempts to enter secure area of X Division (through South Door)

February 8, 1998 (Tuesday)

11:30 a.m. - 12:00 p.m.
Lee deletes approximately 93 computer files
1:00 p.m.
FBlinterviews Lee and obtains his agreement to undergo polygraph
9:03 p.m. :
Lee attempts to enter secure area of X Division {through South Door)

February 10, 1999 (Wednesday)

9:00 - 4:00 p.m.
Lee undergoes FBI polygraph
4:10 p.m. - 9:30 p.m. )
Lee deletes approximately 310 computer files
5:01 pam.
Lee attempts to enter secure area of X Division (through South Door}
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Steps Required to Down-Partition, Download,
and Create Tapgs

Log onto Secure computer system by entering “password”
and “Z number”

Access data in Red (secure) partition then type “save” and “CL=U"
{Classification level equals unclassified)

Access C Machine and type commands to down-partition from
Secure partition onto Open (unsecure) Rho Machine

Access Bho Machine to save the data onto
Green (unsecure) directory

E Log onto colleague's computer outside of X Division
and insert tape into tape drive

@ Access Open directory and copy files onto portable tape
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" Failed Atten'ibts by Wen Ho Lee to Enter
LANL X Division

After His Access Had Been Terminated
at 5:00 p.m. on December 23, 1998

DATE TIME LOCATION
DECEMBER 1998

23 9:36 PM Second Foor Stairwell 2
23 : 9:36 PM | Second Foor Stairwell 2
23 9:36 PM Second Foor Stairwell 2
23 9:36 PM Sceond Foor Stairwelt 2
23 9:39 PM Elevator South

24 ; 3:31 AM i Second Foor Stairwell 2

JANUARY 1999

10:46 AM Second Floor Stairwell 3
FEBRUARY 1999

1:52 PM | First Ftoor South Door ;
3 9:42 AM First Floor South Doo: 1
3 111 PM First Floor South Do ‘
3 1:d6 PM : First Floor South Do
3 146 PM First Floor South Dis
3 146 PM First Floor South e
3 \ [:46 PM First Floor South Do
8 1:H PM Sceond Floor Staire ol
8 0:34 PM | First Floor South Do
9 9:03 PM ‘ Fiest Floor South D

10 S0 PN Farst Bloor Sourds D
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NUCLEAR WEAPONS RESTRICTED DATA

- DOWNLOADED BY DR. LEE ONTO PORTABLE TAPES

The Department of Energy has classified this information
and never released it to the public

Input deck/input file information including:

electronic blueprint of the exact dimensions and geometry of this nation's
nuclear weapons, including our most sophisticated modern warheads

Data files including:

nuclear bomb testing protocol libraries reflecting the data collected
from actual tests of nuclear weapons
data concerning nuclear weapons bomb test problems, yield
calculations, and other nuclear weapons design and detonation
information

. information relating to the physical and radioactive properties of
B materials used to construct nuclear weapons

Source codes including:

M data used for determining by simulation the validity of nuclear
2 weapons designs and for comparing bomb test resuits with
predicted results
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MEMORANDUM

To: Senator Specter

From: Carlton Hoskins

Date: September 26, 2000

Re: Summary and Chronology of the conditions of WHL’s confinement

—Shackles were used because he was a segregated inmate.

—On December 10th, the jail’s warden issued a memorandum outlining the proce-
dures for the confinement of Wen Ho Lee as a segregated prisoner. (Tab #1)

—The jail’s operator Cornell Corrections, Inc. wrote the US Marshal on January
4th, outlining their policy for segregated inmates. (Tab #2)

—The US Marshal on January 6, 2000, wrote back stating the Marshal’s agree
with this treatment and that “with some additional restrictions, the standard seg-
regation policy currently in place at your facility would adequately confine Mr. Wen
Ho Lee.” (Tab #3)

—The additional restrictions all dealt with his ability to communicate. These ad-
ditional terms evolved into DOJ’s Special Administrative Measures (SAM) for Lee’s
confinement. The SAM (Tab #4) signed by AG Reno required: (1) use of English or
interpreters must be present; (2) no attorney use of interpreters unless necessity
shown and attorney is present; (3) phone calls limited to attorneys and any potential
defense communication; (4) attorneys may provide docs to inmate; (5) family may
call/be called, calls must be in English; (6) no phone calls overheard by third party;
(7) family calls monitored and recorded by FBI; (8) visitors limited to immediate
family; (9) all legal mail must be marked to/from attorney and marked privileged,
all non-legal mail must be copied and forwarded to the FBI; (10) all mail is
prescreened and analyzed before forwarding/dispersal; (11) if mail is determined to
contain overt or covert discussion, it is to be seized. (Tab #4)

—Restraint policy discussed (Tab #5)

CHRONOLOGY

December 10 and 14, 1999, Senior Warden Barreras of the Santa Fe County Cor-
rectional Facility issues memorandums outlining the procedures for the supervision
of Wen Ho Lee.

December 21 Holscher writes USA Kelly questioning limited visits, English only,
and limited attorney calls.

Dec 27, 1999 Sec. Richardson writes certifying to the AG that Special Administra-
tive Measures (SAM) on Wen Ho Lee’s confinement are necessary to protect national
security.

Dec 30, 1999 Judge Parker issues his Memorandum Opinion and Order denying
Lee’s pretrial release.

Jan 4, 2000 Cornell Corrections, Inc. sends memo that outlines policy for seg-
regated inmates.

Jan 5, USA Gorence writes memo to AG requesting she issue the SAM.

Jan 6. 2000 US Marshal Sanchez writes Warden Barreras asking the jail to espe-
cially adapt its inmate segregation policy for WHL to include that Lee can only be
transported by US Marshals.

Jan 6, 2000 Cline writes Gorence for additional time outside the cell, daily show-
ers, a TV and a radio.

dJ 1an 13, 2000 DOJ review of the SAM request is sent to the Deputy Attorney Gen-
eral.

Jan 13, 2000 AG issues memo to Director, US Marshal Service (USMS) directing
the SAM be implemented. The SAM must be certified every six months.

}{an 14, 2000 USMS sends Gorence the Jail’s response to Cline’s requests of Jan.
6th.

Jan 18, 2000 Gorence forwards jail’s memo to Cline.

Apr 21, 2000 Gorence writes USMS requesting Saturday family visits for WHL.

May 2, 2000 SAC Kitchen writes Bay about national security concerns of relaxing
the SAM.

May 4, 2000 Sec. Richardson recertifies request for SAM.

May 12, 2000 AG memo to USMS extends SAM.

Jul 17, 2000 Bay to Warden Barreras making 3 modifications to conditions of
Lee’s confinement: no restraints while exercising; exercise daily; and extra fruit.

Jul 18, 2000 Barreras memo to Stamboulidis confirming he will comply with 2 of
3 requests.

J:lll 26, 2000 Cline to Stamboulidis confinement modifications requested not yet
made.

Jul 30, 2000 Bay forwards to Barreras that confinement modifications not yet
made, asks about conditions.
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Aug. 1, 2000 Barreras to Stamboulidis stating Lee was out of restraints during
exercise on Jul 18 and on Aug 5 Lee will get exercise time on weekends.
Sept 7, 2000 Bay to AG requests SAM be extended again.

DEPARTMENT OF JUSTICE,
OFFICE OF LEGISLATIVE AFFAIRS,
Washington, DC, June 22, 2001.

Hon. PATRICK J. LEAHY,
Chaiman, Committee on the Judiciary, U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN: This responds to recent correspondence from you and Sen-
ator Arlen Specter requesting a written chronology of the Department of Justice’s
actions with respect to Wen Ho Lee investigation during the period between his ter-
mination from employment at Los Alamos National Laboratory, on March 8, 1999,
and the return of the indictment against him on December 10, 1999. Senator Spec-
ter also requested a copy of the report on the case by the Attorney General’s Review
Team (the Bellows Report), and you have requested the status of the declassification
of that Report.

The requested chronology is attached. As for the Bellows Report, the Central In-
telligence Agency is currently reviewing a redacted version for any remaining classi-
fication issues. The Agency has advised that their review will be complete by June
29, 2001, after which we will be able to provide you with a copy of an unclassified
version of the report.

Sincerely,
DANIEL J. BRYANT,
Assistant Attorney General.

WEN Ho LEE CHRONOLOGY

(L%ﬁﬁh 8, 1999.—Wen Ho Lee terminated by Los Alamos National Laboratory

March 9, 1999.—Meeting between FBI-Albuquerque Division (AQ) and U.S. At-
torney (USA) John J. Kelly, District of New Mexico.

March 10, 1999.—Letter from Mark Holscher, counsel for Wen Ho and Sylvia Lee,
to First Assistant U.S. Attorney (FAUSA) Robert J. Gorence, D.N.M., and FBI-AQ
Special Agent John Hudenko, offering to surrender Lee’s passport and asking
whether Lee is target or subject of investigation.

March 12, 1999.—Letter from USA Kelly to Holscher confirming Holscher’s offer
to advise government of travel by Lees and Holscher’s representation that Lees will
not leave the country during the investigation.

March 15, 1999.—Telephone conversation between USA Kelly and Holscher.

March 19, 1999.—Letter from Holscher to USA Kelly asking that investigation of
Lee end, asking for security clearances in order to counsel Lee, and requesting a
meeting.

March 23, 1999.—LANL scientist assisting FBI-AQ in conducting consensual
search of Lee’s former X-Division LANL office, advises FBI-AQ of discovery in office
of printout of computer directory “kfl.” Based on names of files in directory kfl, it
appears that files are classified. Also believed by LANL scientist that directory kfl
was maintained on open, unsecured part of LANL computer know as Common File
System (CFS).

March 25, 1999.—Telephone conversation between FAUSA Gorence and Holscher.

March 26, 1999.—LANL scientist advises FBI-AQ that Lee had typed up and
stored in a CFS directory, letters seeking employment overseas. LANL scientist ad-
vises FBI-AQ that Lee had created “kfl” directory on open part of CFS, that file
names on directory suggest files contained classified information, and that “kfl” files
had been deleted from CFS on February 11, 1999 by individual using Lee’s com-
puter access number.

March 29, 1999.—Letter from Holscher to FAUSA Gorence confirming govern-
ment’s representation that Lee was a subject, not a target, of the investigation

March 30, 1999.—Draft rule 41 search warrant affidavit re Lee’s White Rock,
N.M. residence presented by FBI to U.S. Attorney’s Office, D.N.M.

April 1-8, 1999.—FBI agents, and attorneys from the Criminal division and the
USAO work on affidavit in support of application for rule 41 warrant to search Lee’s
residence in White Rock, N.M.

April 5, 1999.—LANL scientist advises FBI-AQ that Lee had transferred classi-
fied Department of Energy information from the closed CF'S to the open CFS.

April 7, 1999.—Meeting between FBI and Office of Intelligence Policy and Review.
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April 9, 1999.—As required by statute, Attorney General Janet Reno approves use
of information derived from the Foreign Intelligence Surveillance Act of 1978 in rule
41 search warrant application. Later same day, FBI-AQ special agent, accompanied
by FAUSA Gorence, applies for and obtains warrant from Magistrate Judge William
W. Deaton, D.N.M., to search Lee’s White Rock residence.

April 10, 1999.—Search warrant executed by FBI-AQ. Lee provides written con-
sent to search motor vehicle.

April 16, 1999.—Letter from FAUSA Gorence to Holscher providing inventory of
items seized during search and requesting meeting to discuss Lee’s 1986 and 1988
travel to the People’s Republic of China.

April 18, 1999.—LANL provides two reports of LANL computer officials. One con-
cerns the deletion of files, during January and February 1999, from directories
maintained by Lee on open CFS. The other concerns the earlier transfer of eleven
of these files from closed to open CFS.

April 23, 1999.—Conversation between Holscher and FAUSA Gorence.

April 28, 1999.—The New York Times reports that Lee transferred classified nu-
clear weapons files onto a non-secure computer while at LANL.

May 5, 1999.—LANL scientist advises FBI-AQ that notebook recovered during
search of Lee’s residence contains handwritten instructions on how to transfer clas-
sified files from computer at LANL to a Sun Sparc computer workstation and from
there onto portable DC6150 computer tape cartridges.

May 9, 1999.—LANL computer official provides report to FBI-AQ describing how
Lee moved files from closed to open CFS.

May 11, 1999.—Letterhead Memorandum on Lee case prepared by FBI-AQ.

May 13, 1999.—Letter from Holscher to FAUSA Gorence asserting that search of
Lee’s residence was illegal and offering to continue to cooperate.

May 16, 1999.—Written status report on Lee case from USA Kelly to Deputy At-
torney General Eric H. Holder and AG Reno.

May 17, 1999.—LANL computer official provides FBI-AQ with report on potential
movement of files on Lee’s CFS directories from LANL computers to outside com-
puters.

May 27, 1999.—Meeting in Washington, D.C. among FBI, Criminal Division, and
USAO.

May 29, 1999.—FBI-AQ presents written prosecutive report to USAO.

June 9, 1999.—Letter from Holscher to USA Kelly and FAUSA Gorence com-
plaining that government has not advised him what it wants to discuss with Lee
and has not sought to schedule a meeting.

June 15, 1999.—Letter from USA Kelly to Holscher stating that government is
c0n51der1ng serious charges, but not espionage under 18 U.S.C. § 794, and suggests
meeting on June 21 at USAO in Albuquerque.

June 21, 1999.—Meeting in Albuquerque among USAO, FBI, Criminal Division,
counsel for Lee, and Lee. During meeting counsel for Lee assert that he only
downloaded unclassified data onto an unsecure computer and then onto tapes. Sub-
sequently, counsel advised that if Lee had done so with respect to classified data,
any such tapes had been destroyed.

June 22, 1999.—Written status report on Lee case from USA Kelly to DAG Holder
and AG Reno.

July 1-2, 1999.—Written presentation by counsel for Lee provided to USAO on
July 1, 1999; faxed to Criminal Division by USAO on July 2, 1999.

July 6, 1999.—Written supplement to above presentation provided by counsel for
Lee to USAO. Letter from Holscher to USA Kelly and FAUSA Gorence.

July 15, 1999.—LANL scientist provides report on Lee’s creation of “Tape N,” in
1997.

July 1999.—LANL advises that one of six DC6150 tapes recovered from Lee’s T-
Division LANL office contains a classified file, and that two others did at one time,
but that those files have been deleted. LANL further advises that one tape was
cleansed of classified data in February 1999, on the unsecured computer
workstation belonging to a T-Division colleague of Lee.

July 23, 1999.—Meeting in Washington, D.C. between USAO and Criminal Divi-
sion.

July 26, 1999.—Holscher letter to USA Kelly and FAUSA Gorence arguing that
Lee has not violated the Atomic Energy Act of 1954.

July 27, 1999.—Meeting in Washington, D.C. between counsel for Lee and Crimi-
nal Division.

July 28, 1999.—LANL computer official provides report describing the creation of
classified “tar” (tape archive) files by Lee.

August 2, 1999.—Letter from Holscher to USA Kelly and FAUSA Gorence offering
to make additional factual submission.
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August 4, 1999.—Letter from USA Kelly to Holscher saying government will re-
view anything Holscher submits, but wants a complete explanation from Lee him-
self. Letter from USA Kelly to Eugene Habiger, Director, Office of Security and
Emergency Operations, Department of Energy, seeking to include in a proposed in-
dictment of Lee information about Lee’s downloading activity.

August 9, 1999.—Telephone conversation between Daniel H. Bookin, counsel for
Lee, and Richard A. Rossman, Chief of Staff, Criminal Division.

August 10, 1999.—Letter from Holscher to USA Kelly stating that Lee will not
submit to additional interview, and offering further arguments as to why Lee has
not violated 18 U.S.C. §793.

August 16, 1999.—Letter from Rossman to Bookin advising that government has
not made decision whether to charge Lee, and asking for additional information,
which was discussed during meeting in July, no later than August 30, 1999.

August 30, 1999.—Additional supplemental written presentation provided by
counsel for Lee to USAO.

September 3, 1999.—Letter to Holscher from USA Kelly asking for information
about location and custody of tapes from time of their creation until the present.

September 8, 1999.—Meeting in Washington, D.C., among Criminal Division,
USAO, LANL, and Department of Energy (DOE) to discuss handling of classified
information in prosecution of Lee. All DOE and LANL representatives concur as to
significance of data at issue.

September 13, 1999.—Letter from Holscher to USA Kelly and FAUSA Gorence
stating that Lee had work-related reason to make tapes.

October 4, 1999.—DOE prepares draft classification guide governing issues relat-
ing to Lee’s illicit computer activity and the classified files involved.

October 27, 1999.—Memo from Assistant Attorney General James K. Robinson,
Criminal Division, and USA Kelly recommending Lee be prosecuted under Atomic
Energy Act of 1954.

November 8, 1999.—Draft agenda of upcoming National Security Council meeting
on case distributed.

November 11, 1999.—Case discussed at NSC meeting in Washington, D.C.; DOJ,
DOE and LANL represented at meeting.

November 14-15, 1999.—On November 14, 1999, LANL scientist writes “Draft of
Input to Damage Assessment” re Lee compromises; faxed to USA Kelly on Novem-
ber 15, 1999.

November 24, 1999.—At request of NSC, Central Intelligence Agency prepares
damage assessment regarding data on missing tapes created by Lee.

December 4, 1999.—Briefing of case at White House.

December 8, 1999.—Telephone conversation between USA Kelly and Holscher.
Kelly advises Holscher that indictment is imminent, and seeks from Holscher infor-
mation about whereabouts of missing tapes. As required by statute, AG Reno sends
letters to Secretary of Energy Bill Richardson and USA Kelly approving charges
against Lee under the Atomic Energy Act of 1954.

Late 1999, before December 10.—USA Kelly advises Holscher in telephone con-
versation that case might be resolved without indictment; advises Holscher to look
at latter sections of 18 U.S.C. § 793.

December 10, 1999.—Letter faxed at 8:24 a.m. PT from Holscher to USA Kelly
and FAUSA Gorence offering to make Lee available for a polygraph by a mutually
agreeable polygrapher to verify that Lee did not mishandle the tapes or provide
ic)he%nB‘io g éhird party. Lee later indicted in Albuquerque and arrested in White Rock

y -AQ.
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ﬂkw’” W/ 1“!“7040”'

FAS Note: The following FBI affidavit was filed in support of an application for a search warrant to
search the home of Wen Ho Lee. The#pplicationiwasdiled:onApril 9,:1999. The affidavit when filed
was classified Secret (Restricted Data) and was dec assilied a year later with deletions as indicated.
HTML by FAS from hardcopy.

AFFIDAVIT
I, MICHAEL W. LOWE, being duly sworn, depose and say:

(1)1, MICHAEL W, LOWE, am a Special Agent of the Federal Bureau of Investigation
(FBI), United States Department of Justice, assigned to the Albuquerque Division, Santa Fe
Resident Agency, and have been a Special Agent for approximately 12 years. The
information set forth in this affidavit ts the result of my own investigation or has been
communicated to me by others involved in this investigation. Among these other
individuals is a Supervisory Special Agent of the FBI who specializes in counterintelligence
investigations regarding the People's Republic of China (PRC). This investigator has been a
Special Agent for 19 years; he has worked on counterintelligence investigations for over ten
of these years, and has supervised from FBI headquarters PRC counterintelligence
investigations for the past five years.

(2) I believe that probable cause exists to issue a search warrant for the residence of LEE
WEN HO (hereafter known as LEE), 80 Ba.rcelona Avenue, Whlte Rock, New Mexico,
tle] 8 XU ot

FELnsmittin ordzosmgﬁefaﬁe clnformauon)

S tateonte) Tlhie basis Tor my belief is

set forth below

(3) LEE, who lives at 80 Barcelona Avenue (described fully in Attachment A), is a
hydro-dynamicist/mathematician who was formerly assigned to the X-Division of Los
Alamos Natlonal

amosuanonall,aboratory
wasiiCotnputer
il

it She 1ad:ai
LANLﬁéune “%995

(4) The FBI expert described in paragraph (1) has explained that PRC intelligence
operations virtually always target overseas ethnic Chinese with access to intelligence
information sought by the PRC. Travel to China is an integral element of the Chinese
intelligence collection tradecraft, particularly when it involves overseas ethnic Chinese. FBI
analysis of previous Chinese counterintelligence investigations indicates that the PRC uses
travel to China as a means to assess closely and evaluate potential intelligence sources and
agents, as a way to establish and reinforce cultural and ethnic bonds with China, and as a
safehaven in which to recruit, task, and debrief established intelligence agents.

(5) Based on‘information supplied by DOE,.the FBI began an:investigation of LEE and
SylviaLieg:onMay 30,1996. A review of FBI records disclosed that LEE had previously
been the subject of an FBI foreign counterintelligence investigation during approximately
1682-1984, when he was in contact with a suspected PRC intelligence agent. LEE was
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overheard on court-authorized electronic surveillance contacting a former employee of the
Lawrence Livermore National Laboratory who had been suspected of passing classified
weapons information to the PRC. On December 3, 1982, court-authorized telephone
surveillance of the employee intercepted a call from LEE! LEE introduced himself,
explained that he was a weapons designer at the Los Alamos National Laboratory, and
commented that he had heard about the employec's "matter." LEE wanted to meet the

" employse and stated that he thought he could find out who had "squealed” on the employec.

(6) On November 9, 1983, the FBI interviewed LEE in Los Alamos, New Mexico. LEE was
not told that the FBI had intercepted his call to the Lawrence Livermore employee on
December 3, 1982. Lee stated thdt he had never attempt the employee, did not
know the employee, and had not initiated any telephoni & :LEE stated that the
employee was no longer at the Lawrence Livermore Laboratory, and that he had no way of
contacting him at his home. In 2 subsequent interview with the FBI, LEE admitted that he
had called the Lawrence Livermore employee and had previously misled the FBI about the
contact.

(7) OnJanvery 24, 1984, LEE passed a polygraph examihation which included questions
concerning whether he had ever passed classified informationto any foreign government.
The FBI's foreign cotterintel ligence investigation of LEE was closed on March 12, 1984.

{8) The X-Division of LANL, where LEE worked from 1982 through December 23, 1998,
has the highest level of security of any division at LANL. It is LANL's rescarch and
development division responsible for the design of thermonuclear weapons. LER was part
of a team responsible for developing thermonuclear weapons for the United States. LEE has
explained (during a February 9, 1999, interview with Special Agents of the FBI) that, while
at LANL, he worked on five Lagrangian mathematical codes, also known as "source codes.”
LEE explained that twd 6f th&%e codes afe classified because they are used to develop
nucléar weapons. Charles Neil, Technical Staff member and Team Leader in the X-Division
has informed the FBI that the mathematical codes with which LEE worked were used to
develop varlous nuclear weapons, including a weapon known as the W-88.

(9) According to Neil, both of the classified source codes and other materials with which
LEE worked represent decades of nuelear weapons testing and design. In essence, the
information is more valuable to a weapons designer than an actual bomb blueprint. With
source codes and other identifying information a bomb designer does not have to do any
actual testing. By plugging variables (such as different materials or different dimensions)
into various equations and computer programs and viewing the results a designer could
build the most sophisticated nuclear weapons.

[Paragraph deleted}

1 Hu Side became the head of the PRC weapons program in January of 1994.

(11) LEE said during his December 23, 1998 pre-polygraph interview that he had social
contact with PRC visitors to LANL, including visits to his residence. Following the
interview on December 23, 1998, DOE polygraphers administcred a polygraph examination
of LEE. The examiner's-nitial opinion was that LEE was not deceptive. However,
subsequent quality confrol Teviews of the results, by both DOE and by FBI Headquarters
(HIQ) resulted in an agreed finding that LEE was inconclusive, if not deceptive, when
denving he ever committed espionage against the United States.

(12) Following LEE's 1988 trip to China he was debriefed by LANL Internal Security
officer ROBERT VROOMAN. VROOMAN asked LEE if he had been asked any
inappropriate questions during his trip. LEE responded in the negative. VROOMAN
retained his notes from that debriefing and in February 1999 prepared a report containing
his recollections based an bis notes. LEE was confronted with that report during his



80

Affidavit In Support of a Search Warrant for Wen Ho Lee's House hup://www.fas.org/irp/aps/ci/lowe_affidavit.html

interview by the FBI on March 5, 1999. He offered no explanation for why he did not
remember to tcll VROOMAN about the incident in his hotel room. He said that the only
reason he remembered the incident prior to his DOE polygraph was because he had been
asked a direct question regarding espionage which for some reason prompted him to
remember the question posed to him by ZHENG.

(13)0nJanuary-17,:1999,/LEE was interviewed at his residence by FBI Special Agents.
During this interview, BEE:stated that in1984.0r1985;: asa dnHilton

i ere he:met LI DE YUKEEE‘Om"(hc‘PRC‘m wgfe”’of Applied
AIMAT(IAPCM). (IAPCM is the PRC's Nuclear Weapons Design
Institute, and is part of the Chinese Academv of Engineering Physics (CAEP), the home of
the PRC's overall Nuclear Weapons Program). LEE said LI was a mathematician familiar
with Lagrangian mathematics, which LEE said is one of LEE's areas of expertise. LEE also
said that it was'as a ‘result of hismeeting; and *developing a relationship with LI, that he
was invited to the JAPGM in both:1986 and-1988:

(14) LEE further stated that when he went to the IAPCM in 1986, he was invited to speak
on computational mathematics. He said he was excited and was treated very well by his
PRC counterparts. LEE said he met varjous people during this trip, two of whom were LI
WEI SHUN and WANG ZHI SHEU. LEE said WANG worked in "the same project areas”
as he did, and they spent a lot of time together at the conference. LEE stated that following
the 1986 trip to the IAPCM, he began to receive cards and letters from these scientists.

(15) LEE furthermore stated that he was invited to attend a second conference in the PRC in
1988,2 where he again met PRC scientists, including one named ZHENG SHAO TONG.
LEE stated that one cvening after dinner he received a phone call from ZHENG asking if
they could meet. LEE agreed, and shortly thereafter, ZHENG arrived at his hotel room with
BU SIDE. LEE acknowledged that he knew that ZHENG was an administrator with the
IAPCM. LEE stated that he thought HU SIDE was an explosives. expert. LEE reaffimmed
what he had said during the December 23, 1998 pre-polygraph examination that when asked
a question which involved a classified response he told them he did not know the answer
and did not wish to discuss this matter.

2 This conference was the subject matter of the pre-polygraph interview referred to in
Paragraph 11 of this Affidavit.

(16) LEE's contact with ZHENG-and'HU SIDE in 1988 should have been reported to LANL
security officials pursuant to DOEtegilations. A review of all the documentation that LEE
provided DOE security in 1988 reveals no report of this approach to LEE by ZHENG and
HU SIDE. On July 12, 1988, LEE did submit a Foreign Trip Report, as was required by
LANL. In his report, LEE described the business trip that he made to Beijing in Junc 1988.
While LEE $pecified ten different people'with :whom he met.during this trip, he failed to
include HU'SIDE: LEE also did not disclose that anyone from the PRC had asked him about
any classified matters.

(17) On February 10, 1999, the FBI conducted a polygraph examination of LEE. During this
cxamination, the FBI asked LEE whether he had provided two classified codes (discussed in
paragraph 8) to any unauthorized person and whether he deliberately obtained any W-88
documents. It was the examiner's opinion that the polygraph results were inconclusive as to
those questions. The second question was rephrased to cover a broader range of activities.
LEE was then asked the follow two questions:

Q: Have you ever given any of those two codes to an unauthorized person?
A: No.

Q: Have you ever provided W-88 information to any unauthorized person?



81

Affidavit In Support of a Scarch Warrant for Wen Ho Lee's House http:/fwww.fas.org/irp/ops/ci/lowe_affidavit.html

A: No.
The polygraph examiner concluded that LEE's answers to these questions were deceptive.

(18) The polygraph examiner then gave LEE an opportunity to discuss his answers further.
During the discussion, LEE volunteered the following new information that he had not
revealed in the prior interviews with the FBI or DOE. LEE said that during his trip to the
PRC in 1986, he was approached by WEI SHEN LI, who LEE knew to be involved in the
PRC's Nuclear Program. LI came to see LEE, and asked if LEE could assist him in solving 2
problem he (LI) was having. LEE agreed. LEE illustrated what he had provided to LI in the
form of an equation to assist LI in solving his problem.“The polygrapher's report states that
LEE said that this equation was the same used in two classified codes. LEE admitted that
his assistance to L] could have been used easily for nuclear weapons development.

(19) In the Foreign Trip Report that LEE submitted to LANL security officials following his
1986 trip, LEE failed to reveal that he had been asked to assist LI in solving a mathematical
problem. LEE also did not divulge that he had belped LI solve the problem, and that the
help he provided could have been used easily for nuclear weapons development.

(20) Following the polygraph examination, LEE also provided information about the trip he
made to Beijing in 1988 that he had not revealed in the earlier interviews. LEE said that he
was approached by ZHI SHIU WANG, a PRC scientist, following a conference he attended
in China in 1988. According to LEE, WANG asked LEE to help him solve a mathematical
problem. LEE admitted that his answer to WANG contained portions of equations similar to
those in the classified codes referred to in paragraph 8. LEE drew notes to itlustrate
WANG's problem. LEE said that this information could be used in weapons development;
however, he stated that he never discussed nuclear weapons with WANG. LEE
acknowledged that he had fully assisted WANG with his mathematical problem even
though he had assumed WANG was part of the PRC's Nuclear Weapons Program. LEE was
confident that his assistance to WANG had solved or improved WANG's problem. LEE
stated he assumed that WANG knew that he (LEE) worked on nuclear weapons because of
LEE's association with LANL.

(21) According to NEIL, LEE, as a mathematician in the X-Division, had a "Z" number and
password which enabled him to access the X-Division's most highly classified information
by computer. A "Z" number is a unique identifier given to every individual at LANL who
requires access to LANL's Common File System (CFS). The CFS is LANL's file storage
system. It is comprised of two separate parts: the closed part of the system, on which
classified information is stored; and the open part of the system, which stores only
unclassified information. The open part of the system is accessible from anywhere in the
world to any Internet user. The closed part of the system is accessible only to those working
at LANL with the security clearances authorized by LANL. As an X-Division employee.
LEE had access to both parts of the CFS.

(22) CHARLES NEIL, LEE's most recent supervisor in the X-Division, advised that there is
no direct communication allowed between the closed and open parts of the CFS. Under
1.ANL. rules, unclassified information can be on the closed side of the system; however,
employees are prohibited from placing classified information on the open side of the CFS.
Occaslonally there is a need to transfer unclassified files between the closed and open parts
of the CFS. From 1980 to 1994, there were two methods of transferring files between the
two parts of the CES. One method was to use a piece of equipment with appropriate
software, called "Machine C." The second transfer method involved downloading files from
onc part of the CFS directly onto either a 3-1/2-inch floppy disk or a larger capacity storage
cartridge. The use of "Machine C" for this purpose was discontinued in 1994. In 1996 the
use of a piece of equipment called "Mercury" was implemented to transfer files from the
closed to the open part of the CFS. This mcthod, which is still used, maintains a record of’
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the names of the files that have been. transferred. Between 1994 and 1996 the dowrnloading
method utilizing floppy discs or storage cartridges was the only method available to transfer
files from the.closed to.the open part of the CFSTThis fransfer method can still be used in
addition to "Mercury".

(23) LANL commonly uses 3M DC 6150 cartridges to download files for transfer between
the open and closed parts of the CFS. Once files have been downloaded from one part, they
can be uploaded easily into any other computer that has a compatible operating system. On
March 5, 1999, LEE consented to a search of his offices at LANL by the FBIL.3 In LEE's
X-Division office, investigators found a notehook with a LANL supply order form, dated
Décember20; 1995%8 ‘order form indicated that LEE special-ordered a'box-of five 3M
DC 6150 cirtridge§ in'1995. Neil stated that this was unusua! because the cartridges are
readily available at X-Division's supply room and do not normally have to be special
ordered. In LEE's T-Division office, where he was assigned following suspension of his
security authorization, investigators found six 3M'DC 6150 cartridges. A preliminary
examination of thosc cartridges by LANL personnel determined that they do not contain
classified information. These 3M DC 6150 cartridges are also available from office supply
stores and are not unique to LANL.

3 3 As described below in paragraph 29, LEE was reassigned from one LANL
division (the X-Division) to another (the T-Division) following suspension of his
security authorization. Hereafter, the search of both of LEE's offices will be referred
to as "the March search."

(24) As an X-Division employee, LEE was permitted to create directories in the CFS and to
name those directories himself. Upon its creation, every directory created by each
X-Division employee is recorded in the CFS. EEE named one of the directories that he
created his "KF1" directory. The KF1 directory was located in the open part of the CFS.
LANL computer experts have analyzed the K¥1 list, as well as two other directorics that
LEE created. These experts have determined that LEE's three directorics listed
approximately,300 files: Some of these files are library files, which contain or contained
additional files. In total, the LANL experts estimate that the ‘directories LEE created
contained as many as 1600 files. Preliminary examination of the KF1 list reveals that the
names of many of the files listed were the names of files known to be classified at the Secret
level. The LANL experts are in the process of retrieving and reviewing the files themselves.
So far, this review has revealed that 21 of the files listed in LEE's KF1 directory are indeed
Secret documents. Among these 21 Secret files is one of the classified codes (described
above in paragraph 8) and design contours for two additional nuclear weapons. The LANL
experts have determined that LEE began transferring classified files from the CFS closed
system to the open system on his KF] directory from [several words deleted] According to
CHARLES NEIL, there is no legitimate work related purpose for storing classified files on
the open side of the CFS.

(25) CHARLES NEIL told me that only the LANL employee given the "Z" number and
password and LANL's system administrator can access or delete files in directories created
by LANL employees. Both "Z" numbers and passwords are closely guarded, non-shared
picces of information which LANL employecs are required to keep confidential. LEE, or
anyone with Lee's "Z" number and password could access his KF1-directory on the open
CFS from anywhere in the world: In an interview conducted by the FBI on March 5, 1999,
LEE refused to provide his password to allow FBI Special Agents access to his laptop
computer.

(26) On April 5, 1999, during the continuing cxamination of papers and notes from LEE’s
office, investigators located instructions in a notebook on how to copy the classified code
(referred to in paragraph 8) onto a floppy disk. These instructions were handwritten in
LEE's notebook. At the top of the notation were Chinese characters which have been
translated as "method to print entire directory onto disk.”



83

Affidavit In Support of a Search Warrant for Wen Ho Lee's tHouse http://www.fas.org/irp/ops/ci/lowe_affidavithtml

(27) As a LANL employee in the X-Division, LEE was permitted to use LANI. computers
at home. LEE had two computers assigned to him, and rccorded on his personal properyy
log. These two computers were a MaclIntosh laptop and a MacIntosh desk top.

(28) During the January 17, 1999, interview of LEE at his residence, an interviewing
Special Agent observed a desktop computer located in the living room. The Agent observed
that the computer was the focal point of a work area that contained documents and other
items. During a later interview of LEE, conducted on March 5, 1999, LEE stated to FBI
Special Agents that he kept at his residence a Maclntosh desktop computer which belonged
to LANL. LEE admitted that he used this computer "because I sometimes work at home."
LEE also stated that he used this desktop computer to connect to the LANL computer in his
office. LEE also stated that he used the computer in his residence to check E-mail and to do
word processing. On'March 5, 1999, LEE turned gver to FBLinvestigators the
LANL-owned Maclntosh desktop compiiter that had beeri‘in his house. 4 EE's LANL-owned
MaclIntosh laptop comiputer was seizéd on' March 5; 1999 during a consent search of LEE's
T-Division office. Although not specifically asked, LEE did not produce any computer discs
or storage cassettes that he utilized at home on his LANL-owned computers. According to
LANL experts, LEE's LANL-owned M: osh laptop and desktop computer utilized
removable cartridges in lieu of 2 hard ¢ TANL experts have determined that no
classified information was contained on the cartridges within either computer at the time
they were seized or produced.

(29) Shortly after the polygraph that DOE conducted on December 23, 1998, DOE
suspended LEE's access to all classified information. LANL also reassigned LEE from the
X-Division to the T-Division, which does not handle classified information. Between that
time and March 5, 1999, LEE tried to gain physical access to the X-Division on two
scparatc occasions. On at least onc occasion during this time, LEE obtained unescorted
access to X-Division.

(30) During the March search of LEE's X-Division office, investigators found a notebook.
This notebook contained a one-page computer-generated document which listed all of the
files in the KI'1 directory that LEE had created in the CFS. During the search, Charles Neil,
examined this list and explained that the files named in LEE's KF1 directory were contained
in the open part of the CFS. The files contained highly classified information. Neil tried to
access the files listed in LEE's KF1 directory. He discovered that the majority of the files
had been deleted. Neil sought assistance from Thomas Stup, CFS administrator for the
X-Division. Stup examined LEE's KF1 directory:files and determined that the files had been
deleted between February 9, 1999 and February 11, 1999, the day after the FBI polygraphed
LEE.

(31) During the March search of Lee's X-Division office, FBI and DOE investigators
located three multi-page documents that did not bear classification markings as required by
rcgulation despite the fact that those documents contained classified information. The
classification stamps or marks had been removed in several ways. In the first classified
document, the classified stamp had been covered up while the document had been copied on
a copying machme In a sccond classified document, the classification markings had been
physically cut from the top and bottom of each pace. In the third classified document, the
classification marking had been deleted by computer command before the document was
printed. According to CHARLES NEIL, there is no bona fide LANL-related employment
purpose in deleting classification designations or markings from a classified document. In
fact, such dclctions would constitute a LANI, security violation. Based on my training and
cxperience, removing classification designations or markings is a way to minimize risk of
detection or dpprchcnsmn when gathering, removing, or retaining classificd materials in an
unauthorized fashion. Additionally, the removal of cl assification markings as described
above from classified documents would facilitate LEE's ability to remove classified
documents from LANL in an unauthorized fashion
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(32) On April 7, 1999, employees at LANL's Computer Help Desk stated that their logs
reveal that LEE bad made the following four requests for assistance. First, on March 2,
1998, LEE asked how to access his closed file X-Division CFS from overseas. This was just
before a personal trip that LEE made to Taiwan which began on March 15, 1998. This trip
lasted for 45 days. The Help Desk informed LEE that it was not possible to access the
closed CFS from overseas. Second, on January 21, 1999, (which was four days after the FBI

interviewed him at home), LEE asked how to hook up a laptop into GAMMA,; which is a

LANL procéssing computer used to make calculations rather than store information. Third,
also on January 21, 1999, LEE sought help in deleting files. During his request for help,
LEE stated that, despite his deletion efforts, the files were "not going away."” The Help Desk
surmised that he needed to take onc last step to delete the files and told him how to
complete the process. Fourth, on February 1, 1999, LEE said that he was dialing in from his
LANL-owned MacIntosh computer (which was at his residence) and was getting in
(obtaining access to LANL's computer system) but was getting disconnected.

(33) LEE was fired from LANL on March 8, 1999. DOE revoked LEE's security clearance
that same day. Additionally, LEE certified on or about March 8, 1999 that he had returned
all LANL property. Although LEE has been residing with family in the Los Angeles,
California area between on or about March 9, 1999 until on or about April 7, 1999, he is not
known to have any office or other location other than his residence out of which to work or
which provided him computer access.

(34) Based on the foregoing information, there is probable cause to believe that there is
evidence in LEE's residence that reveals violations of 18 U.S.C. ?? 793, 1001, and 1924.

(35) The affiant requests that a scarch warrant be issued for LEE's residence, as described in
Attachment A.

(36) I believe that there is probable cause to believe that evidence of the above-described
criminal activities will be found in LEE's residence. These conclusions are based on my
experience and training relating to the types of records and items that persons engaged in
the activitics described above typically keep at their residence as well as on the facts recited
above.

(37) Items to be seized are described in Attachment B of this Affidavit, and include but are
not limited to computer disk or other computer memory storage devices, records, documents
and materials including those used to facilitate communications, electronic data, and
computer equipment and peripherals.

ATTACHMENT A

80 Barcelona Avenue
‘White Rock, New Mexico 87544

80 Barcelona Avenuc is a one story, brown brick, maroon framed, ranch-style house with a
two car garage. The brick covers only the front portion of the house, the sides of which are
brown stucco and the roof is a maroon color. Directly in front of the house and adjacent to
Barcelona Avenue are five evergreen trees and a white mailbox. Beneath the mailbox is a
receptacle for the “"Monitor," a local Los Alamos, New Mexico, newspaper. Barcelona
Avenue runs roughly east and west. The house is on the north side of the street in
approximately the center of the block, facing south.

The house has been verified to be the personal residence of LEE and his wite by other
persons living in the arca as well as by two Special Agents of the FBI who interviewed LEE
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at this location.

ATTACHMENT B
Items to be scized: )

Computer hardware is described as any and all computer equipment, including any
electronic devices which are capable of collecting, analyzing, creating, displaying,
converting, storing, concealing, or transmitting clectronic, magnetic, optical, or similar
computer impulses or data. These devices tnclude but are not limited to any data processing
hardware (such as central processing units and self-contained "laptop” or "notebook"
computers); internal and peripheral storage devices (such as fixed disks, external hard disks,
floppy disk drives and diskettes, tape drives and tapes, optical and compact disk storage
devices, and other memory storage devices) ; peripheral input/output devices (such as
keyboards, printers, scanners, plotters, video display monitors, and optical readers); and
related communications devices (such as modems, cables and connections, recording
equipment, RAM or ROM units, acoustic couplers, automatic dialers, speed dialers,
programmable telephone dialing or signaling devices, and electronic tone-generating
devices); as well as any devices, mechanisms, or parts that can be used to restrict access to
such hardware (such as physical keys and locks).

Computer software is described as any and all information, including any instructions,
programs or program code stored in the form of electronic, magnetic, optical or other media
which arc capable of being interpreted by a computer or its related components. Computer
software may also include certain data, data fragments or control characters integral to the
operation of computer software. Thesc items include, but are not limited to operating system
software, applications software, utility programs, compilers, interpreters, communications
software and other programming used or intended to be used to communicate with other
computer components,

Computer related documentation is described as any written, recorded, printed or
electronically stored material which explains or illustrates the configuration or use of any
seized hardware, software or related item.

Also included as items to be seized arc any computer generated document or hard copy
related to LANL, source codes, input decks, FORTRAN codes and other mathematical
calculations.

Computer passwords and data sccurity devices are described as all of the devices, programs,
or data - whether themselves in the nature of hardware or software - that can be used or arc
designed to be used to restrict access to or facilitate concealment of any computer hardware,
software, computer related documentation, electronic data, records, documents or materials
within the scope of this application. These items include but arc not limited to any data
security hardware (such as encryption devices, chips and circuit boards) passwords, and
similar information that is required to access computer programs or data or to otherwise
render programs or data into a useable form.

In addition to computers and computer related hardware and software as described above,
items to be seized include any books, records, receipts, notes, e-mail, ledgers, documents,
agreements, worksheets, correspondence or information relating to or deseribing work
involving the Los Alamos National Laboratory and work projects therein. Thesc items may
include classified as well as unclassified documents.

Any and all documents or records relating to travel to or correspondence with any PRC
official, scientist or resident.
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Duc to the use of computers, this data may be in the form of paper documents or may be
stored in the form of elcctronic, magnetic, optical or other media capable of being read by a
computer or computer related equipment. This media includes but is not limited to any fixed
disks, cxternal disks, removable hard disk cartridges, floppy disk drives and diskettes, tape
devices and tapes or other memory storage devices not in paper form which may have been
used as a means of committing, or constitute evidence of the commission of, violations of
Title 18, United States Code, Sections, 1924 and 793.

Other items to be scized include notebooks, diaries, calendars, evidence of transactions,
telephone records, and credit card records.

The phrasc "records, documents and materials,” including those used to facilitate
communications includes but is not limited to records of personal and business activities
relating to Los Alamos National Laboratory, such as business documents, associate names
and addresses, correspondence, e-mail, log books, diarics, telephone records, bank records,
reference materials and photographs.
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DEPARTMENT OF JUSTICE,
FEDERAL BUREAU OF INVESTIGATION,
Washington, DC, December 10, 1999.

Hon. ARLEN SPECTER,
Chairman, Subcommittee on Administrative Oversight and the Courts, Committee on
the Judiciary, U.S. Senate, Washington, DC.

DEAR MR. CHAIRMAN: I am in receipt of your December 7, 1999 letter regarding
scheduling closed hearings next week on the FBI’'s Wen Ho Lee investigation. Your
letter requests the testimony of nine (9) FBI witnesses, including two of the case
Agents, my General Counsel, and case supervisors and managers, including the Spe-
cial Agent in Charge in Albuquerque and the Assistant Director in Charge of our
National Security Division. For the reasons set forth below, I respectfully request
that you delay hearings on any aspect of this investigation until the conclusion of
the current criminal proceedings resulting from the indictment handed down today.

As you know, in an effort to assist your Subcommittee the FBI has made available
to you or your staff raw investigative files concerning the Wen Ho Lee investigation,
and made available for interview a substantial number of employees. Today, how-
ever, Wen Ho Lee was indicted in the District of New Mexico, an indictment that
alleges the massive misappropriation of the most sensitive nuclear weapons infor-
mation possessed by the U.S. Government. Some of the violations carry potential
life sentences.

In my view, the potential that your hearings could inadvertently interfere with
the prosecution is substantial. Subcommittee hearings at this time risk impacting
upon the Government’s ability to successfully prosecute Mr. Lee by creating issues
that may not presently exist. Moreover, it is critical for our national security that
we have every opportunity to learn as much as we can from Wen Ho Lee in a care-
fully controllable setting. Given the gravity of the allegations and charges, and the
potential opportunities that could be lost by hearings, I respectfully ask that you
not go forward at this time. I hope you will agree that to do otherwise poses a sub-
stantial risk not only to prosecution but to the Government’s ultimate ability to dis-
cover the full extent of the damage done.

Further, I do not believe any aspect of this case can be isolated for hearing pur-
poses. Many of the same witnesses and documents could at any point become rel-
evant to issues raised by defense counsel, and your discussions with Mr. Lee’s attor-
ney may inadvertently create opportunities for the defense that otherwise might not
occur.

Please do not interpret this request as concern about having hearings. My concern
is only about timing and the potential for increased risks to prosecution. We intend
to continue fully cooperating with the Subcommittee and look forward, once the
criminal proceedings have concluded to describing for the American people how the
FBI was able to achieve this result.

Sincerely yours,
Louis J. FREEH,
Director.

DEPARTMENT OF JUSTICE,
FEDERAL BUREAU OF INVESTIGATION,
Washington, DC, December 10, 1999.

Today, Wen Ho Lee, a nuclear weapons engineer, was indicted in a 59 count in-
dictment alleging that he downloaded and removed from the Los Alamos National
Laboratory the following classified nuclear weapons design and testing files. These
extensive files relate specifically to the design, construction and testing of nuclear
weapons.

Data files that contain information relating to the physical and radioactive
properties of materials used to construct nuclear weapons;

Input deck/input file information that includes descriptions of the exact di-
mensions and geometry of nuclear weapons that are used in connection with the
design and simulated testing of nuclear weapons, and the computer instructions
to set up a simulated nuclear weapons detonation;

Source codes used for determining by simulation the validity of nuclear weap-
ons designs and for comparing bomb test results with predicted results;

Nuclear bomb testing protocol libraries reflecting the data collected from ac-
tual tests of nuclear weapons;

Data concerning nuclear bomb test problems, yield calculations, and other nu-
clear weapons design and detonation information; and

Computer programs necessary to run the design and testing files.
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The charges alleged in the indictment include violations of the Atomic Energy Act
that carry a maximum penalty of life imprisonment and federal espionage statutes.

Over 60 FBI Agents and dozens of computer specialists and other specialists such
as scientists, engineers, and technicians, both from the FBI and the DOE, have been
dedicated to this investigation.

Investigation leading to this indictment has been extensive. The FBI, with the as-
sistance of the Department of Energy and Los Alamos National Laboratory, has con-
ducted over 1,000 interviews and searched over one million computer files. Com-
prehensive analysis by the FBI’s Computer Analysis Response Team and DOE was
critical to uncovering many of the facts that lead to this indictment. Over four tril-
lion bits of data were examined. Several searches also have been conducted.

The Department of Energy and Los Alamos National Laboratory deserve great
credit for their superb assistance and extraordinary expertise.

A copy of the press release by the United States Attorney and a copy of the indict-
ment are attached.

DEPARTMENT OF JUSTICE,
CRIMINAL DIVISION,
Washington, DC, December 17, 1999.
Hon. ARLEN SPECTER,
Subcommittee on Administrative Ouversight and the Courts, Committee on the Judici-
ary, U.S. Senate, Washington, DC.

DEAR SENATOR SPECTER: This is to thank you for honoring the request of FBI Di-
rector Louis J. Freeh that the Subcommittee postpone the hearings that it had
scheduled for December 14 and 16 on matters related to the investigation of Wen
Ho Lee. As Director Freeh noted, with the indictment of Mr. Lee on December 10,
the criminal case against Mr. Lee has entered a new and sensitive stage. United
States Attorney John J. Kelly and I, as well as the Attorney General, share Director
Freeh’s concern that holding hearings at this time could have inadvertently inter-
fered and seriously harmed the criminal prosecution of Mr. Lee for misappropriation
of extraordinarily sensitive and important nuclear weapons information. Indeed, it
is reasonable to expect that Mr. Lee’s attorneys would have welcomed such hearings
as a way of generating information that they could have later used to attack the
Government’s prosecution.

Additionally, as Director Freeh noted, it is essential to the nation’s security that
we have the greatest opportunity possible to learn as much as we can from Mr. Lee
in a carefully controlled setting. We must not miss any possible way of reducing the
damage to the national security that Mr. Lee’s actions may have caused, regardless
of whether that damage is directly related to the pending criminal case against Mr.
Lee.

We also agree with Director Freeh that it would be impossible to completely iso-
late any aspect of the Wen Ho Lee investigation for hearing purposes. Many of the
witnesses have information that is pertinent to both criminal and national security
issues. Thus, even if the Committee had attempted to restrict testimony at the hear-
ing to matters that it believed were unrelated to the criminal case, it could still have
elicited testimony that Mr. Lee’s counsel could exploit in the criminal prosecution.

We want to make clear that the Department of Justice has been, and will con-
tinue to be, cooperative with the Subcommittee in its investigation. We have pro-
vided the Subcommittee with open access to the FBI’s files on Mr. Lee and numer-
ous Department officials have testified before the Committee. For the reasons dis-
cussed above, however, we strongly believe that holding hearings during the pend-
ency of the criminal prosecution could have serious negative consequences for both
the prosecution and the national security. We greatly appreciate your understanding
of that concern. Once the criminal prosecution has concluded, we will be glad to pro-
vide testimony on the Wen Ho Lee matter.

Please do not hesitate to contact me if you would like to discuss this matter fur-
ther.

Sincerely yours,
JAMES K. ROBINSON,
Assistant Attorney General.
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DEPARTMENT OF JUSTICE,
FEDERAL BUREAU OF INVESTIGATION,
Washington, DC, January 4, 2000.
Mr. EDWARD J. CURRAN,
Director, Office of Counterintelligence, Department of Energy, Washington, DC.

DEAR ED: I have been provided a copy of the undated FBI blind memorandum
captioned “KINDRED SPIRIT; LEE, WEN HO; LEE, SYLVIA; FCI-PRC.” As we
discussed telephonically, this document is in the possession of DOJ and I under-
stand has been provided to one or more Congressional Committees. Also as we dis-
cussed, I told you I would cause an in-depth review to be made in the FBI and if
appropriate, correct any misperceptions this document creates when viewed out of
content. Having stated that, it is the purpose of this letter to (1) put that document
into its proper context and (2) correct at least what I understand from you are two
apparent misinterpretations of this document.

With respect to the document, I have been advised that it was created by FBI Al-
buquerque as a result of a telephonic discussion between the Assistant Special
Agent in Charge and a Deputy Assistant Director of the National Security Division.
It was intended only to be a “rough” update of the status of the investigation pre-
pared by FBI Albuquerque. It was not intended to be further disseminated or to re-
flect all of the facts about any aspect of the investigation. As a “blind memorandum”
it also is not intended to capture official witness statements or other evidence. In
common parlance, it is the equivalent of a “note to the file.” From what you de-
scribed, it underscores the difficulty associated with utilizing any one document to
characterize a long term investigation or for that matter a critical aspect of the in-
vestigation.

With respect to the details of this document, I would like to comment on two as-
pects in particular:

(1.) In the first paragraph there are reported details of the polygraph of Wen Ho
Lee on December 23, 1998. These facts are accurate. However, as we discussed, your
impression was that this paragraph suggested that there was not the high level of
coordination between the FBI and DOE regarding this polygraph that you under-
stood existed. To the contrary, from everything I know, this polygraph was coordi-
nated appropriately. FBI Albuquerque agreed in advance with its role in a stand-
by capacity as this was at the time a DOE administrative matter. My recent review
did not identify any coordination issue or conflict with respect to the conduct of the
polygraph.

(2.) The second paragraph reports on the status of an access to the polygraph
charts (for subsequent FBIHQ Polygraph Unit quality control review). It also at-
tributes a DOE response to you by name.

With respect to the attribution to you by name, I can find no FBI employee that
can confirm such a statement. It may be that someone in DOE used your name, but
even that is not certain. Any indication that you personally made a statement pre-
venting the FBI access to the polygraph charts is inaccurate.

With respect to the remaining facts in this paragraph as to access to the charts
they are accurate. However, they can in hindsight easily be taken out of context.
When we were informed on December 23, 1998, Wen Ho Lee passed the polygraph,
immediate access to the charts was requested but not insisted by the FBI. We were
informed of the DOE internal handling procedures. At the time, in part because we
were under the impression he had passed the polygraph, we waited for the charts
to be provided as we understood they would be. FBI Albuquerque did make inquir-
ies as to the availability of these charts and were concerned with the time factor
involved. However, I can find no formal of the charts availability, in Albuquerque,
they were immediately obtained and transmitted to FBIHQ, and the quality control
review conducted. Upon learning that the FBIHQ Polygraph Unit believed the re-
sults to be inconclusive, this was immediately relayed to you telephonically.

I hope these comments place in proper context the blind memorandum and elimi-
nates any misunderstanding on the two aspects noted above.

Sincerely yours,
NEIL J. GALLAGHER,
Assistant Director,
National Security Division.
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U.S. Departiment of Justice

Federa! Bureau of Investigation

Washingon, D.C. 20315

- FBI NATIONAL PRESS OFFICE IMMEDIATE RELEASE
(202) 324-3691 September 13, 2000

STATEMENT BY FBI DIRECTOR LOUIS 1. FREEH

In June of this year Judge Parker raised as a possibility the opportunity to engage in
mediation in the Wen Ho Lee case. Ultimately the parties agreed to a protocol and four weeks
ago, even prior to the most recent bail hearings, Dr. Lee's lawyers and the govemment began the
plea bargain process in eamest. Our goal was to achieve what is being announced today. In retum
fora plea of guilty to one felony count, Dr. Lee and his lawyers agreed to 2 process we believe
provides the opportunity to determine what in fact happened to the nuclear design and source
codes that Dr. Lee unlawfully and criminally downloaded, copicd and removed from Los Alamos.
In simple terms, the government accepted this plea in exchange for the full cooperation of Dr. Lee.

FBI investigation, with great assistance from the nuclear weapons experts at Los Alamos,
determined that the rough equivalent of 400,000 pages of nuclear design and testing information
was transferred out of the secure computers at Los Alamos and downloaded onto ten portable
tapes. As the government has previously stated, this 806 megabytes of nuclear weapons daia
represents the fruits of 100's of billions of dollars of investment by the United States. While three
of the tapes have been recovered, the others remained missing and unaccounted for.

Documents seized from Dr. Lee’s possession during searches in the course of the
investigation provided substantial evidence of his criminal conduet. Complex analysis of millions
of computer records established with certainty that during nearly 40 hours of downloading over 70
different days Dr. Lee manipulated thess enormous and often highly classified nuclear weapons
data files in 2 way that defeated existing security and allowed them to b placed onto tapes inan
unclassified setting. While some of the information was not classified, the govemment was
prepared to prove that much of it was highly classified nuclear weapons information. The
government was also prepared to prove that the tapes were unlawfully made and snlawiully
removed from the possession of the United States. With today’s plea agreement, there is no longer
any doubt that it happened. Dr. Lee acknowledges that in his plea,

The government was prepared to prove that the weapons data was taken in this fashion and
that pumerous effors were made both to conceal the unlawful download of classified information
and to destroy the electronic footprints left by the transfer and downloading process. The
government was prepared to prove that after the existence of the investigation becarne known,
efforts were made by Dr. Lee to delete files that had been manipulated into unclassified systems.
The government was prepared to prove that there were many attempts-some in the middle of the
night-- to regain access to the classified systems even after access had been formally revoked by
Los Alamos.

“8:7003
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As the govemnment has previously represented to Dr. Lee and the court, determining what
happened ta the tapes has always been paramount 1o prosecution. On balance, from the moment it
became clear that the nuclear weapons design and testing information was stolen, it is most
important 1o the security of the nation 1o determine with certainty what Dr. Lec did with the tapes,
if they were copied and whether he gave them ‘o another country. Success in the investigation and
prosecution, while clearly an objective given the extraordinary sensitivity of what was removed
from Los Alamos, does not in the end protect the nation to the degree that determining what
happened to the tapes after he made them does. The safety of the nation demands we 1ake this
important step.

In this case, as has happened often in the past, national security and criminal justice needs
intersect, In some instances, prosecution must be foregone in favor of national security interests.
In this case, both are served.

As the government indicated previously, the indictment followed an extensive effort to
locate any evidence that the missing tapes were in fact destroyed, and repeated requests to Dr. Lee
for specific information and proof establishing what did or did not happen 1o the nuclear weapons
data on the tapes. None was forthcoming. The indictment followed substantia} evidence that the
tapes were clandestinely made and removed from Los Alamos but no evidence or assistance that
resolved the missing tape dilemma.

Some will undoubtedly question whether the penalty imposed by this guilty plea
amangement is commensurate with the theft and crimes that occurred. Dr, Lee was entrusted with
some of the nation’s most vital and highly classified information. Were the location of the tapes
not at issue, the answer in all likelihood would be no. But the location of the stolen data and who,
if anybody, has had access to it, are at issue. These have been the central issues since we first
asked Dr. Lee, prior to the indictment, what he did with the tapes and information. The obligation
that rests on the government is first and foremost to determine where the classified nuclear
weapons information went and if it was given to others or destroyed. This simple agreement, in
the end, provides the opportunity of getting this information where otherwise none may exist.

Dr. Lee has pleaded to his crime. Now for the first time we have the opportunity for him to
explain what happened and to provide the United States with the information necessary to give
assurance that the nuclear weapons data has not been and cannot further be compromised. As is
custornary, the agreement is based on his truthfulness -- and the government will have ample
opportunity to verify what we are told, to include, if necessary, use of the polygraph. As the
attorney general said, if we believe he is not being truthful and forthcoming, then we can move 1o
void the agreement and prosecute on all counts in the indictment.

The FBI is grateful to the Attorney General and her staff for making this plea bargain
possible. We are also grateful to U.S. Attorney Norman Bay, lead prosecutor George
Stamboulidis, and all of the other prosecutors and FBI agents who so meticulously constructed this
case and who were prepared fo go to trial. 1 want especially to thank the FBI's many computer
experts who, along with John Browne and his staff at Los Alamos, were able 1o unravel this
extraordinarily complex computer case.

HEE
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DEPARTMENT OF JUSTICE,
FEDERAL BUREAU OF INVESTIGATION,
Washington, DC, September 21, 2000.

Hon. ARLEN SPECTER,
Committee on the Judiciary,
U.S. Senate, Washington, DC.

DEAR SENATOR SPECTER: Enclosed for your use is an excerpt from the “Statement
of Facts” portion of the Government’s answer brief filed in February 2000, with the
Tenth Circuit Court of Appeals. This pleading was filed in response to the brief filed
by counsel for Wen Ho Lee appealing the District Court’s denial of bail.

As you prepare for hearings on the Government’s handling of the Wen Ho Lee
case, I thought it would be helpful for you to have this factual explanation of the
classification levels of the material Lee down-partitioned and downloaded. That re-
mains one of the publicly debated central issues. While much testimony and many
documents on this issue undoubtedly will be forthcoming, this excerpt provides a
concise, unclassified description of the nature of the material. Also enclosed is tran-
script from a recent edition of Nightline that reflects public statements by U.S. At-
torney Norman Bay on this same and other issues.

As we identify other unclassified documents that appear useful for hearing prepa-
ration, we will bring them to your attention. Please feel free to contact me if you
have any questions.

Sincerely yours,
JOHN E. COLLINGWOOD,
Assistant Director,
Office of Public and Congressional Affairs.

Enclosures.

STATEMENT OF THE FACTS
1. LEE’S BACKGROUND

Lee was born in Taiwan in 1939. (App. at 220.) He has six siblings, three who
live in Taiwan and three who live in the United States. (App. at 221-22.) He is mar-
ried and has two adult children, both of whom were born in the United States and
live here. (App. at 302-03.)

Lee came to the United States in 164 on a student visa and enrolled at Texas
A&M in College Station, Texas. (App. at 221.) Lee received his master’s degree in
1966 and his doctorate in 1969 in mechanical engineering. (App. at 221.)

In 1970, Lee became a naturalized United State’s citizen. (App. at 221.) His wife,
Sylvia, became a naturalized citizen in 1997. (App. at 221.) Lee and his wife both
speak Mandarin Chinese and, of course, English. (App. at 222.)

LANL hired Lee in 1980, and Lee worked for the laboratory until his termination
in March 1999.3 (App. at 222,225.) Lee was assigned to LANL’s X Division, the divi-
sion responsible for the research and design of approximately 85 percent of the
United States nuclear stockpile, as a hydrodynamicist/engineer. (App. at 152,222.)
Lee’s primary job assignment throughout his eighteen years at LANL was to write
and implement physics models in the area of hydrodynamics as applied to nuclear
weapons research. (App. at 222-25.)

In 1993, Lee was notified that he was in danger of losing his job because of a
potential reduction in force (RIF). (App. at 292.) In response, Lee applied for over-
seas employment in Singapore, Taiwan, Hong Kong, Malaysia, Germany and Swit-
zerland. (App. at 292-94.) Although Lee did not lose his job, he maintained profes-
sional contacts overseas. In March and April, 1998, for example, with LANL ap-
proval, Lee was a lecturer and consultant at a science institute in Taiwan for six
weeks.4 (App. at 294.)

2. THE PRELIMINARY INVESTIGATION

In 1996, the FBI began to investigate possible espionage by the People’s Republic
of China (PRC) with regard to a specific nuclear weapon in the United States arse-
nal—the W88 (App. at 219-20.) Although Lee was a subject of that investigation,

3In December 1998, Lee was transferred to an unsecured area in LANL’s T Division. Al-
though Lee lost his security clearance, and thus his ability to enter X Division, on February
23, 1999, Lee’s X Division office was sealed until it was searched on March 5, 1999. (App. at
223-25.)

4This was before LANL and the FBI knew that Lee had down-partitioned and downloaded
America’s nuclear secrets on to portable computer tapes. (App. at 220.)



94

the indictment does not charge him with PRC-related espionage. (App. at 6-50.) In-
stead, a separate and distinct investigation of Lee began in late March, 1999, after
the FBI and LANL unearthed information that Lee had down-partitioned from a se-
cure to an unsecured computer, 806 megabytes of Secret and Confidential Restricted
Data relating to thermonuclear weapon research and design.’ (App. at 220,230.)
When the nature and extent of the compromise was discovered, LANL immediately
and completely shut down its entire computing system for three weeks to scrub
Lee’s cl;issiﬁed information from the unsecured computing environment. (App. at
359-60.

As the subsequent investigation revealed that Lee surreptitiously created ten
portable cassette tapes®—seven of which remain unaccounted for—which contained
most of the 806 megabytes of classified information, the FBI and national intel-
ligence agencies began an unsuccessful world-wide search for the missing tapes.
(App. at 708-09.) Lee was indicted after the search for the tapes was unsuccessful.
(App. at 707-11.) In terms of the overall national interest, finding the tapes was
more important than a successful criminal prosecution because Lee’s indictment
publicly confirmed the existence of the missing tapes and the value of the informa-
tion on those tapes, and thus “whet[ed] [foreign intelligence services’] appetite to un-
lawfully gain access to those materials.” (App. at 708-11.)

3. THE NATURE AND THE SENSITIVITY OF THE SECRET AND CONFIDENTIAL RESTRICTED
DATA DOWN-PARTITIONED AND DOWN LOADED BY LEE

Four scientists testified about the nature and sensitivity of the Secret and Con-
fidential Restricted Data Lee stole: Dr. Stephen Younger, Dr. Richard Krajcik, Mr.
John Romero, and Dr. Paul Robinson. Dr. Younger, as the Associate Laboratory Di-
rector for Nuclear Weapons at LANL, is entrusted with a $900,000,000 program
that employs 3,500 people, and is responsible for the research, design, development,
and safe stewardship of approximately 85% of the United States nuclear arsenal.
(App. at 151-52.) Dr. Richard Krajcik 1s a physicist who has spent. twenty-six years
at LANL, including seven years as the group leader for primary design and two
years as a project leader for advanced weapon design, and has been the Deputy X
Division Director since 1997. (App. at 496.) Physicist John Romero is the team lead-
er for Code A, which is LANL’s most significant secondary design nuclear weapons
source code. (App. at 511-12, 649.) Dr. Paul Robinson, the current President of
Sandia National Laboratory, worked at LANL for eighteen years, first as a weapons
designer and then as the Principal Associate Director for National Security. (App.
at 683—-84.) In addition, Dr. Robinson was the Ambassador for the United States to
the Nuclear Test Ban Talks in Geneva, Switzerland, which culminated in two trea-
ties ratified by the United States Senate. (App. at 684.) As President of Sandia Na-
tional Laboratory, Dr. Robinson is the Science Advisor to the Strategic Advisory
Committee to the Commander-in-Chief of Stratcom. (App. at 684.)

In providing an unclassified primer on American thermonuclear weapon design
and construction, both Dr. Younger and Dr. Krajcik testified that the major tools
used to design and develop American thermonuclear weapons are nuclear weapons
design source codes. (App. at 153-54,498-99.) American nuclear weapons design
source codes are extraordinarily complex and hundreds of thousands of lines long.
(App. at 154-60,498-500.) The source codes model and simulate every aspect of the
complex physics process involved in creating a thermonuclear explosion. (App. at
154-60,498-500.) The source codes are written to design specific portions of a nu-
clear weapon—either the primary? or the secondary.8 (App. at 160,503.)

Although nuclear weapons source codes contain all of the physics involved in a
thermonuclear weapon, the source codes themselves require “data files”—both clas-
sified and unclassified—to run actual simulations. (App. at 161-64,503—-05.) Data
files contain all of the physical and nuclear properties of materials required for a

5806 megabytes of information roughly translates into 800 reams of paper, i.e., 400,000 pages
at 2,000 characters per page. (App. at 230-32.)

6In addition, Lee surreptitiously created five tapes which contained unclassified information.
FBI agents found six tapes in Lee’s T Division office in March 1999. Of the nine that are miss-
ing, seven contain classified information and are charged in the indictment. The other two miss-
ing tapes contain data files required to run nuclear weapons source codes. (App. at 250-58,
1040-68, 1073-119.)

7A “Primary” is the first stage of a nuclear weapon. The primary uses chemical high explo-
sives and nuclear materials to start a nuclear reaction that produces sufficient energy to drive
the secondary stage. (App. at 13.)

8“Secondary” is the second stage of a nuclear weapon. The secondary uses the energy pro-
duced by the primary to trigger a thermonuclear burn (nuclear fusion reaction). It is this ther-
monuclear burn that produces the ultimate destructive force of the nuclear weapon. (App. at
13.)
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nuclear explosion. (App. at 161-64,503-05.) Like nuclear weapons source codes, the
data files are the product of more than fifty years of both theoretical and experi-
mental calculations, and they represent knowledge acquired from more than a thou-
sand American nuclear tests. (App. at 161-64,503-05.) Data files become classified
as SRD when the properties of the materials are most directly relevant to nuclear
weapons, i.e., in environments involving very high pressures and temperatures.
(App. at 505.) The American national investment in producing the information con-
tained on LANL SRD data files is of a magnitude of “hundreds of billions of dollars.”
(App. at 164.) The information contained in these files cannot be duplicated given
the current ban on nuclear testing. (App. at 165.)

“Input decks” are mathematical descriptions of the actual geometry and materials
within a nuclear device itself. (App. at 165-66,508-09.) In essence, as input deck
is an “electronic blueprint” of either a primary or secondary within a nuclear weap-
on. (App. at 509.)

According to Drs. Younger and Krajcik, Lee down-partitioned and downloaded all
of LANL’s significant nuclear weapon primary and secondary design codes in their
entirety. (App. at 174-76,521-23.)

They [Codes A, B, D/G, and I]° represent the complete nuclear weapons de-
sign capability of Los Alamos at that time. There may have been small codes
that weren’t included in there, but they were the big ones. And they would en-
able the possessor to install the complete nuclear weapons design capability at
a remote location without a great deal of effort.

(App. at 174-75.) In addition, Lee down-partitioned and downloaded “all of the data
files required to operate those codes,” as well as multiple input decks representing
actual nuclear bomb designs that ranged in sophistication from relatively simple to
complex. (App. at 174-76,523-25.)

Dr. Krajcik described Lee’s personal libraryl® of America’s nuclear secrets as
“chilling” because it

contained the codes important for doing design or design assessment, files im-
portant to determine geometries, important successfully tested nuclear weapons.
It contained important output setups, nuclear output setups. It contained de-
vices across a range of weapons, from weapons that were relatively easy to
manufacture, let’s say, to weapons that were very sophisticated and would be
very difficult to manufacture. It contained the data bases that those codes
would require to run. And for someone who used those codes to incorporate
them into any kind of calculations that were made in terms of designing some-
thing new or checking something old, it was all there. . . . It really represents
a capability that someone could use to design and analyze nuclear weapons.
(App. at 509-10.) Lee’s theft of Codes A and G involved the taking of everything
an unauthorized possessor would need to design a functional secondary device.ll
(App. at 510-12.) And Code D, which Lee also misappropriated, was the “latest and
best tool as of 1997” for primary design. (App. at 514).

Like his fellow LANL scientists, physicist John Romero found Lee’s down-parti-
tioning of America’s nuclear secrets to be “unimaginable.” (App. at 652, 664). Ro-
mero was incredulous when he discovered what Lee had done. “I could not believe
it. I cannot—I still cannot. I have trouble believing it. It’s just—all the codes, all
the data, all the input files, all the libraries, the whole thing is there, the whole
ball of wax, everything.” (App. at 664.)

Mr. Romero, the team leader for Code A, explained that Lee took Code A in two
different formats, one of which was contained in File 1,12 and the other in File 2.
(App. at 652-53.) The disturbing difference between Files 1 and 2 was that File 1
contained the Cray supecomputer version of Code A while File 2 contained a version
of Code A that was adapted to run on non-Cray computers, albeit at far slower
speeds. (App. at 652-53.) Although Code A was designed to run on a Cray supercom-
puter, if one did not know the computing resources of a potential unauthorized pos-
sessor, one contemplating espionage would take both versions. (App. at 654-57.)

The same was true with the SRD data files Lee took in Files 5 and 7. According
to Mr. Romero, File 7 contained all of the data, both classified and unclassified, nec-
essary to run any LANL nuclear weapons source code in “IEEE binary format.”

9The codes Lee took have been assigned letters as “alias” names rather than using the true
code names. (App. at 345.)

10 According to Dr. Krajcik, the 806 megabytes of classified information in Lee’s library existed
in only two other places in the United States—the two national weapons laboratories, LANL
and Lawrence Livermore. (App. at 526-27,533.)

11Lee attempted to take one other secondary design code, but the team leader of that par-
ticular code turned down Lee’s three attempts to gain access to that code. (App. at 194-96.)

12The nineteen TAR files that Lee downloaded and as alleged in the indictment are des-
ignated by numbers one through nineteen.
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(App. at 657.) File 5, a subset of File 7 in that it contained only classified data files,
was in “ASCII format,” which is “human readable.” 13 Lee’s theft of all of LANL’s
data files in two different formats, a “portable” machine readable binary format and
a human readable text, would be useful for unauthorized possessors with uncertain
computing platforms. (App. at 600.)

The information that Lee knowingly down-partitioned and downloaded on to the
missing portable computer tapes would mean different things to different unauthor-
ized possessors. (App. at 177.) For a group or state that “did not have the indige-
nous scientific capability to do it alone,” the information “would represent an imme-
diate capability to design a credible nuclear explosive.” (App. at 177.) A country that
had some experience with nuclear explosives could use the information to optimize
its nuclear bombs. (App. at 178.) An advanced nuclear state could use the informa-
tion to “augment their own knowledge of nuclear explosives” and to “uncover
vulnerabilities in the American arsenal which would help them to defeat our weap-
ons through anti-ballistic missile systems or other means.” (App. at 178.)

After being briefed on the contents of Files 1 through 19 and Tape N,4 Dr. Robin-
son, the current president of Sandia National Laboratory, testified that the informa-
tion on the missing tapes “represent[s] a portfolio of information that would allow
one to develop a simple, easily manufactured weapon such as a terrorist weapon all
the way up to the very best that the United States is capable of designing.” (App.
at 690.) Dr. Robinson believed that putting Lee at liberty under any condition of
release would be a risk of the magnitude of a “you bet your country decision.” (App.
at 691.) What Lee did was “a grave undercut to our strategic posture.” (App. at 695.)

13Lee also down-partitioned and downloaded the unclassified data files in ASCII format,
which were the balance of what was contained in File 7. (App. at 658.)

14T.ee assigned letters to the tapes he created, which are consistent with the designations of
the tapes in the indictment. (App. at 1069-71.)
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Deposition of Supervisory Special Agent Craig Schmidt
July 29, 1999

BY MR. GEORGE:

Q Okay. what happensg after this memo?

A I think at that time~-something happene§ right

after that. Let me see,

{Pauge.}

Yeah. The pext day Lee Wen Ho was interviewed by
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and given a polygraph exam by the counterintelligence people

in Losg Alamos, Department of Energy people. And they

administratively suspended his access to classified

information for 30 days.

Q And you're still very much invelved at that point

in the investigation?

A Yes. I'm involved in the investigation. However,

I at that point had very little control over what was going

on.

Q Okay. How's that?

A Becauge the Cox Committee had been meeting for

some time% They had fodused very heavily on this

inveetigation and what they saw as being problems here

concerning lack of secu'ritir at the national laboratories.

The Department of Energy was becoming more and more

concerned about how they would appear and how they were

appearing during the committee meetings. And it was

becoming very urcent for them to look like they wers doing
gomething. Ergo, they decided that, "On our own, we have to
interrogate and intervisw Lee Wen Ho, and we have to jerk
his clesrance or his access, and we expect the FBI--we're
begging the FBI, please regolve this investigation in the
next 30 days or €0 days so we can fire the quy.™ and at

that point I no longer bad any control over the

investigation, nor did Albuguerque oy anybody else.

3
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o) Was there interaction going with FAI leadership in

D.C. at that point or how did that work? Who did they
basically communicate that to at FBI?

A Well, one of the people at Department of Energy

that was driving this or was responding to higher-ups at the

Department of Energy was Mr. Ed Curran. Used to be--T think

he still is with the FBI, but he was secunded over to the
Department of Energy purguant to PDD-61 to take over the--

you know, try and correct the probleme there. But of

course, there was a new Secretary of Emergy there, who all
of a sudden had a big need to show that they were correcting
all the poblems, and ifs thet meant immediately firing Lee
Wen Ho, regardless ofiwhétever it was the FBI was doing,
they were going to do it aé soon as possible. 8o they werc
Q Okay. Did that affect or impede in any way your
continuing investigation. meaning the FBI's continuing
investigation? .

A The original plan to discreetly, subtly, in a non-

alerting manney, investigate the guy and not let him know he
was under investigation, and then use electronic
surveillance to try and catch him red-handed or get enough
information to do a powerful interrogation base§ on

information obtsined from the electronic surveillance, that

was in the trash can. That wag over and done with when DOE

| i
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decided to start confronting the guy and dealing with.the

problems on their own.

Q Now, after that point or shortly after that point,

the FBI interviews Wen Ho Lee; is that correct? Can you

take me through that chain of eventsg?

A Yeah., It becomes a little fuzzy at that point.

We did an interview. The Albuquerque did their firgt--let

me see here--I think it was in Janvary. I'm not sure. Give

me a minute., I'1) £ind it.

January 17th, the Albuquercque office of the FBI
interviews Lee, and obtained a signed statement from him

recounting hig contacts‘and travels with the PRC.

Q Were you involved at all in the decision to

interview him?

F No. That was being basically driven by the

Department of Energy gaying, on the 23rd, “We've suspended

his access for 30 days. Now FBI, come up with ‘something

that we can use to fire him and make his suspended access
stick.®
o) Okay .

A

high levels between the SAC of the Albuquerque field office.

section-chief level people at FBI Headquarters ‘and above,

and Ed Curran, and for all I know, the Secretary of Energy

and the Director of the FBI. I was not privy to these

And. there were a lot of communications going on at

|
|
|
|
|

{
|
}
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conversations. I would not necessarily be told that the

conversations even took place, much less what was being

decided.

Q Okay. So did you know--did you know that Lec was

going to be interviewed on the 17th? I'm trying to figure

out how much you were inveolved in--

A Yeah, I think I wag, yes. But ag to whether or

not. the interview would take place was no longer a decisgion
I could affect or have any influence on.

Q Ckay. And how about after that, what's sort of

the string of events that occurs after that?

Py vshortly after that it was discovered that during

the polygraph that Lee Wén Ho was given on the 23rd by the

Department of Energy--you know, they had initially concluded

The results were gent

back to FBI Headquarters for a separate evaluation,

something that's really typically not done. But it was in

January--I'm sorry, the 2nd of February. The FBI
Headguarters Polygraph Unit quietly adviseés us, in an

unofficial way, that they*ve got problemg looking at the

charts on the polygraph exam that was done by the DOE people
in December, and that DOE had sat there saying, "See, he

pagged hig polygraph exam, noc problem", and alllof a sudden
they now have to ¢go to the Secretary and say.

“Well,

actually there was a problem." And there was a flurry of
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activity for a day or so there. You know, all of a sudden
every expert in the world had to be shown the charts and

have an opinfon on the thing.

MR. LAWSKY: And this is February '99?

THE WITNESS: That's correct. February 2nd, 99

is when the FBI says, "Guys, these charts don't look good.«
BY MR. GEORGE:

Q And then what's the next decision that's made by

the FBI, the next activity that's--

A That Lee Wen Ho is going to be again interviewed

by the FBI, and this time polygraphed by the FBI, and it's
going to be a Headquartérs polygrapher.

8o I, nyself, ‘and & Headquarterg polygrapher went

‘| dovmn to Albuquerque, sﬁent three days down there, and the

polygrapher gave him a test. But more {mportantly, the

interview surrounding and during and after the test, Lee Wen

Ho made some incredible admiggions. Not incredible, no.

That's what we balieved all along, that he had sctually been

helping the Chinese with their nuclear weapone program. He,

however, did deny that he ever passed any clagsified

information. He did admit that he--that the {nformation he

was knowingly giving them would in fact help them with their

nuclear weapons program.

Q And based on that, there was then a search warrant

appligation that was pursued?
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IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF NEW MEXICO

UNITED STATES OF AM%{%E?,JE E}i

Plai ED STATES DISTRIGT COURT
mfasuaue RQUE. NEW 1)rxex1co

vs. DEC 231999  CRIMINAL NO. 99-1417 JC
)
WEN HO LEE, / ) (Z
lg Ve rri
Defe GLERK )

RESPONSE TO DEFENDANT WEN HO LEE'S MOTION
TO REVOKE JUDGE SVET'S ORDER OF DETENTION

The United States of America, by John J. Kelly, United States Attorney for the District of
New Mexico, and Robert J. Gorence, First Assistant United States Attorney, requests this Court
{o affirm United States Magistrate Judge Don J. Svet's order that defendant Wen Ho Lee (“Lee")
be detained prior to trial pursuant to 18 U.S.C. § 3142(f)(1)(B).! Lee stole this country’s nuclear
secrets. Lee is responsible for creating seven micsing coniputer tapes containing classified
information sufficient to build a functional thermonuclear weapon. Absent credible evidence to
the contrary, this Court must find that Lee continues to exercise dominion and control over these
seven lapes. Because Lee has denied the United States exclusive control over information that

could lcad to our military defeat, he poses an unprecedented risk of danger to the United States.

'Although Judge Svet did not reach the issuc of whether Lee poses a substantial risk
of flight. the United States continues to rely on that factor as a secondary basis for detention.
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I THE DETENTION HEARING AND JUDGE SVET'S FINDINGS

On December 13, 1999, United States Magistrate Judge Don J. Svet heard approximately
four and a half hours of testimony from three witnesses. The government called Dr. Stephen
Younger, the Associate Director for Nuclear Weapons at Los Alamos National Laboratory
("LANL"), and Special Agent Robert Messemer, the FBI Supervisory case agent. Lee called
Jean Marshall, Lee's next door neighbor and X Division colleague. After hearing the evidence
and the arguments of counsel, Judge Svet ordered Lee detained. In doing so, Judge Svet stated:

I am convinced that I'm right because of the testimony of Dr. Younger

who essentially gives us this equation. The knowledge of the defendant, plus the

missing tapes, the source code, are a clear and present danger to the national

security of the United States. So I will order him held.
(12/13/99 Detention Hearing Transcript ("Tr.") at 175-76.) Judge Svet's analysis was correct,

and this Court should affirm the order of detention.

I THE GOVERNMENT PROVED BY CLEAR AND CONVINCING EVIDENCE
THAT LEE IS A DANGER TO THE COMMUNITY.

The government does not contest that it must prove by clear and convincing evidence that
defendant is a danger ‘¢ the community if he is detained prior to trial on that basis. 18 U.S.C. §
3142(f). In determining whether the defendant is a danger to the community, the Court must
consider (1) the nature and circumstances of the offense charged, (2) the weight of the evidence
against the defendant, (3} the history and characteristics of the defendant, including such things
as his character, family tics, financial resources, and community ties, and (4) the nature and
seriousness of the danger to the community if defendant is released. 18 U.S.C. § 3142(g). The
Ninth Circuit has held that although the weight of the evidence against the defendant should be
considered, it is the least important factor. See United States v. Townsend, 897 F2d 989, 994 (Sth

2
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Cir. 1990) (citing United States v. Motamedi, 767 F.2d 1403, 1408 (9th Cir. 1985)). The degree
of danger posed by the defendant's release, however, is critical. See United States v. Leon, 766
F.2d 77, 81 (2nd Cir. 1985). Based on the four factors that the Court must consider, the
government presented clear and convincing evidence that Lee's release poses "the gravest
possible security risk to the United States.” (Tr. at 38.)

A. The Nature and Circumstances of the Indictment Against Lee Weigh Heavily in
Favor of Detention.

On December 10, 1999, a federal grand jury in Albuquerque returned a 59-count
indictment charging Lee with violations of the Atomic Energy Act of 1954 and the Espionage
Act. According to the indictment, LANL is responsible for the safe stewardship of a substantial
portion of the U.S. nuclear arsenal. The X Division at LANL has responsibility for the research,
design, and development of thermonuclear weapons. Located within X Division is the most
sensitive nuclear weapons data and information possessed by the United States, information that,
if improperly handled or disclosed, could causc scrious damage to the national security.

The indictment does not allege negligence on Lee's part. Instead, the indictment alleges
that in 1993 and 1994, Lee knowingly assembled 19 collections of files, called tape archive
(TAR) files, containing Secret and Confidential Restricted Data relating to atomic weapon
research, design, construction, and testing. Lecc gathered and collected this information from the
secure, classified LANL computer system, moved it to an unsecure, "open” computer, and then
later downloaded 17 of the 19 classified TAR files to nine portable computer tapes. In addition,
the indictment alleges that in 1997 Lee downloaded directly from the classified system to a tenth

portable computer tape a current nuclear weapons design code and its auxiliary libraries and

%)
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utility codes. Seven of the tapes Lee made remain unaccounted for as of today. The Atomic
Energy Act counts allege that Lee's conduct was knowing and with the intent to injure the United
States or aid a foreign power.

If convicted of any count under the Atomic Energy Act, Lee faces a maximum penalty of
imprisonment for any term of years or life and a $250,000 fine. If convicted of any of the federal
Espionage Act counts, Lee faces a maximum sentence of ten years imprisonment and a $250,000
fine. The extremely serious nature of the charges aganst Lee, in conjunction with the
surreptitious circumstances under which Lee gathered the nation's most sensitive nuclear secrets
as described below, weigh heavily in favor of detention.

B. The Nature and Sensitivity of the Secret Restricted Data Down-Partitioned and

Downloaded by Lee is Clear and Convincing Evidence that Lee's Release Would
Pose a Serious Danger to the National Security

At the December 13, 1999 detention hearing, Dr. Younger provided an unclassified
primer on American thermonuclear weapons and generally described how nuclear weapons work.
(Tr. at 8-10.) Dr. Younger, as the Associate Laboratory Director for Nuclear Weapons at LANL,
is responsible for a $900,000,000 program, 3,500 people, and is responsible for the research,
design, development, and safe stewardship of approximately 85% of the U.S. nuclear arsenal.
(Tr. at 8.) Dr. Younger testified that the major tool used to design and develop American
thermonuclear weapons are nuclear weapon design source codes. (Tr. at 10-13.) American
nuclear weapon design source codes are extraordinarily complex, hundreds of thousands of lines
long, and represent a "human-readable” graduate course in nuclear weapons design. (Tr. at 11.)
The source codes model and simulate every aspect of the very complex physics process involved
in creating a thermonuclear explosion. (Tr. at 11.) According to Dr. Younger, American nuclear

4
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weapon source codes are "the best in the world" because they are the product of 50 years of
enormous American national investment. (Tr. at 16.)

Although nuclear weapon source codes contain all of the physics involved in a
thermonuclear weapon, the source codes themselves require "data files" -- both classified and
unclassified -- to run actual simulations. (Tr. at 17.) Dr. Younger testified that data files contain
all of the physical and nuclear properties of materials required for a nuclear explosion. (Tr. at
17.) Like nuclear weapon source codes, the data files are the product of 50 some years of both
theoretical and experimental calculations, and they represent the knowledge that was acquired
from over 1,000 American nuclear tests. (Tr. at 19-20.) According to Dr. Younger, the data files
become classified, Secret Restricted Data when the properties of the materials are most directly
relevant to nuclear weapons, i.e., in environments involving very high pressures and
temperatures. (Tr. at 18.) The American national investment in producing information contained
on LANL Secret Restricted Data files is on a magnitude of "hundreds of billions of dollars.” (Tr.
at 20.) In addition, the type of data contained in classified LANL data files cannot be acquired
given the current ban on nuclear testing. (Tr. at 21.) Finally, Dr. Younger described nuclear
weapon "input decks" as mathematical descriptions of the actual geometry and materials within a
nuclear device itself. (Tr. at 21-22.)

Secret Restricted Data nuclear weapons source codes, the data files that operate them, and
the blueprints of a nuclear device as represented by input decks, are stored only on a classified
computing system at LANL. (Tr. at 25.) Dr. Younger was unaware of anyone who had ever
moved information of that sensitivity, in its entirety, to an unsecure computer. (Tr. at 25.) Lee,
however, is alleged 10 have down-partitioned from the classified computing system to the open

5
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computing system, and then downloaded on to portable computer tapes approximately 806
megabytes of classified American nuclear secrets.” (Tr. at 86-88.) According to Dr. Younger,
Lee down-partitioned and downloaded all of the significant nuclear weapons design codes used
by LANL for both primary and secondary design.

They [Codes A, B, D, and I] represent the complete nuclear weapons design

capability of Los Alamos at that time. There may have been small codes that

weren't included in there, but they were the big ones. And they would enable the

possessor to install the complete nuclear weapons design capability at a remote

location without a great deal of effort.

(Tr. at 30-31.) In addition, Lee down-partitioned from a secure computer to an open computer
and then downloaded on to portable computer tapes "all of the data files required to operate those
codes" as well as a range of input decks representing actual nuclear bomb designs that ranged in
sophistication from relatively simple to complex. (Tr. at 30-32.)

The information that Lee knowingly down-partitioned and downloaded on to the missing
portable computer tapes would mean different things to different unauthorized possessors. (Tr.
at 33.) For a group or state that "did not have the indigenous scientific capability to do it
alone," the information "would represent an immediate capability to design a credible nuclcar
explosive." (Tr. at 33.) A country that had some experience with nuclear explosives could use
the information to optimize its nuclear bombs. (Tr. at 34.) An advanced nuclear state could use
the information to "augment their own knowledge of nuclear explosives" and to "uncover

vuinerabilities in the American arsenal which would help them to defeat our weapons through

anti-ballistic missile systems or other mcans." (Tr. at 34.)

’According to Special Agent Messemer, 806 megabytes roughly translates into 800
reams of paper. (Tr. at 86-88.)
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Lee possesses cognitive knowledge that would assist an unauthorized possessor of the
stolen nuclear weapons source codes, data files, and input decks to operate them. (Tr. at 37.)
Given Lee's control of and access to the seven missing tapes, Lee poses an inconceivable risk to
U.S. national security. Specifically,

These codes and their associated data bases, and the input file, combined with

someone that knew how to use them, could, in my opinion, in the wrong hands,

change the global strategic balance. They enable the possessor to design the only

objects that could result in the military defeat of America's conventional forces.

The only threat, for example, to our carrier battle groups. They represent the

gravest possible security risk to the United States, what the president and most

other presidents have described as the supreme national interest of the United

States, the supreme national interest.

(Tr. at38))
C. The Secretive and Surreptitious Actions Undertaken by Lee to Accomplish the
Down-Partitioning and Downloading of Sccret Restricted Data Evidences that Lee
Intended to Injure the United States and Weigh in Favor of Detention.

The weight of the evidence against Lee supports an order of detention. Although defense
counsel has admitted that Lee created the tapes, they argued at the detention hearing before Judge
Svet that the government presented no evidence that Lee acted with the intent to injure the
United States or aid a foreign power. Lee's secretive and surreptitious actions to gather the
classified TAR files, to down-partition and downioad the files on to tapes, to lie to colleagues 1o
facihitate his actions, and then his subsequent deletions to cover his tracks all evidence an intent
to injure the United States. Lee's intent to injure the United States also can be inferred by the
additional testimony that the government will present to this Court that Lee, in taking complete

thermonuclear weapon design capability, stole information that was not in any way related to his

duties as a hydrodynamicist. The United States also will offer additional testimony that there
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was no work related reason to ever move the classified information that Lee moved and
downloaded on to computer tapes from the secure to the unsecure computing environment.
These facts evidence an intent to injure the United States by depriving it of exclusive control of
its most sensitive nuclear secrets.

According to Special Agent Robert Messemer, an agent with 16 years of experience in
foreign counterintelligence investigations, Lee engaged in multiple instances of highly secretive,
surreptitious and nefarious conduct in order to accomplish his allegedly illegal down-partitioning
and downloading of America's nuclear secrets. (Tr. at 111.) First, before Lee could accomplish
the down-partitioning of the 800 megabytes of America's nuclear secrets from the LANL closed
computer to the open computer, he had to, by keystroke, tell the computer that the information
itself was unclassified. (Tr. at 88-89.) Lee made these perniciously false representations to the
computer on many occasions and over an extended period of time without any supervisory input
or approval. (Tr. at 88-91)

Lee's next misrepresentation was to lie to a fellow T Division employee in order to use
the colleague's completely unsecure T Division computer, physically located outside the security
perimeter of LANL, to download America's nuclear secrets on to portable tapes. (Tr. at 90-97.)
Specifically, Lee lied to a T Division colleague by representing tc the T Division colleague that
Lee wanted to "download a resume" from the open computing system to a portable tape. Lee
never told the T Division employee that instead of downloading a resume. he would be moving
massive amounts of America's nuclear secrets on to an unclassified T Division work station and

putting them on portable computer tapes. (Tr. at 97.)



113

Lee's next misrepresentation occwred after he was interviewed and polygraphed by the
FBI on the unrelated W-88 investigation and after Lee had deleted all of his classified files from
the unclassified computing system. At that point, Lee approached two different T Division
colleagues and again requested access to an unsecure T Division workstation equipted with a
tape drive. Lee, when left alone at the unsecure T Division workstation, reconfigured two of the
tapes that he previously had downloaded, and deleted classified files from those tapes. (1. at
110-12.) Lee lied to this T Division employee to gain access to an unsecure workstation with a
tape drive. (Tr. at 109.) Lee's specific lies to this T Division employee were that he

needed to upload information contained on a 6150 tape . . . and needed to upload

it into the unclassified system in order to run some calculations. Moreover, [Lee]

said that he would make a copy of those calculations available to the [T Division]

user of this computer, ostensibly to [allay] any concerns he might have that Dr.

Lee was using it improperly.
(Tr. at 109.) Based on Agent Messemer's experience in foreign counterintelligence

investigations, Lee's actions were secretive and appeared to be clandestine. (Tr. at 111.)

D. Lee's Character Demonstrates a Pattern of Deception that, Combined with His
Risk to U.S. National Security, Weighs in Favor of Detention.

Section 3142(g)(3)(A) requires the Court to consider available information concerning
"the history and characteristics of the person, including the person's character . . . ." Lee's
memorandum states that "Dr. Lee is a loyal American. Through his work, he has contributed
greatly to this country's national security.” (Lee Memorandum at 5.) To rebut these assertions,

and offered pursuant to 18 U.S.C. § 3142(g)(3)(A) for a different insight on Lee's character,
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Agent Messemer will testify at the de novo hearing before this Court that Lee engaged in a
practice of deception at LANL beyond lying to colleagues.’

Agent Messemer will testify that on at least two occasions, Lee made significant
misrepresentations to LANL security personnel with regard to foreign trip reports that Lee made
in 1986 and 1988. Specifically, upon his return from foreign trips to the PRC in 1986 and 1988,
Lee denied that he had ever been approached by a foreign intelligence officer. Over a decade
later, Lee admitted to the FBI that he had lied on his LANL foreign trip reports and had in fact
been approached by PRC foreign intelligence officers.

Additionally, Agent Messemer will testify that on December 3, 1982, Lee called a former
employee of Lawrence Livermore National Laboratory who had been suspected of passing
classified information to the PRC. This call was intercepted pursuant to a Foreign Intelligence
Surveillance Act ("FISA") court authorized telephone surveillance, and was taped. After
introducing himself, Lee stated that he had heard about the Lawrence Livermore employee's
"matter" and that Lee thought he could find out who had "squealed” on the employee. On
November 6, 1983, the FBI interviewed Lee. Before being informed that the FBI had intercepted
his call to the Lawrence Livermore employee, Lee stated that he had never attempted to contact
the employee, did not know the employee, and had not initiated any telephone calls to him.

After being informed that the call had been intercepted. Lee admitted that he had called the

Lawrence Livermore employee and had previously misled the FBI on the matter.

Agent Messemer already testified about the classified documents found in Lee's T
Division office which Lee had physically altered to hide their classified nature. (Tr. at 82-85.)

10
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In sum, Lee has engaged in the pattern and practice of deception by lying to LANL
employees to further his scheme fo download information on to portable cassette tapes, by
physically altering classified documents to mask their classified nature, and by misleading
security personnel at LANL and the FBL. As such, Lee is an unsuitable candidate for release
pending trial.

1II. THE COURT SHOULD NOT RELY ON DEFENSE COUNSEL'S

REPRESENTATIONS THAT THE TAPES HAVE BEEN DESTROYED AND

THAT LEE NEVER INTENDED TO GIVE THEM TO AN UNAUTHORIZED

PERSON

Lee's attorneys repeatedly assert in their memorandum that “the tapes were destroyed."
(Lee's Memorandum at 3, 4.) Notwithstanding an enormous effort by the FBI to locate them,
seven of the tapes containing a complete nuclear design weapon capability are missing, along
with two other tapes which contain unclassified data files essential to run the nuclear weapons
codes successfully. (Tr. at 114-115.) The surveillance that was instituted by the FBI in early
April was done primarily in an attempt to locate the missing tapes. Unfortunately, the effort was
for naught. (Tr. at 120-121.)

Preliminarily, it is incredulous that Lee's lawyers want the United States government, on
a question that could effect the "global strategic balance of power," to accept their
uncorroborated assertion as fact. This is particularly true given the history of Lee's lawyers
missing the mark in their factual assertions to the government. As recently as December 10,
1999, Mark Holscher stated in a letter to U. S. Attorney John J. Kelly and First Assistant U.S.
Attormey Robert J. Gorence, that "we are deeply troubled that, despite your concession that you

have no proof whatsoever that Dr. Lee ever gave any tapes to anyone and the lack of any proof

11
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that these tapes ever lefi the highly secure X Division, you are planning to indict Dr. Lee.”
(Emphasis added.) (Mr. Holscher's letter is attached Exhibit 1.) The government obviously
made no such concession for the simple reason that there is irrefutable evidence that Lee's
downloading of America's nuclear secrets occurred in an unsecure T Division trailer after he had
bamboozled the T Division employee into letfing Lee use his computer. If Lee told his lawyer,
Mz. Holscher, that he never took America's nuclear secrets outside the highly secure X Division,
he lied to his attorney.

Second, on June 21, 1999, Mr. Holscher and Mr. Dan Bookin engaged in a full day
proffer session with the government. Despite requests by the government, Lee steadfastly
refused to be interviewed with regard to why he down-partitioned classified files and
downloaded America's nuclear secrets on to portable tapes. During the proffer session, Lee's
attorneys stated that Lee downloaded only unclassified files on to 6150 tapes and that heuseda T
Division colleague’s computer because “he was a friend who happened to have a tape drive on his
computer." After being informed that the government had credible evidence to the contrary,
Lee's attorneys said that if classified information had been dowaloaded on to 6150 tapes, Lec had
destroyed the tapes. At no time, and most particularly not during the December 13, 1999
detention hearing, were any specifics or corroboration provided regarding when or how the
downloaded classified tapes were allegedly destroyed. It appears that Lee's attorneys have taken
a different tack than the one they chose to take on June 21, 1999 and now concede that Lee in
fact downloaded America's nuclcar secrets on to portable tapes.

With so much at stake, and Lee's attorneys' ever-shifting "declarations," the government

uld be derelict if anything but skeptical. There is no evidence, much less any corroboration,

12
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that the tapes have been destroyed. Agent Messemer will testify during the de novo hearing
about what transpired during the proffer session between the government and Lee's attorneys and
why, based on his foreign counterintelligence experience, the United States cannot base its
national security on the uncorroborated declaration of Lee's lawyers who have consistently not
provided credible explanations.

In his memorandum, Lee repeatedly asserts that the government has no evidence that Lee
passed or communicated classified information to an unauthorized person, or attempted to do so.
(Lee Memorandum at 1, 4.) Quite simply, this is inaccurate. The government will offer
evidence at the de novo hearing that in February 1999, Lee failed a polygraph examination
directly on the question of whether or not he ever passed or transmitted classified information to
an unauthorized person.* While recognizing that polygraph evidence is inadmissible to establish
criminal liability, it is relevant and probative under 18 U.S.C. § 3142(g)(4) as to the risk
associated with releasing Lee pending trial. See United States v. Bellomo, 944 F. Supp. 1160,
1163 (S.D.N.Y. 1996) (polygraph evidence properly considered at detention hearing); United
States v. Hernandez, 939 F. Supp. 108, 110 (D.P.R. 1996) (court properly admitted, evcivated

and considered polygraph exam results in detention hearing).

“The February 1999 polygraph is not the only polygraph that Lee took. Lee passed
a polygraph in 1984 on the same issue. The FBI determined that another polygraph examination of
Leein December 1998 was inconclusive, although the contract examiner for DOE, Wackenhut, Inc.,
concluded that Lee passed the exam.

13



118

IV.  ONLY DETENTION IN CONJUNCTION WITH SPECIAL RESTRICTIONS ON

LEE’S COMMUNICATIONS CAN REASONABLY ASSURE THAT LEE WILL

NOT DISCLOSE CLASSIFIED INFORMATION AND THEREBY ENDANGER

NATIONAL SECURITY

As pointed out in Lee's motion, restrictions have been placed on Lee’s communications
during his detention. Lee has been segregated from other prisoners; only members of his
immediate family and his attorneys are permitted to visit him, all family visitations are
monitored by an FBI agent; Lee does not have access to a phone other than to call his attorneys,
and his mail is monitored. These restrictions have been imposed because detention by itself
cannot reasonably assure that Lee will not disclose classified information that would endanger
the nation’s security. The Attorney General has broad authority to place restrictions on pretrial
detainees to safeguard national security by preventing the unauthorized dissemination of
classified information. Pretrial services could not monitor Lee to the extent necessary to protect
this extremely sensitive classified information if he is released. Consequently, there are no
conditions of release that can reasonably assure the nations's security, and Lee should be detainec
pending trial.
V. LEE IS A FLIGHT RISK

The government must prove by a preponderance of the evidence that a defendant is a
flight risk if he is detained prior to trial on that basis. See, e.g.,United States v. Zulam, 84 F.3d
441, 442 (D.C. Cir. 1996); Townsend, 897 F.2d at 994. In determining whether a defendant 1s a
flight risk, the Court must consider the same four factors that it considered in determining
whether the defendant is a danger to the community. See id. at 993; 18 U.S.C. § 3142(g). Based

on these factors, Lee should be detained.
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As already discussed, the nature of the charges against Lee are serious and carry severe
penalties. The severity of the penalties that Lee faces if he is convicted provide an incentive for
him to flee before trial. See Townsend, 897 F.2d at 995.

The weight of the evidence against Lee also weighs in favor of detention. Lee's attorneys
already have admitted that Lee created the tapes, and the main issue is whether he intended to
injure the United States or aid a foreign power. The surreptitious nature of Lee's acts, the
meticulousness with which he gathered nuclear secrets unrelated to his work, his lies to his
colleagues, and his efforts to cover his tracks all evidence his intent to injure the United States or
aid a foreign power.

With respect to Lee's ties to a foreign nation, Agent Messemer testified that Lee was born
abroad, speaks a foreign language, has siblings who live abroad, applied for foreign employment
in 1992 and 1993, and recently taught and lectured abroad. (Tr. at 76-78, 148-53.)
Consequently, although Lee also has ties to New Mexico, his background indicates an ability and
willingness to live abroad, which makes him more of a flight risk. Moreover, although defense
counsel has indicated that Lee is willing to provide an irrevocable waiver of extradition
surrendering his right to contest extradition if he is found in another country, the United States
has no way of knowing whether such a waiver would be enforceable in any of the many countries
around the world to which Lee could flee.

Finally, the risk that Lee could disclose American nuclear secrets to a foreign power
weighs heavily in favor of detention. The tremendous value to a foreign country of the

information on the seven missing tapes could itself provide the necessary incentive for such a
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country to provide a safe haven for Lee, which "possibility must be taken into account in
evaluating the risk of fight." Townsend, 897 F.2d at 994. Lee should be detained pending trial.

V1. THE LENGTH OF LEE'S DETENTION CURRENTLY DOES NOT VIOLATE
HIS FIFTH AMENDMENT RIGHT TO DUE PROCESS.

Lee asserts in his memorandum that "this case will not go to trial for at Jeast a year" and
consequently his pretrial detention "for a such a prolonged period would vitiate the presumption
of innocence and violate his right to due process.” (Lee Memorandum at 9.) While the
government is not clairvoyant as to the date of the trial, the government will provide all Rule 16
and Jencks Act discovery once counsel obtain their appropriate security clearances according to
the schedule ordered by Judge Conway. This should greatly facilitate a trial within a reasonable
period of time.

Even if this Court were to assume that Lee would be detained for one year prior to trial,
that period of detention would not violate Lee's Fifth Amendment due process right. A
defendant can be detained prior to trial consistent with the Due Process Clause of the Fifth
Amendment as long as the confinement does not amount to "punishment of the detainee." Bell v.
Wolfish, 441 U.S. 520, 535 (1979). In United States v. Salerno, 481 U.S. 739, 747 (1987), the
Supreme Court held that the pretrial detention of a defendant under the Bail Reform Act of 1984
does not constitute punishment, and thus does not violate the Due Process Clause of the Fifth
Amendment. The Court declined, however, to decide “the point at which detention in a
particular case might become excessively prolonged, and therefore punitive, in relation to
Congress' regulatory goal." Id. at 748, n.4. In United States v. Accetturo, 783 F.2d 382, 388 (3rd

Cir. 1986), the Third Circuit stated:
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Because due process is a flexible concept, arbitrary lines should not be drawn

regarding precisely when defendants adjudged to be flight risks or dangers to the

community should be released pending trial. Instead, we believe that due process

judgments should be made on the facts of individual cases, and should reflect the
factors relevant in the initial detention decision, such as the seriousness of the

charges, the strength of the government’s proof that defendant poses a risk of

flight or a danger to the community, and the strength of the government's case on

the merits. Moreover, these judgments should reflect such additional factors as

the length of the detention that has in fact occurred, the complexity of the case,

and whether the strategy of one side or the other has added needlessly to that

complexity.

There are no bright lines for determining the constitutional limits on the length of time
that the government may detain a person pending trial. United States v. Ojeda Rios, 846 F.2d
167, 169 (2nd Cir. 1988). In assessing a claim of a due process violation in the context of
pretrial detention, this Court should consider three factors: (1) the length of the detention, (2} the
extent to which the prosecution is responsible for the delay, and (3) the strength of the evidence
upon which detention is based. See United States v. Orena, 986 F.2d 628, 631 (2nd Cir. 1993).
At this point, this issue is purely speculative, and all factors currently weigh in favor of the

government's position that Lee's due process rights arc not violated by continued detention.

VIL. PRETRIAL DETENTION WILL NOT AFFECT LEE’S SIXTH AMENDMENT
RIGHT TO COUNSEL.

Lee argues in his motion that pretrial detention will violate his Sixth Amendment right to
counsel because Lee will not be able to view classified matenals if he is detained. This argument
has no merit. Even if Lee were not detained prior to trnial, he and his attorneys would have to be
escorted to a secure environment at LANL to review classificd material there. If Lee is detained
prior to trial, the United States will make arrangements with the Marshall Service to transport

Lee to a sccure environment to meet with his lawyers and review classified material as necessary
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to prepare for his defense. If Lee and his attomeys require access to LANL, the United States
will arrange for such access upon reasonable notice, just as it would if Lee were not detained.
Pretrial detention will not affect Lee’s Sixth Amendment right to counsel.
VIII. CONCLUSION

Lee stole America's nuclear secrets sufficient to build a functional thermonuclear weapon.
Lee absconded with that information on computer tapes, seven of which are still missing. Those
missing tapes, in the hands of an unauthorized possessor, pose a mortal danger to every
American. The govenment does not know what Lee did with the tapes after he surreptitiously
created them. Despite previous denials, Lee now admits that he created the tapes -- tapes which
the government will establish contain an entire thermonuclear weapon design capability. The
risk to U.S. national security is so great if Lee were to communicate the existence, whereabouts,
or facilitate use of the tapes that there is no condition or combination of conditions that will
reasonably assure the safety of this country if Lee is released. The United States respectfully
requests that the Court order that Lee be detained pending trial.

Respectfully submitted,

JOHN J. KELLY
ited States Attorney

ROBERT J. GORENCE
First Assistant United States Attomney
P.O. Box 607

Albuquerque, New Mexico 87103
(505) 346-7274
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O’MELVENY & MYERS LLP

CENTURY CFfY 400 South Hope Street HONC zoNe

NEWPORT BEACH Loz Angeles, Califomia goo71-2899 LONDON

NEW YORK TELEPHONE (213} 430-6000 Srancint

SAN FRANCISCO PACSIMILE (113) 430-6407 T08ra
+ waSHINGTON, D.C. INTERNET: Www,0mm.com

December 10, 1999

VIA COURIER AND FACSIMILE [505] 224-2276

United Siates Antorney John Kelly
First Assistant United States Altomney Robent Gorence
United Staies Atnoruey’s Office for the
Distnet of New Mexico
201 3rd Street NLW.
Alhuquerque, New Mexico 87108

Re: - Investgation of Dr. Lee
Dear U.S. Anommey Kelly and First Assistant Gorence:

1 write 10 accept Mr. Kelly’s request that we provide him with additional credible and
verifiable informanon which will prove thar Dr. Lee is innocent. On the afternoon of
Wednesday December 8, Mr. Kelly informed me that 1t was very likely that Dr. Lee would be
indicted within the next three 1o four business days. In our phone conversation, Mr. Kelly 10ld
me that the only way that we could prevent this indictment would be 10 provide a credible and
verifiable explanancn of what he described as missing 1apes.

We will immediately provide this credible and ver:fiable explanation, Specifically, we
are prepared 10 make Dr. Lee immediately available 10 2 mutually agreeable polygraph examiner
1o venify our repeated wrillen representations that at no time did he mishandle those tapes in
guestion and o contirm that the he did not provide the 1apes to any third party. As asign of our
good faith, we will agree 1o subrmut Dr. Lee 10 the type of polygraph examinapion procedure that
has recenily been instituted at the Los Alamos Laboratory 1o question scientists. v is our
understanding thar the government has reaffirmed that this new polyygraph procedure is the best
and most accurate way 10 verify that scientists are properiy handling classified information.

Because the starute of limitations will not run for years on the charges that the
covernment is considening, we know of no reason for you 1o not accept this offer. Inany evenr,
we are also prepared to sign an agreement today To waive the statute of limitations period for the
time it takes 1o agree on the procedures, so that there ¢an be no possible downside to the
government o receive this important information.

GOVERNMENT
EXHIBIT

g
L
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pac-ig~198y u¥:Zoam From=0"MeLvenl & micadnar waise TEIIINUIE A 1 wueresd f gep

O'MELVENY & MYERS 142
Lermer 10 Unuted States Allaruey Joha Kelly and First Assistant Unned States Anorucy Robert Gorenes — Ocrober 7,
1899 — Page 2

By separate lemer, we will again raise with you our deep concerns with the manner in
which this investigation continues to being mishandled. We are deeply troubled that, despite
" your concession that you have no proof whatsoever thar Dr. Lec ever gave any tapes to anyone
and the lack of any proof that these 1apes ever left the highly secure X division, you are planming
1o indict Dr. Lee. As our earlier presentations have made clear, such an indicoment would be 3
horrible injustice. We, hawever, wanted 1o ensure that you immediately receive our acceprance
of your request for informarion before we readdress these other issues.

Very muly yours,

el Aac/_

Mark Halscher
of O'MELVENY & MYERS LLP

ec: James K. Robinson, Chief, Criminal Division, U.S. Deparunent of Justice
Daniel Bookin, Esq.
John Cline, Bsq.

LA2d90335 ¢
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IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF NEW MEX e '
| FTLED

U.S. DISTRICT COURT
ABUGUERQUE, NEW MEXICO

DEC 3 01939

Plaintiff, d/ﬁi{,f% » ‘g

v. CR. No. $%EAK JC

UNITED STATES OF AMERICA,

WEN HO LEE,

Defendant.

MEMORANDUM OPINION AND ORDER
On December 17, 1999, Defendant Wen Ho Lee (“Dr. Lee”) filed “Motion of Wen Ho
Lee to Revoke Magistrate Judge’s Detention Order,” (Doc. No. 17). After conducting a three-
day evidentiary hearing and carefully reviewing the applicable law, I conclude that at this time
there is no condition or combination of conditions of pretrial release that will reasonably assure
the appearance of Dr. Lee as required and the safety of any other person, the community, and the

nation. Dr. Lee’s motion will, therefore, be denied.
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1 BACKGROUND

The Government alleges that in 1993 and 1994 Dr. Lee assembled a collection of
nineteen files, called tape archive (TAR) files, containing secret and confidential restricted data
relating to nuclear weapons research, design, construction, and testing. According to the
Government, Dr. Lee gathered these ('}Iw from the secure clagsified “red™ partition computers at
the Los Alamos National Laboratory (“LANL") and moved them to unclassified open “green”
partition computers. The Government alse alleges that Dr. Lee later downloaded seventeen of
the nineteen classified TAR files from the green partition computers to nine portable computer
tapes and that in 1997 Dr. Lee downloaded from the red partition secured computers directly to a
tenth portable computer tape a current nuclear weapons design code and its auxiliary libraries
and utility codes. Seven of the ten portable computer tapes are unaccounted for, Dr. Lee's
attorneys say they have been destroyed.

Although Dr. Lee began transferring and downloading classified files from the secure red
partition during 1993, Government agents did not become aware of Dr. Lee’s actions until 1998
when an investigation began. By late May or June 1999, the Government hac developed
probable cause to believe Dr. Lee commitied the offenses for which he eventually was arrested
and indicted more than half a year later on December 10, 1999. The Government could have
sought a warrant ta arrest Dr. Lee in May or June 1999 but chose not to do so even though,
according fo testimony of Government witnesses, Dr. Lee presented an enormous risk to the
national security throughout the six to seven month period the Government chose to delay
arresting Dr. Lee. The Government did place Dr. Lee under round-the-clock surveitlance during
that time in the hope that Dr. Lee would lead the Government to the seven missing portable

2.
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computer tapes. Dr. Lee’s movement within the United States was not restricted during this
period, although he surrendered his passport to his atiorney.

On October 14, 1999, CNN reported that law enforcement sources revealed that Dr. Lee
had transferred secret “legacy codes” related to the United States nuclear weapons programs,
described by a nuclear weapons expert as “the crown jewels of our nuclear weapon design
effort,” from a secure to a non-secure computer and next copied the codes on tape. CNN further
said that investigators disclosed that they had been unable to account for some of the tapes and
that Dr. Lee had failed to produce the tapes despite being asked to do so. Nevertheless, although
this information involving missing tapes containing highly secret information about the United
States nuclear weapons programs was put into the public domain by CNN during October 1999,
Dr. Lee was not taken into custody until two months later.

On December 10, 1999, the grand jury returned a fifty-nine count indictment against Dr.
Lee charging him with violations of the Atomic Energy Act, 42 US.C. § 2275, Pub. L. No. 106-
65, § 3148(b), 113 Stat. 938 (1999) (Receipt of Restricted Data) and 42 U.S.C. § 2276
(Tampering with Restricted Data), and the Espionage Act, 18 U.5.C. § 793 (Gathering.
transmitting or losing defense information). Although Pretrial Services recommended Dr. Lee’s
release on a $100,000 fully secured bond and electronic monitoring, at a December 13, 1999
detention hearing United States Magistrate Judge Don J. Svet ordered the pretrial detention of
Dr. Lee under 1§ U.S.C. § 3142 on the ground that Dr. Lee posed a danger to the community

k On December 17, 1999, Dr. Lee filed a motion under 18 U.S.C. § 3145(b} seeking an
order revoking Magistrate Judge Svet’s detention order and asking that conditions of release be
set. Dr. Lee requested an expedited hearing and proposed the following conditions: 1.} that Dr.
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Lee’s neighbor, Jean Marshall, serve as third-party custodian; 2.) that Dr. Lee consent to a search
of his home before he retumns to ensure that he does not have se;v'en tapes that the Gov;imme:m
claims are missing and that Dr. Lee claims were destroyved; and 3.) that Dr. Lee execute an
irrevocable waiver of extradition surrendering his right to contest his return to the United States
if he is found in a foreign country.’ Ata December 20, 1999 scheduling conference the parties
agreed that I should hold the hearing because the judge to whom the case has been assigned,
Chief Judge John Edwards Conway, was unavailable and would not be able to hold the hearing
until January 12, 1999.% See Order of December 21, 1999, (Doc. No. 21). The hearing began on
December 27, 1999° and ended on December 29, 1999.
11 LAW

In enacting the federal Bail Reform Act of 1984, Congress responded to criticism that the
Bail Reform Act of 1966 did not afford judgcs appropriate authority to make decisions regarding

the pretrial release of defendants who posed serious risks of flight or danger to the community.

! Dr. Lee had not offered these conditions for Magistrate Judge Svet’s consideration.

218 U.S.C. § 3145(b) states that a motion for review and revocation of a magistrate
judge’s detention order “shall be determined promptly.”

3 Immediately before the beginning of the presentation of testimony on December 27,
1999, the Court and counsel conferred about a letter dated December 10, 1999 from Mr.
Holscher, one of Dr. Lee's attorneys, to United States Attorney John Kelly. In his letter, Mr.
Holsher offered to have Dr, Lee submit to another polygraph examination, to be performed by an
agreed upon examiner, to confirm that the tapes were destroyed and that Dr. Lee did not
mishandle them or provide them to unauthorized persons while he possessed them. Mr. Holsher
stated that the offer presented in the December 10, 1999 letter still stands. The Government
attorneys expressed concerns about the scope of questions that could be asked of Dr. Lee and
counsel for both parties discussed a procedure for handling this. The process was to begin by the
Government attorneys providing a list of questions they want to ask about the missing tapes.

4
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See S. Rep. No. 98-225 (1983), reprinted in 1984 U.S.C. A.AN. 3182. The legislative history of
the Bail Reform Act of 1984 states that “there is a small but identifiable group ofpanicularly
dangerous defendants as to whom neither the imposition of stringent release conditions nor the
prospect of revocation of release can reasonably assure the safety of the community or other
persons,” and that it was this “limited group of offenders that the courts must be given the power
to deny release pending trial.” Id. at 6-’}, reprinted in 1984 U.S.C.A. AN at 3189. The
legislative history stresses that “the decision to provide for pretrial detention is in no way a
derogation of the importance of the defendant’s interest in remaining at liberty prior to trial,” but
notes that this interest must be weighed against society’s interest in protecting the community.
id.

Consistent with this legislative history and a defendant’s presumption of innocence,* the
statutory scheme of 18 U.S.C. § 3142 generally favors the pretrial release of defendants. See 18
U.S.C. § 3142(b); United States v. Orta, 760 F.2d 887, 890 (8th Cir. 1985). However, for a
narrowly defined group of defendants Congress clearly indicated that it did not encourage pretrial
release. See 18 U.S.C. § 3142(e). Congress prescribed that “a rebuttable presumption arises that
no condition or combination of conditions [of release] will reasonably assure the safety of any
other person and the community” if the judicial officer finds that the defendant had previously
been convicted of comrmitting one of certain serious crimes while the defendant was on release
pending trial for a Federal, State, or local offense, and “a period of not more than five years has

elapsed since the date of conviction, or the release of the person from imprisonment, for the

“In § 3142(3) Congress emphasized that “[njothing in this section shall be construed as
modifying or limiting the presumption of innocence.” 18 U.S.C. § 3142()).

w
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offense” of conviction. 18 U.S.C. § 3142(e). Congress also separately provided that “[slubject
to rebuttal . . . it shall be presumed that no condition.or combination of conditions willy
reasonably assure the appearance of the person as required and the safety of the community if the
Jjudicial officer finds . . . probable cause to believe” that the defendant committed one of certain
specified offenses, regardless of whether the defendant had any prior convictions. /d.

At the December 13, 1999 detention hearing, the Government conceded that neither of
these statutory rebuttable presumptions of detention applies in this case. See Tr. of December 13,
1999 hearing at 7. During the December 20, 1999, scheduling conference, an attorney for the
Government also stated that the rebuttable presumption of § 3142(e) did not apply to Dr. Lee.
See Tr. of December 20, 1999 hearing at 7. Therefore, this Court must begin its analysis with the
backdrop of Congressional preference for pretrial release under 18 U.S.C. § 3142. See 18 U.S.C.
§ 3142(b); Orta, 760 F.2d at 890.

Under § 3142(b), a judge “shall order the pretrial release” of a defendant on personal
recognizance or unsecured appearance bond “unless” the judge determines that the defendant’s
release “will endanger the safety of any other person or the cormmunity™ or “will not reasonably
assure’ the defendant’s appearance. 18 U.S.C. § 3142(b). Ifrelease under § 3142(b) is not
appropriate, then a judge “shall order the pretrial release” of a defendant “subject to the least
restrictive further condition, or combination of conditions, that such judicial officer determines
will reasonably assure the appearance of the person as required and the safety of any other person
and the community.” 18 U.S.C. § 3142(c){(1}{B). One of the many conditions specifically
contemplated by § 3142(c)(1)(B) is a defendant’s supervision by a third-party custodian, 18
U.S.C. 8§ 3142(c)1)B)(E). “The wide range of restrictions available ensures, as Congress
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intended, that very few defendants will be subject to pretrial detention.” Orta, 760 F.2d at 8§91,

Only afier a hearing and a finding that “no condition or combination of Condi‘tions will
reasonably assure the appearance” of the defendant and the safety of the community.® can a judge
order a defendant’s pretrial detention. 18 U.S.C. § 3142(e). A finding against release mustbe 4
“supported by clear and convincing evidence.” 18 U.S.C. § 3142(f).

Congress has instructed judicial officers “in determining whether there are conditions of
release that will reasonably assure the appearance of the person as required and the safety of any
other person and the community” to take into account the available information regarding the
following factors:

(1) The nature and circumstances of the offense charged,
including whether the offense is a crime of violence or involves a
narcotic drug;

(2) the weight of the evidence against the person;

(3) the history and characteristics of the person, including~

(A) the person's character, physical and mental condition,
family ties, employment, financial resources, length of residence in
the community, community ties, past conduct, history relating to
drug or alcohal abuse, eriminal history, and record concerning
appearance at court proceedings; and

(B) whether, at the time of the current offense or arrest, the
person was on probation, on parole, or on other release pending

~ trial, sentencing, appeal, or completion of sentence for an offense

under Federal, State, or local law; and

* The legat standard set forth in subdivision (c) and (e} differs from that of subdivision
{b), which *reemphasizes congressional intent to preserve the statutory bias favoring pretrial
release for most defendants. . . .The change from the negative to the positive in the flight
determination standard and from ‘will’ to *will reasonably assure’ in the dangerousness
evaluation criterion renders it more difficult to find the defendant a flight and safety risk.” Orta,
760 F.2d at 891 n. 14,
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(#) the nature and seriousness of the danger to any person or the
community that would be posed by the person's release.

18 U.S.C. § 3142(g).
Finally, it should be noted that “the district court’s review of a magistrate’s detention
order is to be conducied without deference to the magistrate’s factual findings.” United States v.
Koenig, 912 F.2d 1190, 1192 (9th Cir. 1990).
III. DISCUSSION
In determining whether there are any conditions of release that will reasonably assure the
appearance of Dr. Lee and the safety of the community, the first factor to be considered is the
“nature and circumstances of the offense charged, including whether the offense is a crime of
violence or involves a narcotic drug.” 18 U.S.C. § 3142(g)(1). Dr. Lee is alleged to have
violated the Atomic Energy Act, 42 US.C. § 2275-2276, and the Espionage Act, 18 US.C. §
793, neither of which involves crimes of violence or narcotic drugs. Dr. Lee is charged under 42
U.S.C. § 2275, with receiving restricted data. This statute states in relevant part:
Whoever, with intent to injure the United States or with intent to
secure an advantage to any foreign nation, acquires, or attempts or
conspires to acquire any document, writing, sketch, photograph,
plan, model, instrument, appliance, note, or information involving
or Incorporating Restricted Data shall, upon conviction thereof, be
punished by imprisonment for life, or by imprisonment for any
term of years or & fine of not more than $100,000 or both.
Dr. Lee is also charged with violating 42 U.S.C. § 2276, which prohibits tampering with
restricted data. Section 2276 reads, in relevant part:
Whoever, with intent to injure the United States or with intent to
secure an advantage to any foreign nation, removes, conceals,

rampers with, alters, mutilates, or destroys any document, writing.,

8-
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sketch, photograph, plan, model, instrument, appliance, or note
involving or incorporating Restricted Data and used by any
individual or person in connection with the production of special
nuclear material, or research or development relating to atomic
energy, conducted by the United States, or financed in whole or in
part by Federal funds, or conducted with the aid of special nuclear
material, shall be punished by imprisonment for life, or by

imprisonment for any term of years or a fine of not more than
$20,000 or both.

Finally, Dr. Lee is charged with violating 18 U.S.C. § 793. This statute states in relevant

part:

{a) Whoever, for the purpose of obtaining information respecting
the national defense with intent or reason to believe that the
information is to be used to the injury of the United States, or to
the advantage of any foreign nation . . .

{c) Whoever, for the purpose aforesaid, receives or obtains or
agrees or attempts to receive or obtain from any person, or from
any source whatever, any document, writing, code book, signal
book, sketch, photograph, photographic negative, blueprint, plan,
map, model, instrument, appliance, or note, of anything connected
with the national defense, knowing or having reason to believe, at
the time he receives or obtains, or agrees or attempts to receive or
obtain it, that it has been or will be obtained, taken, made, or
disposed of by any person contrary to the provisions of this
chapter; or

(e) Whoever having unauthorized possession of, access to, or
control over any document, writing, code book, signal book,
sketch, photograph, photographic negative, blueprint, plan, map,
model, instrument, appliance, or note relating to the national
defense, or information relating to the national defense which
information the possessor has reason to believe could be used to
the injury of the United States or to the advantage of any foreign
nation, willfully communicates, delivers, transmits or causes to be
communicated, delivered, or transmitted, or attempts to

R
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communijcate, deliver, transmit or cause to be communicated,
delivered, or transmitted the same to any person not entitled to
recetve it, or willfully retains the same and fails to deliver it to the
officer or employee of the United States entitled to receive it;

Shall be fined under this title or imprisoned not more than ten
years, or both.

Although the charges against Dr. Lee fall short of espionage, the nature of the offenses he
is alleged to have committed are quite serious and of grave concern to national security. The
circumstances under which Dr. Lee is alleged to have acted in committing the offenses are also
deeply troubling.

Government witnesses testified in detail at the hearing about the clandestine
circumstances in 1993 and 1994 under which Dr. Lee moved classified files in a very suspicious
way from a secure restricted red partition computer system to an unsecure open green partition
system and then in a devious manner downloaded that sensitive information to portable tapes.
According to the Government’s witnesses, the codes and files transferred and downloaded by Dr.
Lee contained all the information needed to build a functional thermonuclear weapon and
represented the “crown jewels” of the United State’s nuclear weapons program. Several
witnesses testified that in 1993 and 1994 Dr. Lee downloaded nineteen classified files from the
open green computer System to nine portable computer tapes and that in 1997 he downloaded
classified information directly from the red partition secured computers to a tenth portable
computer tape. Government witnesses also testified that during 1993 or 1994 Dr. Lee asked a
favor from a T division employee who did not have a Q clearance and who was working in a
trailer outside the perimeter of the secure X division. According to the Government witnesses,

-10-



136

Dr. Lee told the T division employee he wanted to download his resume onto a tape. Dr. Lee
asked the T division employee for a lesson in downloading information from the open green
computer to portable computer tapes, which was a function Dr. Lee’s computer couid not
perform.® Government witnesses testified that the T division employee breached LANL security
requirements when he then wrote down on a piece of paper, which was eventually found in an
FBI search of Dr. Lee’s house, his password and unique log-on name. Witnesses for the
Government also testified that Dr. Lee never revealed to the T division employee that he would
be downloading an enormous volume of classified information onto the portable computer tapes.
The Government’s witnesses, most of whom are scientists at LANL and are acutely
aware of the sensitive nature of the transferred information, consistently described Dr. Lee’s

»

conduct as “inconceivable,” “unimaginable,” and “nefarious,” and stated that there was
absolutely no work-related reason for Dr. Lee to have moved the highly sensitive classified
information to the open green partition computer system or to have downloaded this information
to portable computer tapes. Without exception, every scientist or worker from LANL who
testified at the hearing made it quite clear that Dr. Lee’s transfer and downloading of highly
sensitive classified information was unprecedented in the history of LANL, that they did not
know of anyone else ever purposefully transferring and downloading classified material, and that

Dr. Lee’s actions could not have been the result of a simple mistake. Significantly, although

there are hundreds of workers in the X division of LANL, and although two Q-cleared LANL

¢ At the time, there was no tape drive attached to Dr. Lee’s computer that would allow

him to download information onto portable computer tapes from his own computer in the X
division

-
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workers testified on Dr. Lee’s behalf regarding their offer to be his third-party custodian, not a
single LANL scientist or employee testified that Dr. Lee’s actions were routine or tacitly
condoned at LANL.

The purposefulness with which Dr. Lee acted was further underscored by testimony that
in order to transfer files to the open green partition computer system, Dr. Lee had to override the
default on the secure red partition computer system. A Government witness testified that in the
red partition computer system, files are automatically saved as classified, but that Dr. Lee
overrode this automatic default by typing in “cl=u,” which falsely indicated to the computer that
the files he was saving to the open green partition computer system were unclassified.
According to the evidence, it took Dr. Lee approximately forty hours to collect and transfer the
nineteen highly sensitive classified computer files from the secured red partition computer
system to the open green partition computer system, which effectively eliminates any possibility
that Dr. Lee’s actions were accidental. Thus, the circumstances under which the alleged offenses
occurred are highly suspicious and weigh in favor of Dr. Lee’s pretrial detention.

Under § 3142(g), the second factor to be considered by the judicial officer, which
overlaps with the previous discussion of the first factor, is the weight of the evidence against Dr.
Lee. The Government presented direct evidence that Dr. Lee acquired or tampered with
restricted data as charged under 42 U.S.C. § 2275 and § 2276 and that he acquired material
connected with national defense or had unauthorized possession of information relating to
natioﬁa} defense as charged under 18 U.S.C. § 793. Although the Government did not present
any direct evidence regarding Dr. Lee’s intent to harm the United States or to advantage a foreign
nation, which is an element of the offenses he is charged with committing, the Government did
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present circumstantial evidence of Dr. Lee’s intent to violate these provisions of the Atomic
Energy Act and ‘thc Espionage Act. This evidence, which is discussed in detail above, included
the following testimony: that the classified information Dr. Lee transferred and downloaded is of
a highly sensitive nature; that Dr. Lee’s conduct was secretive and deceptive; and that there
would have been no work-related reason for Dr. Lee to transfer the sensitive classified
information from the red partition computer system to the green partition computer system and
download it to portable computer tapes. The Government also produced information about
various suspicious contacts or meetings between Dr. Lee and nuclear weapons scientists and
officials from the Peoples Republic of China that occurred both within the United States and in
China. A Government witness also testified that Dr. Lee once said he may have “inadvertently”
given classified information to a foreign scientist, although Dr Lee’s attorneys brought out that
this may have been a reference to material in an asticle that had been cleared for publication.
The third factor under the statute requires evaluation of Dr. Lee’s “character, physical and
mental condition, family ties, employment, financial resources, length of residence in the
community, community ties, past conduct, history relating to drug or alcohol abuse, criminal
history, and record conceming appearance at court proceedings.” 18 US.C. § 3142(g)(3)(A).
Regarding Dr. Lee’s character, the Government’s witnesses testified that Dr. Lee has lied to
LANL employees and to law enforcement agents and has consciously deceived them about the
classified material that he had put on the tapes and about contacts with foreign scientists and
officials. No evidence was presented to suggest that Dr. Lee presently suffers from any mental
illness or serious medical condition, and he seems to be in good mental and physical condition.
From all appearances, Dr. Lee has a close-knit immediate family, which consists of his wife and
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two adult children who have been present each day of the hearing. It also appears that other
family members have attended the hearing and have provided support to Dr. Lee. Concerning
employment, Dr. Lee began working as a scientist during 1967, After working for several
different organizations, Dr, Lee was employed at LANL from December 1978 to March 8,
1999, when his employment was terminated. Dr. Lee, who has resided in Los Alamos for two
decades, has significant ties to the community. He also has substantial financial resaurces; his
assets include a home in Los Alamos, two houses in Albuquerque, and several motor vehicles,
and he has a pension income, Aside from Dr. Lee’s deceptive behavior regarding the issues
raised in this case, his past conduct appears to have been lawful and without reproach. It is
undisputed that Dr. Lee has no criminal history or history of drug or alcohol abuse. Although
Dr. Lee’s appearance at court proceedings has been guaranteed by the fact he isin custody, it
should be noted that Dr. Lee voluntarily met on several occasions with Government agents and
the FBI during the lengthy pre-indictment investigatign of this case. Finally, the Government
has stipulated that Dr. Lee was not on probation, parole or other release at the time of the current
offense or at the time of his arrest. See 18 U.S.C. § 3142(g)(3)(B); Tr. of December 20, 1999
hearing at 7.

The last factor to be considered under § 3142(g) is “the nature and seriousness of the
danger to any person or the community that would be posed by {Dr. Lee’s] release " 18 US.C. §
3142(g)(4). The Government has presented credible evidence showing that the possession of
information by other nations or by organizations or individuals could result in devastating -
consequences to the United States’ nuclear weapon program and anti-ballistic nuclear defense
system. Some of the Government's witnesses apparently suspect that the information Dr. Lee -
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transferred and downloaded in 1993 and 1994 may already be in the hands of unauthorized users
or nations adverse 1o the United States. The Government, of course, has a great deal of concern
about the number of years that, unknown to the Government, highly sensitive classified
information remained on the open green partition computer system. The Government also
presented evidence that it remains extremely concerned about the seven missing portable
computer tapes containing valuable classified files. The Government offered considerable
information that Dr. Lee’s release from custody at this time poses a danger to the United States
because of the risk that Dr. Lee will find a way to, and will be inclined to, reveal to unauthorized
persons the location of the seven missing tapes or to assist an unauthorized possessor in
understanding and utilizing the information contained in the tapes. Based on the Government’s
evidence that Dr. Lee lied about meetings with nuclear weapons scientists and officials from the
Peoples Republic of China, it is conceivable that Dr. Lee may be inclined to reveal to
unauthorized possessars either the whereabouts of the tapes or his knowledge of how to use the
information on the tapes.

Moreover, despite repeated requests by the Government investigators for information
about the location of the missing tapes or about details regarding their destruction made during a
lengthy pre-arrest investigation, Dr. Lee never provided that information. The only
representation that the tapes have been destroyed came from Dr. Lee’s attorneys. This
representation is based on broad, non-specific language about destruction of classified documents
and material in a one-page “Security Termination Statement,” Ex. F, signed by Dr. Lee at the
time LANL fired him. The Court was not given any sworn testimony that the seven missing
tapes were destroyed nor was it provided any information about the time and manner of their
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destruction or whether they had been copied. It would have been fairly simple for Dr. Lee to
have disclosed at some point during the exhaustive and lengthy investigation, whether he had
copied or destroyed the tapes and, if so, where, how, why, and when that occurred.

IV.  CONCLUSION

With a great deal of concern about the conditions under which Dr. Lee is presently being
held in custody, which is in solitary confinement all but one hour a week when he is permitted to
visit his family, the Court finds, based on the record before it, that the Government has shown by
clear and convincing evidence that there is no combination of conditions of release that would
reasonably assure the safety of any other person and the community or the nation. The danger is
presented primarily by the seven missing tapes, the lack of an explanation by Dr. Lee or his
counsel regarding how, when, where, and under what circumstances they were destroyed, and the
potentially catastrophic harm that could result from Dr. Lee being able, while on pretrial release,
to communicate with unauthorized persons about the location of the tapes or their contents if
they are already pc_)ssessed by others. Although Dr. Lee’s motion to revoke Magistrate Judge
Svet’s detention order is denied at this time, changed circumstances might justify Dr. Lee
renewing his request for release. If, for instance, Dr. Lee submits to a polygraph examination, as
discussed supra at n. 3, and the results of the exam allay concerns about the seven missing tapes,
Dr. Lee’s request for pretrial release can be reconsidered in a significantly different light.

The Court realizes that a defendant in Dr. Lee’s position is at a distinct disadvantage
duriﬁg a hearing regarding pretrial release or detention. The rules govémjng admissibility of
evidence at trial do not apply at a detention hearing, see 18 U.S.C. § 3142(f)(2)(B), and much of
the information provided by the Government over the last three days both in open court and in
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confidential classified sessions may not be admissible at a trial. Testifying at a detention hearing
raises significant risks for a defendant, but in the absence of a defendant’s testimony ?t is often
difficult to explain what appears to be very damaging information about a defendant’s conduct
that might at a trial be either inadmissible as evidence or fully explainable by a defendant or his
witnesses.

The case law supports the Government’s position that after considering information about
the factors discussed in 18 U.S.C. § 3142(g), a judicial officer should not fashion extreme
conditions of release that go well beyond the types of conditions enumerated in
§ 3142(c)1)BY)-(xiv). See e.g., United States v. Tortora, 922 F 2d 880, 887 (Ist Cir. 1990)
(“{The Bail Reform Act . . . does not require release of a dangerous defendant if the only
combination of conditions that would reasonably assure societal safety consists of heroic
measures beyond those which can fairly be said to have been within Ccngress’s
contemplation.™); Unifed States v. Bellomo, 944 F. Supp. 1160, 1167 (S.D.N.Y. 1996} (“The
government is not obligated to replicate a jail in [defendant’s] home so that he can be released.”)
(citations omitted). The conditions that were discussed during the hearing far exceeded those
described in § 3142(c)(1)}B){)-(xiv) and would be cxtraefdinaril}} burdensome to the
Government.

Dr. Lee relies primarily on two cases to support his position, One of the cases, United
State v. Traitz, 807 F.2d 322, 325 (3d Cir. 1986), stands for the proposition that “house aITf‘:Sf isa
statutbri!y permissible condition.” The Court does not dispute that it could impose house arrest
as a condition of Dr. Lee’s release. However, simple house arrest would not allay the concerns
expressed by the Government, and shared by this Court, concerning Dr. Lee’s ability to
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communicate while under house arrest with unauthorized persons about the location of the tapes
or their contents.

The other case on which Dr. Lee primarily relies, United States v. Patriarca, 948 F.24
789 (Ist Cir. 1991), distinguishes Torrora. In Patriarca, “[t]he district court devised an
innovative and extensive group of conditions” for the defendant’s pretrial release, which included
electronic monitoring, limitations on phone lines, being subject to unannounced searches,
meeting only with court-approved individuals, execution of an agreement to forfeit $ 4 million
upon determination that he violated any conditions of release, and installation and maintenance,
at the defendant’s expense, of a twenty-four hour video camera aimed at each entrance to his
house. Id. at 793. The First Circuit reasoned that because the defendant was financing the video
monitoring system, and because “the other conditions are not extraordinarily burdensome to the
government,” the government was not foreed to go to the “heroic measures” discussed in
Tortora. Id at 794, Patriarca is distinguishable from this case, however, because the danger
posed by Dr. Lee’s pretrial release is his ability to communicate with unauthorized persons while
under house arrest. Extreme conditions of release, such as those discussed during the hearing of
Dr. Lee’s motion would be necessary to reasonably assure this does not occur. The conditions
discussed during the hearing ranged from having Dr. Lee’s third party custodian accompany has
wife on any excursion from the Lee’s residence to having the FBI search visitors prior to their
meeting with Dr. Lee in his home and listening to any conversations he had with them. These
measures, which the Court is convinced would be necessary to ensure the safety of any person or
the community, can fairly be characterized as “heroic” and “extracrdinarily burdensome to the
governmenl.” Moreover, the concept advancéd by the First Circuit’s opinion in Patriarca--that a
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defendant can buy his pretrial release if he has sufficient funds to finance the creation of a private
jail at his home--seems repugnant to a sense of justice.

Although the Court concludes that Dr. Lee must remain in custody, the Court urges the
Government attorneys to explore ways to loosen the severe restrictions currently imposed upon

Dr. Lee while preserving the security of sensitive information.

IT IS THEREFORE ORDERED that “Motion of Wen Ho Lee to Revoke Magistrate

Judge’s Detention Crder,” (Doc. No. 17), is DENIED.

W@%

NIT D STATES DISTRICT JUDGE
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IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF NEW MEXICO

UNITED STATES OF AMERICA, )
Plaintiff, ;

vs. i CRIMINAL NO. 99-1417 JP
WEN HO LEE, ;
Defendant. ;

RESPONSE TO DEFENDANT WEN HO LEE'S
MOTION TO COMPEL DISCOVERY ON ISSUES
OTHER THAN SELECTIVE PROSECUTION
The United States of America, by Norman C. Bay, United States Attorney for the District
of New Mexico, and George A. Stamboulidis, Assistant United States Attorney, hereby responds
1o defendant Wen Ho Lee's Motion to Compel Discovery on Issues Other Than Selective
Prosecution. By his motion, Lee requests this Court to order the government to produce
discovery in a number of categories. For the convenience of the Court and the parties, the
government will respond to each request in the same order as the requests are raised in Lee's
motion. The government requests a hearing on Lee's motion for the purpose of presenting oral
argument and to answer any questions the Court may have regarding the issues raised by the
motion.
L GENERAL PRINCIPLES
Lee has brought his motion to compel discovery on two grounds. Lee asserts that the
requested documents are discoverable either because they are material to the preparation of his
defense under Rule 16(a)(1)(C) of the Federal Rules of Criminal Procedure, or because they
contain exculpatory Brady material. (enerally, the government does not dispute Lee's recitation

of the law in his motion, but a couple of points merit clarification.
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First, with regard to what is "material” to the preparation of Lee's defense within the

meaning of Rule 16(a)1)C), only documents that arc material to defending against the

" government's case-in-chief are discoverable under Rule 16(a)(1)X(C). United States v. Armstrong,
517 U.8. 456, 462-63 (1996). Rule 16(2)(1)(C) does not encompass documents which may be
relevant to a defense based on a challenge to the government's conduct in the case, or other
"sword-like" defenses. /d Moreover, documents are “material," and therefore discoverable,
only if there is a reasonable probability that their disclosure would enable the defendant to alter
the result of the trial.  See United States v. Hernandez-Muniz, 170 F.3d 1007, 1011 (10th Cir.
1999); Banks v. Reynolds, 54 F,3d 1508, 1518 (10th Cir. 1995).

Second, Lee suggests in his brief that whether documents or other evidence is exculpatory
should not be left to the government to decide. It is the responsibility of the prosecutor,
however, to determine what is exculpatory. given the prosecutor's knowledge of the government's
case against the defendant, See Barks, 54 F.3d at 1517. Generally the prosecutor is in a better
position than the court to determine what is exculpatory. See United States v. McVeigh, 923 F.
Supp. 1310, 1313 (D. Colo. 1996). Although the prosecution must carefully exercise ifs
discretion in determining what is exculpatory, and should resolve doubtful questions in favor of
the defendant, see Banks, 54 F.3d at 1517, the court may rely on the prosecution's determinations
unless there is reason to believe that the prosecution has not properly exercised its discretion.
See United States v. Poindexter, 727 F. Supp. 1470, 1485 (D.D.C. 1989).

Therte is no indication in this case that the government has failed to properly exercise its
duty to provide exculpatory materials to Lee, and the government will continue to meet its
obligation in this regard. The governument is not required, however, to open its files to Les or to
disclose any and ail potential defenses to Lee. See Banks, 54 F.3d at 1517, Poindexter, 727 F.
Supp. at 1485. And although the government is required to produce all excudpatory evidence, it
is not required to produce all evidence that simply is rot inculpatory. See Foindexter, 727 F.
Supp, at 1485. The government only is required to disclose evidence that has a reasonable

probability - not a mere possibility - of producing a favorable outcome to the defendant. See
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Banks, 5S4 F.3d at [517.
1. GOVERNMENT'S RESPONSE TO DISCOVERY REQUESTS AT ISSUE

A. Requests Relating to the Computer Codes

Lee has requested the Court to compel the government to produce (1) "[a]ll documents
that relate to problems with or flaws in the computer codes at issue in the indictment," (2)"[a]ll
documents that relate to the alleged ‘benchmarking' of the codes to test data from the Nevada test
site," and (3) "{a]ll documents that relate to efforts by Charles Neil, John Romero, or others at
LANL to run the computer codes contained in Files 1 through 19 and Tape N on or after March
8,1999." LANL employees are compiling documents responsive to the first two requests but
have informed government counsel! that the documents may be voluminous. The government
will make these documents, or the relevant portions of these documents, available to defense
counsel] for their inspection at LANL within a reasonable period. Once defense counsel has
reviewed these documents, the government will attempt to accommodate any reasonable requests
for copies of specified items. With respect to the third request in this category, government

counsel has determined that all responsive documents have already been produced.
B. ‘Weapons Blueprint.

Lee contends that he is entitled to obtain a blueprint of a nuclear weapon so that he can
show that an actual weapons blueprint is more detailed than the input decks that Lee put on Files
1 through 19 and Tape N. Lee further contends that because the actual blueprints are more
detailed than the input decks, they are more useful in building a thermonuclear weapon, and the
fact that he did not take a weapons blueprint supports his defense that he did not have any
criminal intent when he took the input decks and other materials on Files 1 through 19 and Tape
N.

At the detention hearing, the government established that an input deck contains the
“contours" of either a primary or a secondary (i.e., the exact dimensions and contents of a

particular nuclear weapon before detonation), and as such constitutes an electronic blueprint.
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(Tr. 12/13/99 at 21-22.) The evidence also established that manufacturing blueprints could be
drawn from the information contained in an input deck. (Tr. 12/27/99 at 188-89.) Rule 16,

* however, does not require the government to provide. Lee with a blueprint of a nuclear weapon
to enable him to cross-cxamine government witnesses at trial concerning the utility of an
American input deck in the hands of an unauthorized possessor comparéd to a manufacturing
blueprint. The fact that Lee theoretically could have stolen other valuable Restricted Data in
addition to what he did take is not material nor relevant on the issue of his criminal intent. Lee
will have ample opportunity to test the sensitivity and value of an input deck without the
specificity of the information contained in the manufacturing blueprints of an American
thermonuclear weapon. Thieves are not entitled to discovery of items they did not steal to show
that what they did not steal was more valuable that what they did take. This is especially true
where the discovery Lee seeks is classified and presents grave national security concerns.

C. Computer Security Audits

In Request Number 18 (Exhibit D), Lee seeks "[a]ll documents that relate to the DOE
computer security audit conducted at LANL during the period June 12 through June 20, 1995."
The government will produce the report from this audit.

In Request Number 19 (Exhibit D), Lee attempts to obtain similar documents for an audit
which purportedly took place in October and November, 1996. After a thorough search, LANL
counsel has informed the government that they are not aware of a computer security audit that
took place during this time period. Consequently, there are no responsive documents to this
request.

In Request Number 29 (Exhibit D), Lee seeks "[a]ll reports of the DOE Office of
Oversight (or any predecessor office) that relate to inspections of safeguards and security
programs at LANL during the period January 1, 1980 through March 8, 1999, and any responses
to the reports by LANL or the DOE Albuquerque Operations Office.” This request is patently
overbroad, both in subject matter and time. The indictment alleges criminal conduct involving

the theft of America's nuclear secrets from a classified computing system, a crime which began
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in 1993. Any type of audit, other than a computer security audit, is irrelevant. In addition,
computer security audits more than a decade before Lec's crimes are irrelevant. The government

- has and will produce computer security audit reports from 1993 to 1999.
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D. Sylvia Lee's Cooperation with the FBI and CIA
The government has produced all documents that relate to Lee's cooperation with the
* FBI. The govermment concedes that a jury may be erﬁitled to evaluate Lee's purported assistance

when determining his criminal intent pursuant to the Atomic Energy Act counts. Any assistance
by Sylvia Lee, however, is completely unrelated to this case. Sylvia Lee has not been charged
with any crime, and her affiliation with the FBI and/or the CIA has no bearing on Lee's criminal
intent. Government counsel has reviewed the files relating to this request and has determined
that they do not contain any exculpatory information. If required, the government can make
these files available for the Court's in camera review to confirm that the requested documents are
not material to the preparation of Lee's defense, nor do they contain exculpatory information.

E. Attorney General Reno's June 8, 1999 Testimony

Lee has requested the classified version of Attorney General Reno's June 8, 1999
testimony before the Senate Judiciary Committee on the ground that the information may be
relevant to rebut evidence introduced by the government pursuant to Rule 404(b) of the Federal
Rules of Evidence. Government counsel has examined this testimony and has determined that it
does not contain exculpatory information. The government's 404(b) notices are due 60 days
before trial. If this testimony becomes subject to discovery pursuant to a 404(b) notice, the
testimony will be produced.

F. Classified Legislative and Executive Branch Materials

Lee has requested various classified legislative and executive branch materials which.Lee
claims discuss a purportedly relaxed attitude toward computer security at LANL. Lee claims that
these classified materials may be relevant to his intent and therefore discoverable under Rule
16{a)(1X(C), or that they may be discoverable based on what Lee speculates the government may
offer into evidence under Rule 404(b). The classified versions of the Cox Committee Report and
the Rudman Report do not contain additional information that is material to the preparation of
Lee's defense, nor do they contain exculpatory information.

Government counsel is in the process of reviewing transcripts of testimony before
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congressional committees (within the possession of executive branch agencies) or executive
branch committees, but so far none of this material is discoverable under Rule 16, nor is it
exculpatory. If upon further review government couﬁscl finds transcripts or portions of
transcripis that are discoverable, the government will produce them. Government counsel has
not yet obtained the classified addendum to LANL Director John Browne's May 5, 1999
testimony but is in the process of doing so. If this addendum, or a portion of this addendum, is
discoverable under Rule 16 or is exculpatory, it will be produced. If required, the government
will produce these materials to the Court for its in camera review to confirm that they are not
subject to discovery. If these materials (or some portion of them) become discoverable based on
a 404(b) notice, the government will provide the relevant materials to the defense.

G. FBI Memoranda

Lee has requested that the government provide six FBI memoranda to the Court for its in
camera review so that the Court may determine whether these documents are discoverable under
Rule [6{(2)(1)(C) or are exculpatory. Government counsel has reviewed these documents and has
determined that they are not discoverable under Rule 16, nor are they exculpatory. If required,

the government will provide these documents to the Court for its in camera review.



152

H. PRC Weapons Codes
The defense has requested "[alli decuments that relate to the computer codes that the
* PRC has used since January 1, 1980 in the modeling and design of nuclear weapons." Without

any factual basis whatsocver, Lee asserts that PRC weapons codes are superior to those
developed by the United States, and consequently the PRC would have Jittle interest in acquiring
American nuclear secrets. This unsupporied assertion is directly contrary to Dr. Stephen
Younger's testimony that a country with some experience with nuclear weapons could use
American design codes to optimize its weapons as well as to "uncover vulnerabilitics in the
American arsenal that would help them to defeat our weapons through anti-ballistic missile
systems or other means." (Tr. 12/13/99 at 34.) PRC Weapons Codes are not material to Lec's
defense of the government's case-in-chief. Consequently, whether the PRC had any weapons
codes superior to those of the United States would not be relevant at trial.
L. CIPA§10

Lee has requested that the government provide its CIPA § 10 notice no later than 90 days
before trial. The government will agree to provide its notice within a reasonable time before
trial, and government counsel is working with defense counsel to prepare a proposed Sccond

Scheduling Order for the Court's review which will address all CIPA scheduling issues.

iv.  CONCLUSION

For the foregoing reasons, the United States respectfully requests that the Court deny
Lee's Motion to Compel Discovery except to the extent that the government has agreed to
comply with his requests.

Respectfully submitted,
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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF NEW MEXICO

HIN2332000] date stamped]

UNITED STATES OF AMERICA,
Plaintiff,

v. Criminal No. 99-1417 JP

WEN HO LEE,
Defendant .

MOTION FOR DISCOVERY OF MATERIALS
RELATED TO SELECTIVE PROSECUTION

Dr. Wen Ho Lee, through undersigned counsel, respectfully moves the Court, pursuant to
the Due Process Clause of the Fifth Amendment to the Constitution of the United States of
America, for discovery of materials relevant to establishing that the govemment has
engaged in unconstitutional selective prosecution.

The grounds for this motion are set forth in the accompanying memorandum.
Respectfully submitted,
O'MELVENY & MYERS LLP

By
Mark Holscher
Richard E. Myers II

400 South Hope Street

Los Angeles, CA 90071
Telephone: (213) 430-6000
Fax: (213) 430-6407

FREEDMAN BOYD DANIELS HOLLANDER
GOLDBERG & CLINE P.A.

By:
Nancy Hollander
John D. Cline

20 First Plaza, Suite 700
Albuquerque, NM 87102
Telephone: (505) 842-9960
Fax: (505) 842-0761

Attorneys for Defendant Dr. Wen Ho Lee

I HEREBY CERTIFY that a true copy of the foregoing was mailed to opposing counse! this
25th day of June, 2000.
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Nancy Hollander

IN THE UNITED STATES DISTRICT COURT
‘ FOR THE DISTRICT OF NEW MEXICO

JUN 23 2000 [date stamped]

UNITED STATES OF AMERICA,
Plaintiff,
v. Criminal No. 99-1417 Jp

WEN HO LEE,
Defendant .

MEMORANDUM IN SUPPORT OF MOTION FOR DISCOVERY
OF MATERIALS RELATED TO SELECTIVE PROSECUTION

INTRODUCTION

DefendantWen Ho Lee is the only person the U.S. Department of Justice (DOJ) has
selected forindictment iinder the draconian Atomic Energy :Act since it’'was passed:ii:1948.
During this fifty-year period, the DOJ has repeatedly declined to fully investigate, much less
charge, individuals who may have compromised classified nuclear weapons related
information.

'I“he DO.T also i dm ed:]

iling
€s. otigh' | the time

E G ¢§. Instead, the computer codes and data files had becn
desxgnatcd as "protect as resmcted data" (PARD), which ranks between unclassified and
confidential on the Los Alamos National Laboratory (LANL) security hierarchy. Moreover,
the government obtained the indictment under § 793 even though it concededly has no
cvidence that the codes and data files were ever transferred to any unauthorized person. Not
onemersoniotherthanDr.t ce has ever been charged tinder;§ 793 for mishandling materials

HAThad Tiotbeertormally classihed and thal werenot transferred.

Dr. Lee has obtained concrete proof that the government improperly targeted him for
criminal prosecution because he is "ethnic Chinese." This direct evidence includes the
following:

« A swomn declaration from a LANL counterintelligence official who participated in the
investigation of Dr. Lec that Dr. Lee was improperly targeted for prosecution because
he was "ethnic Chinese."

Videotaped statements of the FBI Deputy Director who supervised
counterintelligence investigations until last year admitting that the FBI engaged in
racial profiling of Dr. Lee and other ethnic Chinese for criminal counterintelligence
investigations.

The sworn affidavit the U.S. Attorney's Office used to obtain the warrant to search
Dr. Lee's home, in which the FBI affiant incorrectly claimed that Dr. Lee was more
likely to have committed espionage for the People's Republic of China (PRC) because
he was "overseas ethnic Chinese.”
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«+ A posting to the Los Alamos Employees Forum by a LANL employee who assisted
counterintelligence investigations and personally observed that the DOE engaged in
racial profiling of Asian-Americans at Log Alamos during these investigations.

Dr. Lee has requested that the government provide specific reports and files to him that
squarely relate to the issue of whether he has been selectively prosecuted as a result of
improper racial profiling. The government has refused to provide any of these documents to
Dr. Lee.

Because Dr. Lee is the only person who has ever been selected for prosecution under the
Atomic Energy Act,! and the only person ever prosecuted in remotely similar circumstances
under § 793, and because he has uncovered specific direct admissions from the government
that he was targeted for criminal investigation because he is "ethnic Chinese,” he has made
the necessary showing to obtain this discovery. Even if Dr. Lee did not have this direct

evidence, he has also satisfied the stringent requirements of United States v 0 17
U.S. 456 (1996),:which held that in the absence of direct evidencerof jmpermissible raciat
targeting, a defen: 5 Sentitied Yo discovery it ¢ -evidérice that

¢ he pro
similarly situated pEop! prosecuted and that-his investigation and
prosecution were calised by improperiracial motivations.

I At Dr. Lee's detention hearing on December 13, 1999, FBI Special Agent Robert
Messemer conceded that Dr. Lee is the only person. who has ever been charged under

the Atomic Energy AGt. Séé Transcript of Proceedings, Deceimnbér 13,1999, at 139.

This memorandum summarizes compelling evidence that the DOJ had an informal policy of
refusing to bring criminal charges in situations similar to and {(even more egregious than)
Dr. Lee's case. In addition, we provide several specific examples of similarly situated
individuals whom the government has chosen not to indict under cither the Atomic Energy
Act ot § 793. Unlike the meritless sclective prosecution discovery motions discussed in
Armstrong, where several thousand men and women of all races had been charged under the
same statutes as the defendants, Dr. Lec can conclusively establish that he is the only person
whom the government has ever chosen to indict noder the Atomic Energy Act and the only
person indicted in similar circumstances under § 793.

FACTUAL BACKGROUND
A. The Indictment

On December 10, 1999, the government brought a fifty-nine-count indictment azainst Dr,
Lee. Thirty-nine counts allege that Dr. Lee violated the Atomic Energy Act because he
purportedly mishandicd material containing restricted data, with the intent to injure the
Unrited States, and with the intent to securc an advantage to a foreign nation. Dr. Lec was
also charged with ten counts of unlawfully obtaining national defensc information in
violation of 18 U.S.C. § 793(c), and with ten counts of willfully retaining natioral defense
information in violation of 18 U.8.C. § 793(e).

B. Dr. Lee's Discovery Requests

Dr. Lee's counsel have made a written request to the prosecution for specific materials bis
counsel believe contain direct evidence that Dr. Lee was improperly selected for prosecution
because he is "ethnic Chinese.” 2 AHi6fi the Several categories of materials requésted were:
(1) the reports and memoranda supporting the findings of the DOE's Task Force on Racial
Profiling's January 2000 report, (2) the Defetisive Information'to Counter Espionage:
videotapes, that were created by DOE counterintélligence and shown to DOE employees
until last year, and are now prohibited at LANL because they dllegedly contain racial
stereotypes; (3) DOE or DOJ memoranda and reports confirming that the FBI targets
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Axmericans of Chinese ethnicity for potermal criminal . espxonage mvolvmg the PRC {(4) the
OJ's and. DI S th

ichthegovernment
ROy $i00sthan,this.case. The
‘government has refused to produce any of the materials requested by Dr. Lec's counsel.

2 See May 1, 2000, letter from Mark Holscher to AUSA Robert Gorence, attached as
Exhibit A.

L. THE LEGAL STANDARD FOR DISCOVERY REGARDING SELECTIVE
PROSECUTION

The Supreme Court established the threshold for discovery on selective prosecution claims
in United States v. Armstrong, 517 U.S. 456 (1996). The Court held that to obtain discovery
in a case in which the court is asked to infer discriminatory purpose, a defendant must
produce (1) some evidence that similarly situated individuals have not been prosecuted, and
(2) some evidence of improper motivation in deciding to prosecute. The Court did not
decide whether a defendant should be required to produce some evidence that similarly
situated persons have not been prosecuted if the prosecution has admitted having a
"discriminatory purpose.” Id. at 469 n.3.

I1. DR. LEE MORE THAN MEETS THE LEGAL STANDARD FOR DISCOVERY
REGARDING SELECTIVE PROSECUTION

As we demonstrate below, Dr. Lec clearly meets the legal standard that Armstrong
cstablishes for discovery related to a selective prosecution claim. In Part A, he presents
direct evidence that government officials have admitted a racial basis for investigating Dr.
Lee, and in Part B, he establishes that the government has declined to prosecute similarly
situated persons.

A. Dr. Lee has Direct Evidence that He was Targeted for Criminal Investigation
Because He is "Ethnic Chinese.”

The troubling chain of events.that:led to: Dr. Lee dlcmentbegamwhenihe DOE's Chief
tolligen 995 AhAHEPR Cohiad

( ock, dncorre

rmation for the W88 warhead Fromisonieoneatthe Los Alamos
Mr. Trulock began an Administrative Inquiry to identify the suspect
or suspects who should be the focus of this counterintelligence investigation. On May 29,
1996, Mr. Trulock issued the Administrative Inquiry which listed Dr. Lee as the main
suspect. This Administrative Inquiry led to meetings between DOE counterintelligence
officials and FBI Special Agents in New Mexico regarding Dr. Lee. The FBI then opencd a
criminal investigation of Dr. Lee.

3 Just last year the DOJ conceded in a press conference that this conclusion was
incorrect, and it opened a criminal investigation into the over 450 individuals outside
LANL who had received this design information. See, e.g., Vernon Loeb and Walter
Pincus, New Leads Found in Spy Probe, Washington Post, Nov. 19, 1999 at Al,
attached as Exhibit B.

1. Vrooman's Declaration Establishes that the Government Engaged in Ymproper
Racial Profiling

‘Robert Vrooman, who was the Chief Counterinteliigence Officer at LANL from' 1987 until
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'412‘98 p;a_&g__lpated in the’Administrative inquiry:and ‘assisted in the Tesulting criminal. -
investigation of D ¢, Mr. Vrooman is adamant that Mr. Trulock's targeting of Dr. Lee
for investigation was the result of improper racial profiling fiia declafation; attached as
‘Exhibit’C{Mr;:V roomansstates:

ilyson Dr.:Lee because:he is
\ind and foreign Contacts as

Vrooman Decl,, Ex. C at 3, ? 9. Vrooman is also unequivocal in stating that this
impermissible racial profiling was the main reason Dr. Lee was targeted for criminal
prosecution. "I state without reservation that racial profiling was a crucial component in the
FBI's identifying Dr. Lee as a suspect.”" Id. at 3,2 12.4

4 Vrooman consistently raised this concern with federal officials, long before he
provided his declaration here. As he indicated in a May 1999 letter to U.S. Senator
Domenici: “[e]thnicity was a crucial component in identifying Lee as a suspect.
Caucasians with the same background as Lee were ignored." See Ex. I to Ex. C.
Vrooman also wrote to Senator Conrad Burns in June 1999 that "Mr. Lee was
selected as the prime suspect mainly because he is ethnic Chinese.” See June 25,
1999, letter from Robert Vrooman to U.S. Senator Conrad Bums, attached as Exhibit
D

Vrooman has also made clear that Trulock, who was the highest ranking DOE employce
overseeing all counterintelligence investigations, intentionally targeted "ethnic Chinesc”
because Trulock held the behcf that these Amencan citizens could not be trusted like other

375 ot W"’?ﬁaﬁ
countenntelhgencep‘iﬁgg._@,qu‘,}lenhe anvestigation
[0 Lee ZIIOEK!s statements tha erican cmzens who a.rc "ethnic Chinese” should be

barred from sensitive jobs at LANL are a violation of federal civil rights statutes that
prohibit racial discrimination for employment.6 Trulock's statements are further
corroboration that Trulock intentionally targeted Dr. Lee because he was "ethnic Chinese.”

3 Vrooman confirmed this troubling fact in the letter he wrote to Senator Domenici on

May 11, 1999, See Ex. I to Ex. C

6 Sec 42 USCA § 2000c-2 ("It shall be an unlawful employment practice for an
employer--

(1) to fail or refuse to hire or to discharge any individual, or otherwise to discriminate
against any individual with respect to his compensation, terms, conditions, or
privileges of employment, because of such individual's race, color religion, sex, or
national origin; or

(2) to limit, segregate, or classify his employees or applicants for employment in any
way which would deprive or tend to deprive any individual of employment
opportunities or otherwise adversely affect his status as an employee, because of such
individual's race, color, religion, sex, or national origin.").

2. Former FBI Deputy Director Paul Moore has Confirmed that Dr. Lee was Targeted
by the FBI Due to Racial Profiling

The FBI used the same impermissible racial profiling in its cr[mmal investigation of Dr.
Lee. TheD utyDirector oftheFBITespansible for all alcounterintelligence
tlon of Dr. Legwis

JEQQ,cpnﬂnned“that”the‘l‘«'Bi’s cmnmal
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‘more Jikely t6:commit espionage. The Deputy Dircctor, Paul Moore, oversaw portions of
the criminal investigation of Dr. Lee. In a televised interview with Jim Lehrer, on December
14, 1999, regarding the arrest and indictment of Dr. Lee, Deputy Director Moore admitted
that racial profiling was used, but attempted to justify this racial classification as reasonable:

There is racial profiling based on ethnic background. It's done by the People's
Republic of China. ... Now the FBI comes along and it applies a profile, so do
other agencies who do counter intelligence investigations -- they apply a
profile, and the profile is based on People's Republic of China, PRC
mtelligence activitics. So, the FBI is committed to following the PRC's
intelligence program wherever it leads. If the PRC is greatly interested in the
activities of Chinese-Americans, the FBI is greatly interested in the activities of
the PRC as [regards] Chinese-Americans.

The News Hour With Jim [ ehrer, December 14, 1999, Tuesday, Transcript #6619, attached
as Exhibit E at 12.

Moore's statements ignored the fact that senior FBI officials, in memoranda the government
is withholding from Dr. Lee, had concluded long before December 1999 that it did not have
credible evidence that the Taiwanese-born Dr. Lee had engaged in any improper activities
with the PRC. In his videotaped interview, Moore then attempted to explain why the DOJ
had indicted Dr. Lec:

So, now, the U.S. in my opinion, this signals that the U.S. is fighting back. This
is the situation quite similar to the Al Caponc case where they couldn't [lock]
him up for his racketeering activities, so they cast about and they found
something else that they could get him for.

Id. at 14.

Moore, however, later conceded that the FBI's targeting of American citizens who are
“ethnic Chinese" for increased scrutiny for espionage did not make sense. In response to a
statement by Nancy Choy of the National Asian Pacific-American Bar Association that
targeting people for criminal investigation based on their race was improper, Moore
backtracked from his earlier statement that the racial targeting of "ethnic Chinese” by the
FBI was reasonable. After Ms. Choy challenged the profiling, Moore admitted that:

Ethnic profiling doesn't work for the PRC, it doesn't work for the FBI. You

cannot predict someone's intelligence, somebody's espionage behavior based on
his ethnic background. (Emphasis added.)

Id. at 13.

Moore did not even attempt to address the issue of how such racial targeting could even be
considered for a citizen of the United States who was born in Taiwan. The Attorney General
of the United States, in testimony before a Senate subcommittee, also stated that it was
illogical to claim that a Taiwanesc-born scientist like Dr. Lee would be predisposed to assist
the PRC. "Now, if you are using that information to suggest that you are an agent of a
foreign power, to whit, [sic] the PRC, the immediate question is raised, how are you that if
you are clearly working with the Taiwanese Government on matters that apparently involve
non-classified information?" Top Secret Hearing Before the Senate Committee on the
Judiciary, 106th Cong. (1999), (visited June 22, 2000)
(hitp://www.fas.org/irp/congress/1999_hr/renofisa,html) (statement of Attorney General
Janet Reno).

3. Acting Counterintelligence Director Washington Also Confirmed Trulock's
Profiling of Chinese Americans
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Eugene Washington, who was DOE's acting Director of Counterintelligence in 1996, also
believes that Trulock engaged in improper racial profiling. Washington confirmed in an
interview with the Washington Post in August 1999, that "he told Trulock that he was
unfairly singling out Lee and another Chinese American scientist.” Vernon Loeb and Walter
Pincus, Espionage Whistleblower Resigns: Energy's Truiock Cites Lack of Support as

+ Debate About His Tactics Grows, Washington Post, August 24, 1999, attached as Exhibit F.
‘Washington apparently sent Trulock a memorandum recommending that the investigation
be closed and apparently questioning the DOE's focusing on Chinese Americans. This
government has not produced this memorandum to Dr. Lee.

4. The Search Warrant Affidavit the DOJ Submitted to Search Dr. Lee's House
Contains Additional Proof that Dr. Lee was Targeted Because He is "Ethnic Chinese."

The once-sealed affidavit in support of a search warrant to search Dr. {.ee's home confirms
that the government considered Dr. Lee's race to be evidence of possible espionage.”

7 This affidavit was written after intemal FBI memoranda apparently concluded that
Dr. Lee did not pass W-88 information to the PRC. Thegovemnmient has refused to
turn over to the-defense the FBI 302's dated °d November 29, anuary. 22, 1999,
February 26; 1999;:and September 3, 1999Fmemoranda whic accordmg to mulnple
Press reports, dxrectly contradicted the sworn declaration provxded to the United
States Magistrate Judge in New Mexico.

To support the now fully discredited allegations that Dr. Lee may have committed
espionage, the affidavit asserts that FBI coumerintelligence experts were relying in part on
the fact that Dr. Lee was "ethnic Chinese.” As the affidavit states, the "supervisory Special
Agent of the FBI who specializes in counterintelligence investigations regarding the
People's Republic of China" who"has supervised from FBI headquarters PRC
counterintelligence investigations for the past five years" cxplained to the investigative
agent "that PRC intelligence operations virtually always target overseas ethnic Chinese.”
The affidavit leaves no doubt that improper racial profiling, which started with Mr. Trulock,
continued to be a substantial basis for the targeting of Dr. Lee in 1999.

5. Another LANL Employee Has Also Confirmed that the DOE Engaged in Racial
Profiling.

Dr. Lee has uncovered additional corroboration that DOE's counterintelligencc staff used
racial profiling. In an e-mail to his fellow employees, Michael Soukup wrote that the DOE
pressured him to investigate A§1an—Amencans because of their ethnicity when he assisted
the DOE 1n counterintelligence investigations. See Letter of Michael Soukup, dated April
12, 2000, and published in the Los Alamos National Laboratory Online Forum,

hup ://wwwvlanl.gov/orgs/pa/News/forum/lettchOOO-OSO -html.
Specifically, Soukup states:

While I was assigned to NIS-9 (until mid-1998), I supported, on a part-time
basis, the counterintelligence investigation into alleged Chinese espionage at
Los Alamos. Based upon my experience and observations, I conclude that
racial profiling of Asian-Americans as a result of the investigation indeed took
place, but principally at the DOE. Further, DOE personnel directed some Los
Alamos National Laboratory staff to undertake rescarch that profiled Asians
and Asian-Americans at the Laboratory. I do not believe any of us were happy
with this.

Soukup's statement buttresses Vrooman's declaration and provides an additional basis to
believe that discovery regarding selective prosecution could lead to additional proof of
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improper racial profiling.

the Atomic Energv Act or ? 793(c} and (e)

It is clear that race played an impermissible role for sclecting Dr. Lec for prosecution under
the Atomic Energy Act and the Espionage Act, 18 U. S.C. § 793. During the past fifty-two
years, no American has ever been prosecuted nnder the Atomic Energy Act. FBI Special
Agent Messemer conceded this fact at the December 13 bail hearing. See fn.1, supra,
Evidence that similarly situated individuals have not been prosecuted can be found in both
statements of DOJ officials concerning the practices of the DOJ in declining to prosecute
similar or more egregious cases as well as specific examples of similarly situated
individuals that the DOJ declined to charge.

Not only have there been no other prosecutions under the Atomic Energy Act, the DOJ had
a policy of not bringing cases such as this under § 793 as well. As a former DOJ official told
the Washington Post a few months ago, fot:twenty years the:Department had followed a
practioe of not prosecuting civilians where no ‘evidenee existed ihat thie classified materials
in question had been trafisferred 1o & third party: According to this official, "[n]o matter how
gross the violation, there would be no prosceution if the agency took strong administrative
action.” Sec Walter Pincus and Vernon Locb, 11.S. Inconsistent When Secrets Are Loose
Washington Post, March 18, 2000, at Al, attached as Exhibit G. Here, not only had Dr. Lee's
files not been classified at the time he allegedly mishandled them, but also the indictment
does not allege that the files in question were provided to any third party and the
government conceded at the detention hearing that it has no such cvidence. Dr. Lee was
terminated -- obviously "strong administrative action” -- and under DOJ practice there
should have been "ne prosecution.”

Further evidence that DOJ has never prosecuted similarly situated individuals can be found
in the Department's apparent blanket refusal to bring criminal charges where State
Department officials have mishandled classified materials. 164999.alone; the State
Department investigated thirty-eight incidents-of mishandling ¢lassified information. See id.
A classified analysts by the State Department likewise detailed numerous similar breaches,
in a September 1999 report written by Jacqueline Willians-Bridger.-According to press

reports, this classified-document, which the government b to the defeiise,
details hundreds of breaches of appropriate procedares for’ ifisd Hiformation,

including the intentional transferring of secret information, h-did not result in criminal
prosecution. See, c.g., S. Rep. No. 106-279, at 10-15 (2000); Vernon Loeb & Steven
Mufson, State Dept. Security Has Been Lax, Audit Finds: Many Offices Not Swept For
Listening Devices, Washington Post, Jan. 17, 2000, at Al attached as Exhibit H. It is critical
these indivi ho were not prosecuted included State
employees who intentionally trarisferred secg:et or 1op secretinforma
persons, By contrast, Dr. Lec did not provide information to any unauthorized person, and
the material at issue had not been classified at the time of his alleged actions.

Employees of the DOE and the national weapons laboratories have a long history of
unprosecuted mishandling of classified information. According to the 1999 Report by the
President's Foreign Intelligence Advisory Board entitled Science at Its Best, Security at Its
Worst, attached as Exhibit I, designs of classified weapons had been left unsccured on
library shelves at Los Alamos, and personnel were “found to be sending classified
information to outsiders via an unclassified email system," yet no prosecutions resulted.
This report also outlined dozens of examples of systemic mishandling of classified
information by laboratory employees. See id. at 3-6, 15, 22. During the entire time of
LANL's woeful security record, nota single employee faced charges under the Atomic
Enérgy Act or § 793. Based on discovery Dr. Lec has reccived to date, the DOE investigated
dozens of cases of mishandling of classificd information at LANIL, without a single
prosecution. See Pincus, U,S. Inconsistent When Secrets are Loose, Ex. G at 4,
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In addition to the evidence of the government's practice of not prosecuting violations of the
Atomic Energy Act and § 793(c) and (e), Dr. Lee has uncovered several individuals who
have not been investigated criminally, much less indicted.

« John Deutch: During his tenure as dircctor of the CIA, former Director John Deutch
used his unsecured personal computer at home to create and access top secret files
even though he had a secure computer in his home. Sec S. Rep. No. 106-279, at 9
{2000); Bob Drogin, CIA Reprimands 6 for Actions in Deutch Investigation, L.A.
Times, May 26, 2000, at A14, attached as Exhibit J.

.

Kathleen Strang: According to published reports Arms Control and Disarmament
Agency employce, Kathieer'Strang Miniproperly temoved? . {classified] documents
iltatt te Departmeéiit, repeatedly deft them, _qvt;}é,rgggtw inan
N §2 of peoplevithout security:clearancésand then
ignored several waniings 16protect these docuiménts - These classified documents
reportedly included highly sensitive details of how the U.S. intelligence community
monitors nuclear tests and weapons development. These reports state that Ms. Strang
gave other sensitive information t6 the Japanese. Apparently, one could draw a
complete picture of how U.S. intelligence monitors nuclear tests and weapons
development from these documents. Sec Bob Woodward, ACDA Aide Faulted on
Security, Washington Post, Nov. 4, 1986, at Al, attached as Exhibit K.

Anenymous sources of Bill Gertz: A government employce or government
employees unknown to Dr. Lee provided Bill Gertz with classified material from the
National Security Agency published in the May. 1999 book Betrayal, which inciudes
fifty-nine pages of secret documents (including those covered by the Atomic Energy
Act) relating to Chinese missile technology: See Bill Gertz; Betrayal: How the

Clinton Admnistration Undermined American Security {(1999).

Fritz Ermarth: CIA employee Fritz Ermarth reportedly transferred secret and top
secret files between his home computer and his work compnter, resulting in a virus
entering the CIA's classified network. See Pincus, U.S. Inconsistent When Secrets
Arc Loose, at Al, Ex. G.

.

.

LANL Scientist: A LANL nuclear scientist allegedly downloaded the "Green Book™
containing secret restricted data regarding U.S. nuclear strategy and the vulnerabilities
of U.S. nuclear weapon systems onto an unclassified LANL computer with Internet
access. See id.®

& Dr. Stephen Younger, whose testimony that the nuclear bafance of power
would be adversely affected if Dr. Lee were released is partly responsible for
Dr. Lee being held without bond, was involved in evaluating the seriousness of
this security violation and deferring the appropriate punishment of the LANL
scientist referred to above.

.

M.K: A CIA agent identified only as MLK. sold twenty-five CIA computers to the
public without erasing top-secret information on their hard drives. The CIA learned of
the breach when an individual who purchased a computer called to say that the hard
drive of his computer contained files that he didn't think should be there. See Vernon
Loeb, C1A Employees Sue Agency for Unfettered Right to Legal Help, Washington
Post, May 14, 1999, at A31, attached as Exhibit L.

.

James R. Conrad: In 1987 the government declined to prosecute defense contractor
James R. Conrad, who Department of Defense investigators accused of removing
classified documents from the Pentagon, Conrad earlicr had transmitted classified
information including missile launch commands and wartime bomber routes over
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unsecured computer lines from his computer in San Diego to Fairfax County,
Virginia. See Sccrets Breach Reported, The Dallas Morning News, June 12, 1987, at
AR, attached as Exhibit M.

Unnamed defense contractor: The DOJ investigated an employee of a defensc
contractor in Southern California for transferring hundreds of secret documents and
storing them in his garage. DOJ-lawyers apparently overruled the investigative
agencies and declined to-prosecute this employee.

The defense hasibeen.unabl  single reported decision dating back to the 1950s in
which a civilian wasprosec ‘%& 193(6) or(e) without any allegation thiat he'
provided classified material £6 4n tiauthorized pefson. Unlike the defendants in the cases
that have been brought, ? the government has not even alleged that Dr. Lee transferred
national-defense information to any unauthorized recipient.

9See e.g., Coplon v. United States, 191 F. 2d 749, 750-53 (D.C. Cir. 1951) (defendant
was arrested while attempting to deliver data slxps of F.B.I. reports to a Russian
agent); Scarbeck v. United States, 317 F.2d 546, 548 (D.C. Cir. 1962) (defendant
communicated classified information to rcpresemativas of the Polish Government);
United States v. Dedeyan, 584 F.2d 36, 38 (4th Cir. 1978) (defendant showed a
cousin who was working with a Soviet agent a classified study); United States v.
Kampiles, 609 F.2d 1233, 1235 (7th Cir. 1979} (defendant was charged with willfully
delivering a national-defense document to unauthorized persons); United States v.
Truong Dinh Hun, 629 F.2d 908, 911 (4th Cir. 1980) (defendant arranged to have
someone deliver classified papers to Victnamese agents); United States v. Harper, 729
F.2d 1216, 1217 (9th Cir. 1984) (defendant was charged with obtaining and selling
national-defense information to Polish agents; United States v. Smith, 780 F.2d 1102,
1103 (4th Cir. 1985) (defendant sold classified information to a Sovict agent); United
States v. Walker, 796 F.2d 43, 45 (4th Cir. 1986) (defendant was arrested while
attempting to deliver classificd defense information to a Soviet agent); United States
v. Zettl, 835 F.2d 1059, 1060 (4th Cir. 1987) (defendant delivered Navy program
clement descriptions to an unauthorized person); United States v. Morison, 844 F.2d
1057, 1060 (4th Cir.1988) (defendant sent secret Naval satellite photographs to a
British publisher for publication); United States v. Whitworth, 856 F.2d 1268 (9th
Cir. 1988) (defendant was charged with obtaining and delivening national-defense
information to a forcign government); United States v. Miller, 874 F.2d 1255, 1258
(9th Cir. 1989) (defendant copied and delivered national-defense information to the
Soviet government).

Even the defendants in reported military court cases, tried under the more stringent
provisions of the Uniform Code of Military Justice, were tried when the evidence showed
that they actually transferred materials or allowed an unauthorized third-party to physically
obtain classified information. !0

10 See, e.g., United States v. Roller, 42 M.J. 264, 265 (C.M.A. 1995) (defendant lcft
classified documents in his garage, which allowed a moving company employee to
obtain access to the documents); United States v. Baba, 21 M.J. 76, 77 (C.M.A. 1985)
(defendant was charged with willfully delivering or cause to deliver three documents
to unauthorized persons); United States v. Gonzalez, 16 M.J. 428, (C.M.A. 1983)
(defendant left two classified messages in an unauthorized recipient's desk drawer);
United States v. Grunden, 25 CM.A. 327,2 M.J. 116,119 (C.M.A. 1977) (defendant
attempted to communicate national-defense information); United States v. Anzalone,
40 M.J. 658, 813 (N-M.C.M.R. 1994) (defendant disclosed and mailed information
about military forces to unauthorized persons); United States v. Schoof, 34 M.J. 811,
813 (N-M.C.M.R. 1992) (defendant attempted to deliver microfiches to a foreign
power); United States v. Lonetree, 31 M.J. 849, 852 (N-M.C.M.R. 1990) (dcfendant
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identified the names of United States intelligence agents to Soviet agents and
provided the floor plans and office assignments of personnel in United States
Embassies in Moscow and Vienna). But sce United States v. Chattin, 33M.J. 802, 803
(N-M.C.M.R. 1991) (Defendant pleaded guilty to removing classificd documents and
willfully retaining it. Chattin was sentenced to confinement for four years, reduction
to pay grade E-1,forfeiture of all pay and allowances, and a bad conduct discharge.
The convening dulhonty suspended all confinement in excess of three years for
twelve months).

Stmilarly situatcd individuals who have not transferred any national-defense information
have not been prosecuted under the Espionage Act. !! The government has never alleged
that Dr. Lee transferred the materials to anyone, nor that he left them unprotected where
they could be stumbled upon by anyone. Jit Tact; the evidetice présented © e government
itself at the bail hearings in this case confirms that Dr*I:ée password-protectéd any
materials on which he worked.

1 Dr. Lee anticipates that the government will attempt to rely on United States v,
Poulsen, 41 F.3d 1330,1333-35, (9th Cir. 1994) (defendant was charged with
violating 18 U.S.C. § 793(e), in a second superseding indictment, for storing
computer tapes of United States Air Force tasking orders in a rental storage unit). But
Poulsen was not similarly situated to Dr. Lec because Poulsen allowed a third party to
gain actual access to the tapes. Unanthorized third-party access constitutes transfer of
the information. Poulsen stole the computer tapes from a previous employer and
stored the tapes under a false name and address. Defendant then defaulted on the
rental payments. The tapes were discovered by a third party, the rental-unit owner,
while the rental-unit owner was evicting all contents from the unit due to defendant's
scventy-one-day default.

C. Dr. Lee Meets Both Prongs of the Test Stated In Armstrong.

Dr. Lee indisputably meets both prongs of the Armstrong test, and must be granted
discovery because he has submitted credible evidence that similarly-situated individuals
have not been prosecuted as well as statements from government and law enforcement
officials demonstrating improper motivations to prosecutc Dr. Lee. Dr. Lee was selected
from among more than a dozen identically situated individuals at LANL for criminal
investigation in 1996 because he was "ethnic Chinese." This improper classification was
employed for the next three years, and was explicitly reaffirmed in the April 9, 1999, search
warrant application. The evidence of selective prosecution Dr. Lee has already uncovered
far exceeds the Armstrong threshold.

Armstrong denied discovery to defendants who were charged with distributing crack
‘cocaine in violation of 21 U.S.C. §§-841 and 846.Tn Armstrong, the defense offered only
one hearsay affidavit that in the year Armstrong was prosecuted, the twenty-three other §

841 cases handled by the Federal Public Defender in Los Angeles involved black
defendants. Sec id. at 459. The defendants in Armstrong presented no evidence that the
prosccution undertook any targeting based on race, sec id., nor did the defendants make any
showing that non-blacks had not been charged in other years or by onc of the ninety-two
other U.S. Attorney's Offices in 1991. In Armstrong, the government submitted proof that
3,500 defendants had been charged with violating § 841 in the previous three years and
eleven non-blacks had been charged for distributing crack cocaine. Id. at 482 n.6.

Dr. Lee's compelling showing here stands in stark contrast to the anemic showing in
Armstrong. First, this Court has direct evidence in the form of a sworn declaration and a
videotaped statement from government agents who assisted in the criminal investigation of
Dr Lee, which establish that a racial profiling was used to target Dr. Lee. Second, in contrast
to Armstrong, where the government proved that 3,500 men and women of all races had
been charged under §§ 841 and 846 during a three-year period, Dr. Lee is the only person
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who has been charged under the Atomic Energy Act in the past fifty-two years. Thivd, Dr.
Lee has provided this Court with examples of similarly situated non-Asians who have nat
been prosecuted under either the Atomic Bnergy Act or § 793, The defendants in Armstrong
made no showing whatsoever that similarly situated non-blacks had not been prosecuted.
Equally as compelling, Dr. Lee has provided this Court with evidence that the DO had a
policy of not prosecuting individuals similarly situated to Dr. Lee. Additionally, na case has
been brought under § 793 involving prosceution for information that had not been formally
classified at the time of the defendant's conduct.

The evidence Dr. Lee has presented by far exceeds the threshold found sufficient to permit
discovery in other cases decided under the Armstrong standard. For example, In:

States v..Jones, 159 F.3d 969 (6th Cir. 1998) the Sixth Circuit overturned a Distriet Court's
decision and granted discovery under circumstances directly analogous to this case. In Jones
police officers sent taunting letters to two black defendants, but not 1o 2 white d
involved in:the same conspiracy, and made a T-shirt with'the black defendants' pictures, but
not the white defendants. In Jongs, the court fonnd that the taunting Jetters and T-shirt had
established a pnma facie case of racial motivation on the part of the investigating officers,
and had set forth "some evidence” of discriminatory effect, , warranting discovery. The court
found that although the defendant was unable to produce "prima facie evidence” of
discriminatory effect, “some ovidence” was enough when coupled with the evidence of
discriminatory motivation. [d. at 977. The Jones analysis holds even greater force here,
where key investigators have unequivocally stated that the DOE practiced racial profifing
which led to Dr. Lee's indictment, and the lead counterintelligence official at DOE made
raciafly-charged statements regarding the fitness of American citizens who are “cthnic
Chinese” 1o work on nuclear weapons programs. Dr. Lee has presented more than "some
evidence” of discriminatory effect. Unlike the defendant in Jones who could not show that
others were not prosecuted, Dr. Lee has shown that no one else has ever been prosecuted
under the Atomic Energy Act provisions at issue in this case, nor has anyone else been
prosccuted under § 793 for mishandling information that had not been formally classified
and that had not been furnished to any unauthorized person.

Similarly, in United States v, Tuitt, 1999 WL 791927 (D.Mass. 1999), the trial court
ordered that the defendant be provndcd discovery under far less compelling circumstances.
In Tuitt, the defendant’s attorney compared four counties within the judicial district over a
four-month period and found a statistically significant differcnce between the crack cocaine
prosecutions brought in federal court and the erack cocaine prosecutions brought in staie
court. Seg id, at *4. Tuitt held that this showing was enough to meet the Armstrong standard
where "Defendant is simply attempting to gain dxscovery so that he can more adcquatciy
determing whether a selective prosecution claim might indeed be viable." Id. at * |1, Again
Dr. Lee far surpasses the threshold met by the Juitt defendant. Rather than four months, Dr.
Lee's attornoys examined reported cases covering fifty years, and rather than four counties,
the search covered {ifty states, without finding a single other reported case of prosecution
under the Atomic Boergy Act.

Similarly, in Unifed States v. Glover, 43 F. Supp. 2d 1217 {D. Kan, 1999}, the court vmnfed
discovery on a sclective prosecution claim rcgardmg nnposition of the death penalty Wher
the defensc provided far less evidence on cither prong of the Armstrong test. In Glover, the
defendant presented some statistical evidence that over a three-and-one-halfyear period
“the Attorney General authorized a grcater nuber of black defendants for demhpcpm&
prosecution than white defendants.” Id. at 1234. The court found that this evidence, coupled
with evidence that two other similarly-situated defendants were not prosecuted in federal
court, was enough to permit discovery. See id. Rather than the more statistical inference
found sufficient in Glover, Dr. Lec has presented credible evidence in the form of specific
statemenis made by investigators tn this case that race was a factor in selecting Dr. Lee for
prosecution, Moreover, he has presented some evidence of not two, but several individuals
mishandling elassified information without facing eriminal charges of any kind, much less a
polential ife sentence.

html



166

Motien for Discovery of Materials ... Prosecution in the Wen Ho Lee Case hupuiwww.fas.org/implopsiciselective_prosccution, htmt

CONCLUSION

Dr. Lee has presented compeliing evidence the government singled him out for prosccution
because of his race and refused to prosecute similarly situated individuals. Dr. Lee is -
entitled to the information the government is withholding from him — information that will
prove this is an egregious example of selective prosecution in violation of Dr. Lee's rights
under the United States Constitution.

This Court should grant this motion and order the government to provide Dr. Lee the
requested discovery materials, as set forth in Exhibit A.

Respectfully submitted,
O'MELVENY & MYERS LLP

By
Mark Holscher
Richard E. Myers I

400 South Hope Street

Los Angeles, CA 90071
Telephone: (213) 430-6000
Fax: (213} 430-6407

FREEDMAN BOYD DANIELS HOLLANDER
GOLDBERG & CLINE P.A.

By:
Nanecy Hollander
John D. Cline

20 First Plaza, Suite 700
Albuquerque, NM 87102
Telephone: (505) 842-9960
Fax: (505) 842-0761

Attorneys for Defendant Dr. Wen Ho Lee
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WEN HO LEE,
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RENEWED MOTION OF DR. WEN HO LEE
FOR PRETRIAL RELEASE

Dr. Wen Ho Lee, through undersigned counsel, renews his
motion for pretrial release under 18 U.S.C. § 3142 and the Due
Process Clause of the Fifth Amendment. The grounds for this motion
are set forth in the accompanying memorandum. Dr. Lee requests an
evidentiary hearing on this motion.
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Mark Holscher

400 South Hope Street
Los Angeles, CA 90071
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IN THE UNTTED STATES DISTRICT COURT
AUG 3 1 2000

ROBERT M. MARCH, Clark
UNITEQ STATES DISTRICT COURT

FOR THE DISTRICT OF NEW MEXICO

{INITTED STATES OF AMERICA, DISTRICT OF NEW MERCT
Plaintiff,
v, Nuo. CR 99-Iﬂég?w[m .
COURT SECURITY OFFICER
WEN BO LEE. (BY DEPUTY CLERK]
Defendant, DATE
MEMORANDUM OPINTON

On July 21, 2000 Defendant, Dr. Wen Ho Lee, filed bis “Renewed Motion of Dr. Wen Ho
Lea far Pretrisl Release " (Doc. No, 114). After conductiag » three-day evidentiery hearing and

carefully reviewing the tote! svallable inf ion and the spplicabls itw, I luded in an

Order Sled August 24, 2000 that Dr. Le;'i motion should be grented.
L Background

On December 10, 1999 the United Statas governmant filed a 59 count indictment
charging Defendant Dr. Wen Ho Lee with violsting pan of the Espionage f\cg 1BUS.C §793,
and two provisions of the Atomic Energy Act, 42 U.8.C. §§ 2275 and 2276. The government
immediately arrested Dr. Lee and held him in custody. Three dayy later oo December 13, 1595,
dutng Dr. Lee's firet appearasce in court, United States Magistrsto Judge Don T Svet orderad
pretrial detention. On Decembar 17, 1999 Dr. Lee moved under 18 U.S.C. § 3145(b) far the
revocation of Magistrate Judge Svet’s deteation order. On December 30, 1992, following s
three-day evidentiary hearing, [ filed 2 Memormndum Opinion wad Order denying Dr. Lee’s
motion to reveke Judge Svet's Order of detection. ] denied Dr. Lee’s motion on the ground that

the gavernment had presented clear and convincing evidence that there was no combinstion of

REDACTED
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conditions of release that would reasangbly assure the safery of any other person and the
comununity or the netion. See United Syates v. Les, 79 F. Supp. 2d 1280, 1289 (D N.M. 1999).
ﬁr. Lee appealed. On February 29, 2000 the Teath Circuit Court of Appeals affinmed the denial
of Dr. Lee's motion. Sse Unjted States v. Lee, No. 00-2002, 2000 WL 228263, **1 (10th Cir.
Feb. 29, 2000), '

Because the detention hearing before Judge Svet and the hearicg on Dr. Lee's mation to
revoke Judge Svet's order occurred a2 » very eardy stage of this proseamion, Dr. Lee rnd his
artorneys did not have information, now svailable 1o therm, that would have belped them counter
the government attorneys’ presemations at the December 1999 hearings. The United States
Attorney, who argued passionately and perrunsivaly for Dr. Lee's detention and who since has
resigned, end his assistems, paimted an extremely dark picture of Dr. Lee and his xctions that Dr.
Lee and his artormneys were untble to challenge effectively. During the passage of the seven

months hefore Dr. Lee filed his renewed motion for relesse there had been disclosure of
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differently.
I Discussion
‘ A Reopeaing a deteation hearing

A detention hekring may be reopened “if the judicial officer finds that information exists
that was not known to the movant at the time of the hearing and that bas a material bearing on the
1ssue whether there are conditions of releass that will reasonably assure the sppearance of the
person &5 required and the safery of any other person and the community.” 18 U.S.C. § 3142 (f)
Some courts have read into the statute & requirement thar the movam could not have known, at
the time of the prior hearing, of the new information. See, e,g, Lpited States v Dillon, 938 F.2d
1412, 1415 (1st Cir. 1991); Unjteq States v Werd, 63 P. Supp. 2d 1203, 1206-07 (C.D. Cat
1999), United Srates v, Florgs, 856 F. Supp. 1400, 1405.07 (E.D. Cal 1994). Buy Seg Hon John
1 Weinberg, Federal Buil and Detenrion Hendbook § 7.09 (1957).

Dr. Lee presented the following evidence which, he cleimg, wearrants reopening His pre-
tnal detention hearing: (1) daclaration testimony from Dr. Harold Agnew, a former director of
Los Alemos National Laboratory ("LANL*) end from Dr. Walter Goad, & Fellow Emeritus of
LANL, plus temimony in person by Dr. John Richter, who has worked at LANL for 40 yewrs as a
weapons designer, &l of which tends 1o ghow that the information Dr. Lee tock is Jess valusble
than the government had led the Caurt to believe it wes aad is lest sensitive than previously

described to the Court; (2) declaration testimony from Robert Vrooman, former head of

! Dr. Agnew's first "declaration” is an unswomn statement. (Sge Def's Memo. Ex. A) Dr
Agoew in his second declarstion swears under penalty of perjury that his first stsrement is true
and correct to the best of his knowledge. (Sep Defs. Raply Bx. A}

3
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counrerintalligence at LANL who has known Dr. Lee a Jong time, that Dr. Lee did not iatend to
harm the United States, is not 1 danger to United Stetes’ sacuriry, aad will not tum over tapes to
; foreign power; end (3) evidence thet F.B.I. Agent Robert Messemer testified falsely or
inaccurately in December 1995 when he seld that Dr. Lee (&) 10id Dr. Kuok-Mes Ling that Dr.
Lee wanted to uie Dr. Liog's computer 1o downlaad a "resume” and (i:) SeAT overseas various
letters concerning Dr. Lee’s work st LANL.

In 2ddition, Dr. Lee makes new arguments that (1) the government’s theory, stated in the
Bill of Purticulars, that Dr. Lee may have taken the information to enhance his employment
prospects abroad is different from and less serious than the governmant's theory presented at the
December 1999 hearing, (2) the muterial which Dr. Les placed onto tapes was not classified st
the time it was taken end is not now clastified ¢ the highent (evd, “Top Sacret Restricted Da”
and (3) the length and conditions of Dr. Les’s present and anticipated pretrial confinement
amount to & constituttonal violstion.

Since Dr. Lee's argument concerning the classification leve] of the informution he took
could have been made at the December bearing, it is not a basis for reapening the detention
hearing. This argument will bs considered in connection with Dr. Lee's Mation to Strike from
the Indictment References to the Alleged Classification Leve! of the Computer Files at [ssue
(Doc. No. 128); Sled August 7, 2000, which is not yet fully brigfed.

As to Dr. Lee’s constirutional argument, [ decline to reach it since "parrower grounds for

a decision exist.” Sge Unired States v, Gonrajes 150 F.3d 1246, 1254 (10th Cir. 1998)

Zons
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(declining 1o resolve constitutional question).?
However, Dr. Lee has come forward with information that was not known to him &t the

time of the December hearing and that {5 materisl 1o the releasc isrues, He also submits 2 new

* Although [ have not addressed the question of whether there has been a constinstional
due process violstion based on the length or conditions of Dr. Lee’s prerial detention, I feel
compelied to observe that the government, for reasons I believe not yot adequately explained,
seems to have procrasunated in removing unduly onerous conditions of confinement. In my
Memorandum Opinicn and Order of December 30, 1999 I noted that it was filed “[w]ith a great
deal of concarn sbout the conditions under which Dr, Lee is presently being held in custody,
which is in sofitary confinement ai} but one hour 8 weak when he is permitted to visit his
family " Les, 79 F. Supp. 2d at 1289, In sddivon I sated in the Memorandum Opinion and
Qrder, "Although the Court concludes that Dr. Lee must remain in custody, the Court urges the
(Government attorneys to explore wiys 10 loosen tha severe restrictions currently imposed upon
Dr. Lee while presarving the security of seasitive information.* [d, at 1289-90. According toa
government snomey, whe did not bacome involved with the.case until this year, the severe
rastrictions began 1o soften, somewhar, around April, 2000, four months after my pointed
request. Al that time, the government began transporting Dr. Lee from his juil cell to the United
States Courthouse in Albuguerque and/or LANL, usually four days per week, to review
information and to coafer with his anomeys zbout his defeate. While in the highly secured
rooms ar the courthause, Dr. Lee hus been required to wear ankle chains, although be has not
been encumbersd with ather body restraines. He has been present in the courtroom without any
reswraints at @il hearings that have been open to the public. Dr. Lee hax been provided magezines,
nesvapepers, and & redio in is jail cell, Family visit in person remain restricted to one hour per
week, howsver, Dr. Lee muy speak 1o family members and his artarneys by telephons more
frequemly. In July 2000, only one month ggo. Dr. Lee fually was permitted to exercise,
unshackled, one hour each weekdsy. Much more recently, Dr. Lee has been, for the first time,
allowed to exerciss one hour on sxch weekend day, 8s well. Despite the emelioration of the
severe resuictions tha existed as of December 30, 1999, [ have been and remain cencerned about
the slow response of the government 1o my December 30, 1999 urging, which, in hindsight,
probably should have beea phrased in more goading languege, and xbout some of the continved
demeaning limitstions, one of whish is having to wear lag chains in the special, secured
courthouse rooms while Dr. Lee is in the company of his attorneys. For the peace of mind of the
parties, their artomneys, and the judges on the Court of Appeals, I will aesure them that my
exasperation over this hag not mfluenced my decision to order the release of Dr. Lee, on tight
conditions; that decizion wes based solely on the informstion provided during the December
1999 hearing, the hesring on Auguat 16, 17, and 18, 2000, and some of the information [ have
reviewed /n camera snd otherwise since the case was reassigned from Chief Judge Conway to
me on June §, 2000,
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contention that could not have baen made in December. First, Dr. Lee has presented testimony
from Drs. Agnew, Goad, and Richter ther bears on the nature and circumsrances of this case, the
Qcigjn of the evidence, &nd ths nyture and serioutness of danger to the commuuity., It appears
that Dr. Lee could not have munixied this evidence in the brief titoe between his indictment on
December 10, 1999 and the hearing before me which began on D:ccmi;ar 27, 1999, Second,
Robert Vrooman's declaration, executed the fiaal day of the latest -hga.ring, hes 2 material bearing
on Dr. Lee's charucter end dangerousness, Third, Dr. Lec could not have known in December
1999 of Agent Messemer's incotreet testimony, which was relevant ta alf the statutory factors,
about Dr. Lee downloading a resume and sending letters to foreign natons. Fourth, Dr. Lec was
also unaware in December 1999 of the government’s ajternativa theory that Dr. Lee may have
merely been seeking to anhance his amployment opportunities; this too materislly affects the
factors 1o be considered.

B. Pretrial releass

As poted in the Decamber 30, 1999, Memorandum Opinion and Order, the samtory
scheme of 18 U.S.C. § 3142 genenlly favors pretrial release. Sgg Lge, 75 F. Supp. 2d a3 1283
A judge can only order a defendant detined if thers is “no condition or combinstion of
cenditions [that] will ressonably assure the appaarance of the person and the safery of any other
person and the community. 18 U.5,C. § 3142(e). A finding sgainst prewial release must be
supported by “clear and convincing evidence.” 18 U.S.C. § 3142(f).

Congress has instructed judicial officars that

in determining whether there are conditions of relsase that will reasombly assure the

apperrance of the person ay required and the safety of any other person and the
community, (2 judge must) take ioto sccount the available information conceming-

[
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(1) The neture and circumstances of the affense charged, including whether the

offense is & critne of violence or involves a narcodc drug;

(2) the weight of ths evidence against the persor;

(3) the history and chargcteristics of the person, including—
(A) the person's character, phiysical and mental condition, family ties,
employmant, finencial resources, langth of residence in the community,
community ries, past conduct, history relating to drug or alcohol sbuse,
criminal history, and record concerning appearance at court proceedings;
and
(B) whether, at the time of the current offense or arrest, the person was on
probation, o parole, or on other refease pending trial, sentencing, appeal,
or completion of sentence for an offense under Federal, State, or local law,
and

(4) the nxture and serisusness of the danger 1o any person or the community that

wonld be posed by the person's release.

18 US.C. §3142(g). Taow address exch of these § 3142(g) factors in the light of ail currently
available informarion, including Dr. Lee's new evidence and argumants *

1. Nature end cireurnsancas of ths charged offense

This first factor which a court must take into account is the “nture and circumstances” of

the offenses churged. In my December 1999 opinion, I described the nsture of the offenses as
"guite serious” and “of grave concern to nationa) security.” Sce Les, 79 F. Supp. 2d st 1285. 1
&iso felt the circumstances under which Dr, Lez scted were “deeply troubling.” ]d, While the
nature of the offenses is ﬁill serious and of grave concern, new light has been cast on the

circumnstancey under which Dr. Lee took the information, making them ssem somewhat legs

* As noted in the December 30, 1999 Memorandum Opinion and Order, the § 3142(g)
statutory factors overlap one wnother, Sgg Lee, 79 F. Supp. 2d at 1286, In the interest of brevity,
1 will discuss each new piece of evidence only in connection with one § 3142(g) factor.

However, many of the facts influencing my decision support more than the xingie § 3142(g)
factor under which they are individunlly discunsed. Furthermore, [iocorparate into this
Memorandum Opinion my findings and analyses set forth in the December 30, 1599
Memorandum Opirian and Order to the exxent they are not specifically mentionad herein and wre
not inconsistent with the findings tnd analyses expressad in this Memorandum Opinion.

7
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troubling than they appesred to be in December. It remainy undispused that Dr. Lee's actions
were certainly deliberate and not “the result of & timple misrake, " Lge. 75 F. Supp. 2d a1 [286.
Héwsver, = distinguished nuclear weapons scientist, Dr. Richter, has offered an opinion, uader
oath, that calls into question the finding that Dr. Lee’s conduct can only be described as
"devious." Les, 79 F. Supp. 2d at 1285, In expresting his persanal Vel;liun of an 2dage, Dr.
Richrer cautioned, "Never atribute 1o mulice what can be adsquately explained by stupidity.”
(Tr. Aug. 16, 2000 at 76) Dr. Rizhter followed that with this estimony: 1 really think it was
something pretty dumb to do, and that is my feeling. | have no other explanstion for that. . There
ka3 been & prest effort to find an expionage connection and that basn't been found.  And so what
is left? Stupidity is the best I can come up with ™ (d)* In addition to the opinion of Dr. Richter
on this point, Dr. Lee’s attomneys note certain things abont the wethod Dr. Lee used w

downpartition and downlozd the files in question. After placing the files on the groes, unsecured

¢ On the other side of the fence, Dr, Paul Rohinson, also & highly regarded physicist,
recast Dr. Ricther's aphorism a5 "Never azsume malevolence when mere incompeteacy will
suffice.” (Tr. Aug, 17, 2000 21 30.) Adbering to his position at the I> ber 1599 hearing, Dr.
Robinson on August 17, 2000 exphained his starkly conflicting view of Dr. Les's conduct thusly:

[ have tried to see if I could figure out that this was & stupid ast, as it was characterized by
Dr. Richrer. Itis a very carefully planned and calcutated gct. When you look st the
lisings that are on the tapes and the enormous cars that had to be taken to essemble sach
of the tapes, it was clear that the @iz was to svrabliss & complete portfolic of how to
design muclear weapom and how the U.S, has ip fact designed ity current weap Now,
for the life of me, 1 have not been able to figure out why one would take that time, use all
that energy, usa thess methods to do samething that they would take out of the protected
storage, the carefisd custody that all the other workers at Los Alamos and 3t the
Isberatories take with such information. [ just haven't boen abie to come up with & single
excuse . . ., I conciude it waz a malevolent act, yes, sir.

(Tr. Aug. 17, 2000 at 30-31.)



177

©g-0&-00 FRI 13:07 FAX 202 305 7872 LITIGATION SEC @ato

Sorp 7 ‘93 @& P. 1818

partition, Dr. Les apparently gave them rather obvious filesames. (Id. at 176.) For example, Dr.
L ee named the file containing the ’ (Id, 181-83.) He lef this and other
i.n\'iiscrec:iy named files on the open syscem until 1599, (Id a2 178) Then, when Dr. Lec
decided 1o eruse the files from the open partition, he did 3o with the assistance of the LANL

computing help desk. (Id. at 178, Reply Ex. F.) At all times, D, Lee apparently knew thxt

LANL’s sutomated e wnomaly detection system, "NADER," was in operation. {Tr. Aug.

p
17,2000 at 177.) This suggests that Dr. Lee’s actions may not have been as surrepritous,
clandestine, and secretive as the government originally indicted.

Although Dr. Les may not have been fully fcnhcnming as to his intentions when he told
Dr. Ling that he jstanded to download "some filss,” (Tr. Aug. 17, 2000 ax 39), it has brcome
quite clear that Dr. Lee never tald Dr. Ling that ke intended to downlosd only & "resume” (i at
41}

2 Weight of the evidence

As I stated in the December opinion, the government hes never presented direct evidence
that Dr. Les intended 10 harm the United States or 1o secure an advantage for 2 foreign nation,
which are elements of the charged offenses. See Leg, 79 F. Supp, 2d at 1286-87. Now, the
stroag circuragtantial evidence of wrongful intent annournced by the government in December bxs
beean tempered.

Through the declarations of Drs. Agnew and Goad, the aﬁumey: for Dr. Lee have
presented evidence that what may be on the seven missing tapes is in large part svailable in the
“apen' brerature in the public dotmain end that many of the individual files Dr. Lee rook 2re

unclassified. (Sgg Def's Memo. Exs. A and F; Ex. B at Aug, 16-18, 2000 heering.) This tends to
$
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raige some doubt as to the culpable nature of Dr. Lee's intent in gathering the information and the
danger its disclosure migbt pose.

There now alko is & quesdon as to whether the missing tapes contain “all the information
needed to build a functional thermonuclear wespon." Leg, 79 F. Supp. 2d a3 1285. Dr. Robinsen
emphatically reiterated that they do. (Tr. Aug. 16, 2000 ar 124.) Rccm.z testimony from others
on this point was generally fess clear. However, Dr. Robinson now agrees that building & nuclear
bomb is not an easy tusk, even for one in posseszion of a bomb bdlueprint. (Tr. Aug. 17, 2000 at
7)

Since the heesings in December 1999, the government has imputed to Dr. Lee an
alternstive motive for his conduct. This is thet Dr. Lee took the informatien to improve his
prospects for employmeat sbroad. Sege Bill of Particulars, fled July S, 2000. Enhancing one's
resume is Jess sinister thaa the trescherous motive the government, & lesst by implication,
ascribed to Dr. Lee at the end of last year, Furthermore, contrary to Agent Messemer's
December testimony, he now admits there is ng evidence that Dr. Lee actually maifed or
otherwite sent any letters expressing interest in foreign employment.

Als0 in the December opinion, I observed that the government had produced "information
abour varjous suspicious contacts or meetings between Dr. Lee and nuclear weapans scientists
and officials from the People’s Repubtic of China that occurred bath within the United Stares and
in China" Lge 79 F. Supp. 2d at 1287, At the hearing on the present motion there was much
discustion about certein contacts that oecurred during 1982, 1586, and 1988, The more
significant information that it ncw and most favorble to Dr. Lee on this subject is that Dr. Lee
did in fact disclose, 10 his written post-1988 trip report, cooiart in the Propls’s Republic of China

10
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with Dr. Zheng Shao-Tong.* (Tr. Aug. 18, 2000 at 180; Ex. L at Aug. 16-18 hearing.) 1 should
also note, however, that Dr. Lee did not specifically report the clandestioe circumstances of his
n%eeu’ng in s Beijing hotel room with [r. Zheng Shso-Tong or the fact that another high-ranking
Chinsse nuclear zcientist was present.

3. History and characteristics of the person

In addition to the evidencs detailed above that tends to show circumstantially that Dr. Lee
msy net have been quite 28 deceptive a8 the govermment originally porrayed him to be, new
direer evidence suggests that Dr. Lee is timply “naive.* (Declarstion of Robers Vrooman, Ex. [
at the Aug. 15-18, 2000 hearing.) Mr, Vrooman was at all relevant times the bead of
counterintelligence 1t LANL., and, in Mr. Vroomsn's opinion, Dr. Lee "did not understand the
ruthlessness of intelfigence agensies* 1d, Because of this perveived naivetd, and not beczuse he
helieved Dr. Lee was disloyal, Mr, Vrooman recommended in 1999 that Dr. Lee not wavel sgain
tc the People’s Republic of Chine. Seeid.

Also, 23 was trus in December 1999, it appears thar many family members and fifends
have attended the hearings to thow their support for Dr. Lee. New, however, is & dramatic
demonstretion of their trust in Dy, Lee by pledging aver two million dollars in assets which they
are willing to forfeit upen Dr. Lee’s non-gppearance or violation of any other condition of
release. (Seg Ex. J a1 Aug. 16-18, 2000 hearing.)

1 remain seriously concermed sbout evidence of ssveral deceptions ax to which innocuous

explanations have not yet been provided. In the December 30, 1999 Memorandum Opinion and

* This name has been Romanizad in more than ons way. (Tr. Aug. 18, 2000 a1 170-71)
1
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Qrder, I acknowledged that a defendant in a eriminal case faces significant risks in testifying
pretrial. Dr. Lee has not testified at any of the three hearings regarding refease. It may be that he
Qm take the stand at trial and explsig the government's evidence of his deceptive canduct.

The more woublesome insidants began in 1982 when Dr, Lee made an unsolicited
eiephonc call to & scieatin in Californie whe, unbeivownst to Dr, Leg, ;wu under invesugation
by the F.B.I. and whose phone was tapped. Wheaan FB 1 zgent inquired of Dr,' Lee about the
California scientist, Dr. Lee et first deniad knowing the person or talking to him. Adter being
confronted with the recording of his conversation, Dr. Lee recanted. Dr. Les thes agreed ro
gesist the F.B.L in relation 10 {18 investigation of the Californie scientist. Later, in connection
with that, the F.B.1. administered » polygraph exxm on Dr. Lee. The F.B.L interpreted as
deceptive Dr. Lee’s fnitial responss to s question sbout improperly passing certaiu information.
Dr. Lee then disclosed that, in violstion of rulss, be had mailed some unclassified information to
& representative of Taiwan at an address in the United States. After making this disclosure, Dr
Lee wss questionsd again and then passed the polygraph examination.

During « LANL muthorized trip to the People’s Republic of Chins in mid-1988 with other
LANL representatives, Dr. Lee met elone in a Beijing hotel room with two of the highest ranking
PRC nuclear weapons sciearists. They ssked about clasufied mat.-.mi Dr. Lee apparenty did
not give them clsssified informerion. After his retirn to the United Stares, Dr. Lee did not
disclose on his required LANL trip repor the extremely unusual secret meeting with the PRC
scientists or thet one of them was Hu Side, who 81 the time war Associare Director of the
Chinese Academy of Enginsering Physics. It was not until over ten years later, during or after a

polygraph examination, that Dr. Les first described the 1988 Beijing botel room encounter,

12
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Alsa, after being informed thar he had answered deceptively during a February 1999
F.B.I. polygraph examination, D, Lee met with and said to Dr. Richard Krajeik, Deputy Director
of LANL's X Division, that he maey have “inedvertensly” disclosed classified informastion. Dr
Krajcik teatified that he iastructed Dr. Lee to report this right eway to Ken Schiffer, Director of
Imternal Sccurity at LANL. Dr. Krajeik further testified that ba later learnsd that although Dr.
Lee met with Mr. Schiffer, as Dr. Krajcik had told hira to do, Dr. Lee never mentioned the
nadvertent disclosure of clastified informarion 1o Mr. Schiffer. Dr. Lee's attornoys did raise
questions about the reliability of this testimony by Dr. Krsjeik, but since Dr. Lee has not
testified, Dr. Krajak’s testimony has not been dircetly refitad,

On the other hand, the most surtliog incidant of deception desctibed by the government
(the one specifically refereaced in the December 30, 1999 Memorazdum Opinion sand Order, seg
Lege, 79 F. Supp. 24 at 1286), hus now been shown to be groundless. During his recent
tesumony, Agent Messemer adminted that he incorrectly testified earlier that Dr. Lee had
hoadwinksd x colieague by saying be wanted to 1uae the colleegue’s camputer to download s
"resume.”

4. Nature and seficusness of danger to the communiry

The primary concern about "the danger 10 any person or the community that would be
posed by the person’s release,” 1B U.S.C. § 3142(g)(4). sterms from the missing tapes. Dr.
Agnew testified that what he understands to be on the missing tapes “would be of very limited
use to the People’s Republic of China or any other foreign country with & muclear arsenal. " (See
Def's Memo. Ex. A) Dr. Agnew takes this view because of his beliaf that nations with muclear

weapons already have, and would prefer, their own test and design codes. Dr. Richter, an

13
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experienced bomb designer who later worked in the Office of Encrgy Intalligence, testified that
the materiel on the tpes would not change the global strategic baltace of power, (Tr. Ax;g, 16,
ﬁOOO at 6, 8, 84, 92) (ses alio Def's Reply Ex. D), but in the wrong hands could shift & regionsl
balance of power. (Tr. Aug. 16, 2000 at 93.) However, Dr. Richter believed that no nascn
would xctually use the information on the tapes to build 1 bomb, becnu;e, ar least in part, of the
economic and technological hurdles posed in actually buildisg s nuclear weapor. (Id. a1 49.) Dr.
Goed testified that *{o]aly & group already deeply engaged in the design of nuclear weapons
could profit from” the tapes, and then only marginally. (Def's Mema. Ex. Dat4.)

With respect to another aspect of possible danger, Agent Messemer testified in December
1995 that he antcipated "2 marked increase in hosile intelligence sarvice ectivities . .. in an
effort 1o locate the tapes.” (7. Dec. 29, 1999 at 68.) A,ge.m.Melmn:r in his recent testimony
conceded that concern has not materialized over the last eight months as he had expected it
would. (See Tr. Aug. 18, 2000 at 130-31)

Uader the totality of the information that iz now before the court, what the government
described in December 1999 ax the “erown jewels," Lgg, 79 F. Supp. 2d at 1281, of the United
States nuclear weapons program, 6o longer is so cleardy deserving of thet label. (See Def's
Memo. Ex. A.) Dr. Goad characterized the “crown jewels” description as a prranoiac “unbridled
exaggenstion® (Def's Memo. Ex, )

In sum, I am at this time confronted with radically divergem opinions expressed by

severa| very distinguished United States nuclear weapons scientists who are on opposite sides of
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the issue of the importance of the information Dr. Lee took ¢ The net effect is 1o cast the nature
of the danger posed by the information on thee tapes in u fight different from that in which this
case was viewed in December. Because of thair basic differing philosopbical beliefs, deeply ana
sincerely heid, the respected muclear weepoas scientists have presented what is now a confused
picture of the significance of the information Dr. Les downloaded nmo.the rapes. Itis no longer
indisputable, as the government made it appear in Decamber 1999, that the missing 1apes contain
crown jewel information about the nation’s nuclear weapons program.

[ turn thea to the two pousible factutl scenarios, involving the misking tapes, thar concern
the government if Dr. Lee is released. ‘The first assumes Dr. Lee still constructively possesses
the missing rapes, has not mads copias, aad has not wamnsferred the originals or copies. Under
this hypothetical, Dr. Lee’s pretrial reiexse might enable om to coavey the missing tapes, of
cguse them to be passed. It now wppears thar Dr. Lee's contimued pretrial detention wall not
significantly affect this concern. Firsy, while his conditions of confinernent buive been quite
restrictive, they have not been 80 sir-tight a5 to prevent Dr. Lee from surreptitiously sending &
signal which could have resulted in the missing tapes being located and obtained by znother.
More importantly, given the govemment's new prapositon that Dr. Lee may have been using the
tapes to help get « job, it simply does aat appear thar Dr. Lee will aitempt to transfer the tapes on
his own or through someone eise for that purpose while awaiting trizl. Moreover, s earlier
noted, Robert Vrooman, who over & long period served as the head of counterintelligence ar

LANL and knew Dr. Lee weil, unequivacally opined, bused on his experieacs with Dr. Lee, that

¢ Alt of the scientists seamed credible. They simply bave honen and powerful cordlicting

beliefs.

15
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Dr. Lee is not a danger to the Unired States and will aot turn over the tapes, if he has them, to 2
foreign power. Dr. Lez's sttorneys have aiso receantly pointed out that an effort by Dr. Lee to
pa’:s clagsified information could expose him, 1ad possibly his family membery if he were 1o
involve them, to the death penalty, which cranot be imposed on the indicted charges. Common
sense diciates that Dr. Lee would not assume that risk of an ultimate perluhy for kimself or his
family.

Under the government’s second scenaria, Dr. Lee’s pretrial refease will perrait him to
assist & current, unauthorized possessor of the missing tapes in utilizing the informarion on them.
However, there wis new testimony af the hearing on the prasent mation that at least some of the
tuped inforrastion is of & rature that the tapes in which it is conteined would "stand by
themselves.” (Tr, Aug. 16, 2000 82 141.) If these tapes are ﬂn&dy i the possession of another,
relessing Dr. Lee until his trial would make little difference as to that secret information, which
the possessor can use without Dr. Lee’s help. Additionally, I have complete confidence that the
various zgencies that have thoroughly investigated Dr. Lee’s conduct, and that kept him under
constant surveillance for months before his indictment and arrest, will eatisfactorily monitor Dr.
Lee a5 they will be psrmitted to do uader the conditions of relesss. Further, the Draconian
conditions of release I have ordered” will virtually climinate any risk that Dr. Lee might on his

own eccord, or even against his will, communicate with supposed possessors of the tapes.

" These conditions of relesse are modeled on proposals discussed during the December
1999 hearing 1o which Dr. Lee end his attorneys agreed, but which the United States Attorney
and his agistants adamantly opposed. In fashioning these final conditons of release Dr. Lee and
his atommeys bave been extraordinarily accommodating of the govertument’s demands.

16
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O Conclusion
The evidence which Dr. Lee has presented and the new arguments his anormeys have
made lead me to conclude that the governmeat has failed, et this time, to meet its burden of

proving by clear and convineing evid that no combination of conditions of releass will

regsonably assure the safety of the cornmunity and the nation. Hence, as required by the Bail
Raform Act of 1984, Dr. Lee must be released from custody under the extreme restrictions

imposed in the Order Setting Conditions of Release.

D STATES DISTRICT JUDGE
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IN THE DISTRICT COURY OF THE UNITED STATES

FOR THE DISTRICT OF NEW MEXICQO

UNITED STATES OF AMERICA,
Plaintiff,
Vs, CRIMINAL NO. 93-1417 JP

WEN HO LEE,

Defendant.

PLEA AND DISPOSITION AGREEMENT

Pursuant to Rule 11(e)(2), Fed. R. Crim. P., the parties hereby notify the Courtof
the following agreemant betwsen the United States Attomaey’s Office for the District of
Naw Mexico, the defendant, Dr. Wen Ho Lee, and the dg{endaht‘s attomeys, Mark
Helscher and John O, Cline:

| W

1. The defendant understands his right to be represented by an atlomey and
Is so represented. Tha defendant has thoroughly reviewed all aspscts of this case with
his atiorneys and is fully satisfied with those atfomays' legal representation.

RIGHTS OF THE DEFENDANT

2. The defendant further undarstands his rights:

a.- o plead not guilty;
b. to have a trial by jury:

c. to confront and cross-examine witnesses and to cali witnesses ir.
his defense;
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d. to testify, if he so chooses; and

6. against compelled self-incrimination.

WAIVER OF RIGHTS AND PLEA OF GUILTY

3. The defendant hereby agrees to waive these rights and to plead guilty to
Count 67 of the above-capticned §9-count Indictment charging violation of 18 U.S.C. §
793(e), that being Unlawful Retention of National Defense Information.

ENCING

4. The defendant undsrstands that the maximum penatty the Court can
impose lIs:

a. imprisonment for a period of not more than ten (10) years;

b. afins not to exceed $250,000.00;

c. a mandatory term of supervised release of not more than three (3)
years that must follow-any term of imprisonment. (If the defendant
serves a term of imprisonment, is then released on supervised
releass, and violates the conditions of supervised releass, the
defendant's supervised releass could be revoked~even on the fast
day of the term—and the defendant could then be returned to
another pericd of incarcaration and a new term of supervised
releasa.);

d. a mandatory special assessment of $100.00; and

e. restitution as may be ordered by the Court.

5. The parties agree, in accordance with Rule 11(e)(1)(C), Fed. R. Crim. P.,
that the sentenca shall be 278 days incarcaration, with credit for time served since

Decamber 10, 1998, and no fine, forfelture, restitution, or pariod of probation or

supervised releasa shall be impossd, other than the mandatory $100.00 special
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assessment pursuant to 18 U.S.C. § 3013(a)(2). . Given the Court's extensive familiarity
;Jli(h the defendant's personal history and conduct, the partias agree that the defendant
shall be santenced the same day as ths plea, without a presentanca report.

6. if the Court rejocts this agreemant in while or in part, or if it declines fo
dismiss Counts 1 through 58, 58, ond 69 of the Indictment with prejudics, then, in
accordance Rule 11(e)(4), Fed, R. Crimn. P., the defendant shail be afforded an
opportunity to withdraw his plea of guilty,

DEFENDANT'S ADDITIONAL QBUIGATIONS

7. The defendant hereby agrees that:

a. The following definitions shall apply throughout this Plea and
Disposition Agreement: {1) “iapes™ is defined as the tapes at issus in the indictment,
including any information on the tapes, as well as any copies, printouts, versions,
variants or variations in any medium whatsoever; (2) “files™ is defined as the flles at
issue in the Indictment, including any information in the files, as well as any coples,
printouts, versions, variants ot varations in any medium whatsoever.

b. Befors entry of the plea, the defendant will make a truthful written
declaration, under panalty of perjury, that (1) he never intended ta pass, disclose, or
cause or aliow to be disclosed to any unauthorized person or third party the tapss snd
naver gliowed any unauthorized person or third party access to those tapes, {2) he did
not in the past and cannot in the future pass, discloss, or cause or aliow to ba
disclosed the tapes to any unauthorized person or third party, (3) he never intendad fo

pass, discloss, or cause or allow ta be disclosed to any unauthorized person or party
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the files and never allowed any unauthorized persan or third party access to those filss,
and (4) he did not in the past and cannot in the future pass, disclose, or cause or allow
to be disclosed the files to any.unauthorized person or party.
c. At the time of and as part of his guilty plea, the defendant agress
that he will allocute under eath that at all times relevant to the Indictment, the following
was true:
Qn a date cartain in 1994, t used an unsecure computer in T-Divislon to
download a document or writing relating to the national defense (File 14} onto
Tape L. | knew at the time that my possession of Tape L outside the X-Division
parimeter was unauthorized and that, under Los Alamos National Laboratory
directives, | was not permitted to have Tape L outside the X-Division perimeter. |
retained Tape L and did not deliver it to an officar and employeo of the United
States entitled to recsive Tape L.

The parties agree that the above provides a sufficient factual basis for the defendant's

quiity plea.

d. At the time of the pleg, the defendant shall acknowledge that the
United States had and has 3 legitimate national security interest in determining what
occurred with respect to the files and tapes.

e. Following acceptancs of the plea, and before imposition of
sentence, the defendant shall pravide to the United States a truthful written declaration,
under penalty of perjury, stating the manner in which he disposed of the seven tapes
referred to in Counts 42, 44 through 49, 52, and 4 through 58 of the Indictment, as
well as haw, where, and when copies of the tapes were made and the manner in which

they were disposed. Other than as necassary to answer any Inquiries from the Court,

neither party shall make any reference to the substance or content of this declaration to
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the Court at any time before the Court imposes sentence and dismisses Counts 1
tﬁrough 56, 58, and 58 of the Indictment with prejudice in accordance with paragraph
10 below.

f. Beginning on Septembaer 26, 2000, or as soon thereafter as the
governmert requests, the defendant shall answar under oath questions from
represerttatives of the United States for a period of ten (10) days within a three-week
period, for a reasonable numbar of hours, which the parties undarstand to be six (8)
hours of questions and answers per day, each of those ten (10) days. To the extent the
United States believes that it requires additional time to compiete the questioning, it
may apply to the Court for a reasonable extension of this debriefing peried. To the
extent that counsel for the defendant conclude at any time during the throe-week period
that the questioning has become unreasonable, they may apply to the Court for
appropriate relief. During the three-week period identified abovae in this paragraph, the
defendant shall identify any storage spaces (other than his home), including but not
limited to safety deposit boxes, computers, and computer accounts, under his contral,
and he will agree to allow the United States to search them.

[+3 The parties recognize that, under the particular circumstancss of
this case, the reliabllity of any future polygraph examination may ba subject to
corflicting interpretations. The United States, however, ressrves tha right to have the
defendant undergo a polygraph examination administered by a mutually agreeable
polygrapher If, in the United States' view, it becomes necessary for national security

reasons or to verify the defendant's declaration or sworn debriefing regarding only the
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creation, disposition, and whereabouts of the tapas and files. If the parties fail to agres
on a polygrapher, then, after hearng from the parties, the Honorable Edward Leavy of
the United States Court of Appeals for the Ninth Circuit (hersinafter "Mediator Judge")
shall select the palygrapher. f any such polygraph examination occurs, it shall ba
conducted after the Court accepts the defendant's plea and imposes sentence and
after the debriefing contemplated by paragraph 7(f). The parties agree that the results
of any polygraph examination shall not be submitted ta this or any other Court in any
manner, including without limitation in connection with any proceeding under paragraph
7(h) below.

. This agreement, and any plea, sentence, or other action taken in
accordance with this agreemant, shalt become null and void if the Court determines, by
a preponderance of the evidence admissible under the Federal Rules of Evidence as
they would apply at trial, that the defendant knawingly provided false or misleading
testimony conceming the creation or disposition of the files and tapes in the
declarations contemplated in paragraphs 7(b) and 7(e) above or in the debriefing
contemplated in paragraph 7(f) above.

I For a period of twelve (12) months following imposition of
sentence, the defendant shall make himself avallable to respond to reasonable
inquiries from the United States.

j. Notwithstanding paragraph 7(h) above, the defendant's declaration
and testimony given under paragraph 7(c) above shall be protacted under Ruls

11(e)}(6), Fed. R. Crim. P.
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K. No statemsnts made or other infonmation provided by the
defendant in connection with paragraphs 7(b), 7(e), 7(f). 7(g), and 7(i) will be used
directly against him in any criminal case brought by the United States, ex_oept inthe
event of prosecution for false statement, obstruction of justice, or perury arising out of
those statements or other information provided by the defendant, or except for a
proceeding under paragraph 7(h) or as set forth in paragraph 13. The United States
may make derivative use of, and may pursue any investigative leads suggested by, any
statements made or cther information provided by the defendant. Moreover, if tho
defendant later testifias at any trial or other judicial procseding and offers testimony
different from any statements made or any informatien provided during the debriefing,
the United States may cross-examine the defendant about any statements made or
ather information provided by the defendant during the debriefing. Evidence about
such statements may also be producad in the United States' rebusttal case in any such
trial or judicial proceading. Notwithstanding the provisions of Rula 410 of the Federal
Rules of Evidence and Rule 11 of the Federal éules of Criminal Procedure, the
defendant waives any objection to such cross-examination and rebuttal, as is
permissible pursuant to United States v. Mezzanatto, 513 U.S. 196 (1895).

I For a pericd of twelve (12) months fallowing imposition of sentenca,
the defendant will provide reasanable written advance natice to the United States of
any plans to travel outsida the United States. If the United States has any objection to
the defendant's travel plans, the United States will bring its objectien ta the Mediator

Judge, who will determine whether the defendant should be aflowed te travel outside
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the United States. This paragraph is implamanted by a letter dated September 13,
2000, signed and agreed ta by the United States, the defendant and counset for the
defendant, addressed and deliverad to the Mediator Judge, which letter s_hali be a part
of this Agreement.

WAIVERS

B, The defendant is awara that Title 18, Unlited States Code, Saction 3742
affords & defendant the right to appeal the senterice imposed. Acknowledging that, the
defendant knowingly walves the right to appeal any sentence imposed pursuan; to the
parties’ agreement reflected in paragraph 5, above, on the grounds set forth in Title 18,
United States Cods, Section 3742 or on any ground whatsver, in exchangs for the
concessions made by the United States in this plea agreement. Tha dafendant also
waives his right to chatlenge his sentanca or the manner In which It was determined in
any callateral attack, ihcluding‘ but nat limited to, & mation brought under Title 28,
United States Code, Section 2255,

9. The defendant walves any right to additional disclosure from the
govemment in connection with the guilty plea. The defendant agrees that with respect
to all charges in the Indictment, ha is not a "prevaliing party” within the meaning of the
Hyde Amendment, Section 617, PL 106-119 {Nov. 26, 1997).

GOVERNMENT'S AGREEMENT
10.  Provided that the defendant fulfills his obligations as set out abave in

paragraphs 3, and 7(b} through 7(e), the United States agrees to move at the time of



194

SEP-13-2822 15185 P.16s12

sentencing to dismiss with prejudice the remaining cournts of this Indiciment as 1o the
defendant. ‘

11, This agresment is limited to the United States Attomay's Qffice for the
Oistrict of New Mexico and the United States Department of Justice, and does notbind
any other federal, state, or local agencies or pkoéecu;ing authorities. Moreaver, this
agreement, which addresses the uniqua circumstancas of this case, may in no way be
relied upon or cited as precedent by anyone not a party to this agreement.

VOLUNTARY PLEA

12.  The defendant agrees and represents that this plea of guilty is freely and
voluntarily made and not the result of force or threats or of promises apart from those
set forth in this plea agreement.

VIOLATION OF PLEA AGREEMENT

13.  The defendant understands and agrees that if he violates any provision of
this piea agreemertd, the United States may move the Court to dediare this plea
agreement null and void as to any benefits inuring to the defendant, it being understood
that the defendant shall not be entitled to withdraw his guilty plea in such event. If the
Court finds a matedal breach of the plea agreement, the defendant will thereafter be
subject to prosecution for any criminal violation including, but not limited to, any
crime(s) or offense(s) contained in or related to the Indictment filed in this case, as wall
as perjury, false statement, and obstruction of justice. Should the Court find a material
breach of this agreement, the defendant waives any double jeopardy or stafute of

limitations defense with respact to any count in the (ndictment.

g
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DISPUTE RESOLUTION

14, With the exception of any disputes coverad by paragraphs 7(f), 7(h) and
13, the parties agree to submit any disputes as to the implementation of terms of this
agraement to the Mediator Judge, who shall have the power to resolve themin a
binding manner.

PECIAL SM

18, Althe time of execution of this plea agreement, the defendant will tender
to the United States District Court Clerk 8 money‘ order or certified check payable to the
order of the United States District Court, District of New Mexico, 333 Lomas Boulevard
NW, Suite 270, Albuquenque, New Mexico 87102, in the amount of $100.00 in

payment of the special assessmant described in paragraphs 4(d) and 5 ebove.

10
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ENTIRETY OF AGREEMENT

18.  This document, along with.the implermenting letter on travel outside the
United States, is a complete statement of the agreemant in this case, supersades alt
prior agreements whether oral or written, and may not be altered unless dene so in
writing and signed by all parties.

AGREED TO AND SIGNED this _R¥hday of _Jrplenber 2000.

NORMAN C. BAY
United States Aitomey

By:

s pla
GEOR A STAMBOUL!DIS
Assistant United Statas Aftomey
201 Third Strest NW, gth Floor
Post Offica Box 607
Albuquerqus, New Maxico 87103
(505) 3457274

| have read this agreement and carsfully reviewed every part of it with my
aftorneys. | understand the agreement and voluntarily sign it.

zehe e

WEN HO LEE
Defendant

MARK HOLSCHER
Attomney for Defend

D,

JOHMN D. CLINE
Al ay for Defendant

11
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DECLARATION OF ROBERT VROOMAN
" 1, Robert Yrooman, do hereby declare and state:

1. T have reviewed the government's response to Wen Ho Lee's Motion for Discovery of
Materials Related to Selective Prosecution, including the attached Declaration of Special
Agent Robert Messemer. As set out below, Agent Messemer's declaration contains
numerous false statements. Based on my experiences with Agent Messemer and the
information I have received from other FBI agents, I believe that he regularly distorts
information.

2.1 did not tell Agent Messcmer that Lec probably assisted the Chinese by helping fix
Chinese hydrocedes during his travel in 1986 and 1988. His allegation that I did so is false.
Our Aprif 28, 1999 meeting focused on [approx. one line deleted] and Agent Messemer's
theory that there was something inappropriate going on [words deleted]. 1 attended that
interview solely as a favor to John Browne, the director of Los Alamos Natienal Laboratory.
When it was over, I told Browne that T considered the interview strange, because it had
nothing to do with the Lee case. I later learned from officials at the CIA that Agent
Messemer was falscly informing CIA officials that I had been critical [word(s) deleted]. At
the time, Agent Messemer was attempting to shift blame to the CI1A for possible fallout
[words deleted]. T sought to obtain a copy of Agent Messemer's memoranda of my interview
and to have it corrected. See Attachment one. The FBI refused to provide me a copy of this
memarandum, which I expect contains false information.

3. Agent Mcssemer's statcment that the individuals selected for investigation were chosen
because they fit a "matrix” based on access o W-88 information and travel to the PRC is
false. Dozens of individuals who share those characteristics were not chosen for
investigation. As I explained in my prior declaration, it is my firm belief that the actuat
reason Dr. Lee was selected for investigation was because he made a call to another person
who was under investigation in spite of the fact thai he assisted the FBI m this case. It ismy
opinion that the failure to look at the rest of the population is because Lee is ethnic Chinese.

4. Mr. Moore's contention that the Chincse target ethnically Chinese individuals to the
exclusion of others, therefore making it rational to focus investigations on such individuals
was not horne out by our expetience at Los Alamos, which was the critical context for this
investigation. It was our cxperience that Chinese intelligence officials contacted everyone
from the laboratorics with 4 nuclear weapons background who visited China for
information, regardiess of their eihnicity. { am nnaware of any empirical data that would
support any inference that an American citizen born in Taiwan would be more likely than
any other American citizen [deletion].

S. Of the twelve people ultimately chosex for the short list on which the investigation
focused, some had no access at all to W-88 information, and one did not have a sceurity
clearance, but this individual is ethnically Chinesc. I do not believe this was a coincidence.
Further, this ethnicelly Chinese individual did not fall within the "matrix" which Agent
Messemer claims was used by the DOE and FBL In addition, although there were other
names ou the Al list, Mr. Trulock made clear thal Dr. Lee was his pnimary suspect.

6. Agent Messemer deliberate’y mischaracterizes the nature of my comments to him
regarding my concemns about Dr. Lee's travel to the PRC. | did consider it unusual that Dr.
i.ce had not reported any contact by Chinese agents when I debriefed him following his
retum from the PRC. T did not believe then and 1 do not believe now that Dr. Lee engaged in
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espionage, and I made no such intimation to Agent Messemer. Dr. Lee and his wit Sylvia
were both cooperating with FBI investigations, and I considered them loyal Americans.
Nonetheless, I considered Dr. Lee naive, and therefore a potential security risk. It was to
keep Dr. Lee out of harm's way, not because I had any fear that he might knowingly engage
in improper conduct, that | recommended against further unescorted trps out of the country
for Dr. Lee. .

7. My concerns about the real motivation behind the investigation were exacerbated when |
received a classified intelligence briefing from Dr. Thomas Cook, an intelligence analyst at
LANL, in September 1999, This briefing put to rest any concerns that I may have had that
Dr. Lee helped the Chinese in any substantial manner.

8. In my capacity as a counterintelligence investigator at LANL, I was briefed on the
existence of an investigation code-named "Buffalo Slaughrer" some time in the lae 1980s
invelving a non-Chinese individual working at a DOE laberatory who transferred classified
information to a forzign country. That individual was granted full immunity in return for
agreeing to a full debriefing on the information that he passed. [Approx. six lines deleted].

9. The statements contained in my Declaration dated June 22, 2000 are true and correct and
I so attest.

I declare under penalty of perjury of the laws of the United States that the foregoing is trug
and correct. Executed on August [0, 2000, at Gallatin Gateway, Montana.

[signed]
Robert Vrooman

fAttachment one}

September 17, 1999

Robert S. Vrooman

P.O. Box 348

Gallatin Gateway, MT 59730

David V. Kitchen
Special Agent in Charge
FBI 415 Silver SW
Albuquergue, NM 87102

Dear Mr. Kitchen:

1 would like to have a copy of the 302 prepared by SA Robert Messemer as a result of his
interview with me on April 28, 1999. Several members of the CIA's IG office have read me
portions [of] Messemer's report, and it is clear to me that SA Messemer attributed his
opirions to me. During the mterview, [ told SA Messemer that 1 did not know [deletion]
weil enough to have an opinion {deletion}. He then provided me with the details and asked
me to speculate on the implications. I find this interview technique objectionable.

On the other hand, $A Messemer did provide me with a lot of details regarding Dr. Lee that
T did not know. This helped to solidify my opinions on the case and to have the confidence
o go public. I learned during the meeting with SA Messcmer that Dr. Lee {Approx. one line
deleted). SA Messemer was partictJarly helpful to us when he provided us a copy of Mr.
Bruno's April 15, 1997 memorandum to Notra Trulock thus allowing us to defend our
decision to keep Dr. Lee in his job. For this [ am grateful to SA Messemer, but I still object
to his using me o promote his opinions.
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Tam planning to write a book on my experiences and would like to have the 302 as soon as
possible.

Sincerely yours,

[signed]
Robert S. Vrcoman
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MEMORANDUM

DATE: December 10, 1999

TO: Witfred Romero, Deputy Warden
Mszjor Anthony Romero, Chief of Security
All Shift Commanders

EROM:  Lawrence Barreras, Senior Warden / S
7 %
SUBJECT: HIGH SECURITY SUPERVISION

+he Wit gamert and secunly procedures wilf te implemented far the
supei . on 6T high profiie USM inmate Wen Ho Lee whe is being confines 8! the
Corre - peratnd Santa Fe County Detention Facility

sQgl  nD ETARE (Eight Hour Shilts): *
1. Paul Maez ~ Evening shift - 4:00 pan. - 12:00 a.m,
g Frank Sanchex - Morning shift - 12:00 a.m. - 8:00 am
fficer Vincent Franco - Day shift— 8:00 a.m. - 4:00 p.m.

7ot Jose Rodriguez will be a jeliel.

£.owing procedures will be in place:

1-JSM nmale will be assigned to the isolstion area-adjacent to booking, in 2 cell
':35 teen eanhanced for high security. Enhancemenls:inciude exira securily
on sciected entrances-lo the isolation area. Thetcell door has also been

edl il bo't locks @nd pad locks, one on the door and one ‘on the tray pass.

io.veys el remain in master contéol-for quick access only 1o the shift commander ’
. :

»evant of ar emergency. The cell door may ‘not be opened without the
2n's 2oproval, Emergency access is permitted in accordance with emeigency

DOJ-WHL-00164
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HIGH SECURITY SUPERVISION (cont.)
Page 2 of3

«  Acontinuous log will be maintained detailing the entire activity.of the individual thal
is assigned to this security cell, Entries will be made every 15 minules and fer any
unusual activity. Additionally, an entry will be made for anyone entering the ares

_it nuthorized staff and or visitor must sign the entry on the fog.

« The logging of aclivities should be very detaled identifying the status of the
indivigual continuously.

<« Tie officer assigned 10 the area is not to leave his/her assigned post under any
circumstances. |f the officer needs to be relieved for the restroom he/she must notify
the shift commander. The shift commander wil respond immediately.

« Underno circumstances. will:other staff, visitors and or inmates be aliowed intc that
immediate area. -Only the following staff will have access to the area:.

« Lawrence Barreras, Senior Warden

< Wilfred Romero, Deputy Warden

« Major Anthany Romero, Chief of Security

~ Marvin Madinez, Program Administrator

« Captain James Bustamante, Duty Officer

« Shift Supervisor

« Assigned Security Staff

« Medica! Staff ~ with my approval
Mental | lealth Staff — with my approval

v unusual activity should occur in this immediate area, the shift commander wili
< nclify the Warden, Deputy Warden and the Major.

“xwers will enly be conducted during the reguiar workweek, during the day with my
cnont Thae Deputy Warden and Major must be on-site {0 supervise movement.

=ms will be permitted {o be in the inmate’s possession:

giene packet, mattress, bianket, sheet, pillow, pilowcase, 1 uniform, 1 peir of
ued shoes, reading material (upon inspection by the Major or above), a cen
unc paper will be made available upon request.

; visits will take place in an adjecent room in the isolalion area. Aftorneys of
re are Marx Holscher and John Cline. The Warden musl approve attomey
Attorney visits will be coordinated by Marvin Martinez, Program Administrator
A4 ranornt o the site for the visit.

DOJ-WHL--00165
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HIGH SECURITY SUPERVISION (cant)
Page 3 0f 3

ob

N 1

« Phone calls will be permitted on day shift for 15 minutes. The inmate phone in the N 2t

muli-purpase ro0m must be used for this purpese.  The shift superisor must be /

present and monitoc phone calis: A
= The shift supervisor will coordinale meats for the inmate. The shift supervisor will go
¢ Kitehen at mealtime and bave one prepared from the meat line. Styrofaam
and plastic utensits wili be utilized. The shift supervisor will take the meai to
"l and give it 1o the inmate ylilizing the trey pass. Twenty rminutes later the
supervisor will retrieve the meal container. utensils and any remaining food
umh the fray pass.

SUNS

o2
Nardem must . approve - non-contact famify visits  The Warden will refay visit (’WIV )
- & case by case basis prrNy

g tfs
. squests or comments made from the news media will be referred girectly 1o the yue!
ic infermation whatsoever is to be relayed fo gnyong calling in reference o /
i > 2tus of ihe inmate assigned Lo the sécurity cell. “M@m*"?"‘d
H ¥
. iete isoiation of this activity is imperative. Security 3nd professionalism will be - }61\'
wedt 1o the highest standard. . EM

:{ agsigned to this detail will maintain high vigilance and remzin fully alert at 8t

T omany wik remain secured in the cell 24-hours 3 day.

nperative hat everyone foliows and adherss to this dirgclive without fai. Al
i be referred to the Shift Supervisor who will contact the Warden and
gen immediately at any hour of the day or night,

Thiz diractive will only be changed DX the Warden. It will be in effect immediately upon
the insiue's arivat on December 10" and maintained until further notice.

xe:  Gary Henmaa, Vice President, Secure Detention
Nick Ploof, USMS

“rad Romero, Deputy Warden

r Anthony Romero, Chief of Security

rAnrvin Martinez, Program Administrator

Captain James Bustamante, Duty Officer

Alt Shift Commanders

Staff idientified as being assigned to this project.

DOJ-WHL--00166

SASL7I2BITG PRGT 24



203

DEC-22-1933 16:17 US ATTORMNEY OFFICE SBS3466886  P.@2/03

O

O'MELVENT & MYERS LLp

Cprcrumy CTOY 400 South Hope Steet HONC xanG
NESPOLT BEACK Los Angeles. California goovi-289¢ - LONBON

| NEw o TELEPHONE (133] §3umbou0 AHANGHAL
TAN FRANCTSCO FacsIMiLE (133) 4306407 Tomo
aSHINSTON, D.C. INTYUNET: www,01am, coiti i

December 21, 1999

PRIVILEGED & CONFIDENTIAL
VIA FACSIMILE AND MAIL

United States Anorney John Kelly
First Assistant United States Atlorney Robert Gorence
United Statwcs Anomey’s Office Yor the
District of New Mexico
201 3rd SueeatN W.
Albuquergue, New Mexico 87108

Re:  Dr, Wen Ho Lee
Dear 1.8, Anomey Kelly and First Assistam Gorence:

T write 10 follow up on my coaversation with Mr. Gorence yesierday regarding the
conditions of Dr. Lee's imprisonment. Apparently at the request of the Department of Justice
and the FBY, Dr. Lees jailers have barred his family from visiting him for more than one hour a
wecek. 1o addition, the agents have demanded thar my client and his wifc speak only English and
do so in the presence of a federal agent.

Please provide me immediately with 2 wrinen deseription of the conditions that you have
placed on Dr, Lee's imprisonment, and 2 statement of the legal authority for these draconiun
condisions. We formatly demand that Dr. Lee be permined to visit with his family oo a dasly
basis. We also swongly object 1o the unprecedented intrusion of FRI agents an Dr Lee's
meetings with his family and the insidious demand chat he only speak 1o his wifc in English. We
hereby again demand that the agents niot be preseat during his meestings with his family. By way
of this lener, § also request that you provide me with wrinen ussurances that the FBI agents who
arc eavesdropping on Dr. Lee's conversations have not and will not provide any representative of
the Department of Justice or anyone connected with this investigation information regarding
those conversations.

Apparently, federal agents, without any coun arder or authorization, are also refusing 10
permit Dr. Lee w0 call me @t my home ‘telephone number and are restricting his ability 10 cali me
atmy office. Please immedistely provide the agents with my home tefephone number and work
telephone Rumber and divect them to pernut Dr. Lec 10 call me on a daily basis at those numbers
You, of course, have ulready confirmed my selephone nunbers, as you have called me at my

DOJ-WHL--00171



204
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T O MELVENY & MrERs ULP

- wbme and you have ablained the subscriber infarmation for ury home ielephone number through
2 grand 1ury subpoena. ’ ’

. Very muly yours.
Mark Holseher
of O'MELVFNY & MYLRS LLP

LAZ<467592 ¢

DOJ-WHL--00172
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DEC-22-1923  16:17 US ATTORNEY OFFICE ]

ta: Michael Brave

fax ¥ . 202-514-3120
ra: -~ Holscher letter attached

date: December 22, 1999
pages: 3, including this cover sheet.

Please sec attached letter. Call Bob Gorenee at 505-346-7274 for questions or Pauls Bumett at
the same number.

Thanks

Prom the desk of...

Boreen Dowing ‘
5250 224434 ~tnnT

DOJ-WHL--00173
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01/06/00 11:51 202 514 2838 INT. SEC. SECT. Qooz

‘The Secretary of Ensrqy
Washington, DC 20835

December 27, 1999

- The Honorable fanet Reno
Attorney Genersl of the United States
U.S. Department of Justice
Washingtoa D.C. 20530

Dear Attorney General Reno:
Ra: f 8 Crim, No. 99-1417
(0. NM. Dec. 10, 1999)

1 write 0 you pursuant to title 28 of the Code of Federal Regulations, section
501.2, which provides that, upon direction of the Attorney General, special
administrative measures may be implemented that are reasanably necessary to
prevent disclosure of classified information, upon written certification ta the
Attormney Geaeryl by the head of a member agency of the United States intelligence
community that the unauthorizad disclosure of dassifiad Information would pose s
threat to the nationa! security and that there is 4 danger that the inmate will
disclose such information.

1 hereby certify that the unmuthorized disclosure of classified information deseribed
in the above indictment would pose a threat to the national security and that there
is & danger that Mr, Lee will disclose such information. In my judgmeat, suchs
certification is warsnted to ensble the Department of Justice to taks whatever .
steps are reasonsbly available to it to preclude Mr. Lee, during the period of bhis
prezrisl confinement, any opportusity to communicate, directly or through other
means, the extremely sensitive nuclear weapons dats that the indictment aileges
Mr. Lee surreptitiously divertad to his own possession from Los Alamos Natioas!
Laboratory (LANL). [ make this certification at the request of ULS. Attorney for
the District of New Mexico, John Kelly, and upon the recommendations and
evaluations of the Director of the Federa! Bureay of Investigation and DOE’s
Directar of Sscurity and Emergéncy Operations, Eugeae Habiger,

Yours sincerely,
: >

Bill Richardson

DOJ-WHL--00174



207

Department of Energy
Washington, OC 20585

MEMORANDUM FOR THE SECRETARY

FROM:
SUBIECT:
BACKGROUND:

Eugene E. Habiger
Director, Office of Security
and Emergency Operations

Recommendation that You Sign Certification in United States v, Wen Ho
Lee, Crim. No. 99-1417 (D. NM. Dec. 10, 199%)

As you know, on December 10, 1999, Wen Ho Lee was indicted in federal
court on 59 counts of mishandling classified information. He is being held
without bail while swaiting trial on these charges.

Under 28 C.F.R 501.2, upon direction of the Attomey (General, special
administrative measures may be implemented that are reasonably necessary
to prevent disclosure of classified information, upon writien certification to
the Attorney General by the head of 2 member agency of the United Staies
intelligence community that the unauthorized disclosure of classified
information would pose a threar 1o the national security and that there is a
danger thar the inmate will disclose such information. U.S. Attorney for the
District of New Mexico, John Kelly, has requested that you make this
certification.

In my judgment such a cenification is warranted to enable the Department
of Justice to take whatever steps are reasonably available to it to preclude
Mr. Lee, during the period of his pretrial confinement, any opponunity to
comnmunicate, directly or through other means, the extremely sensitive
nuclear weapons data that the indictment alleges Mr. Lee surreptiiously
diverted to his own possession from Los Alamos National Laboratory
(LANL).

The indictment returned against Lee charges him with illegally transferring
nineteen TAR files {a TAR file is an archive file and constitutes a
“container file” in which groups of other files are collected at the direction
of the file creator) from the secure partition of the LANL Common File
System (“CFS™) 1o the open partition. The TAR files that Lee is alleged to
have transferred contained Secret and Confidential Restricted Data relating
to the research and design of nuclear weapons.

@ Pomiot w0y ah om vl aser
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The indictment also charges Lee with downloading the classified files he
had gathered on the open partition onto portable computer tapes. On one
occasion in 1997, he allegedly downloaded classified files directly from the
secure partition onto a portable computer tape. Lee is charged with
creating ten such tapes. Three of these tapes were recovered during the
consensual search of Lee’s office in March, 1999. The seven remaining
tapes, each containing highly sensitive classified information, have never
been recovered.

The Restricted Data contained on the nineteen computer files and the seven
missing downloaded computer tapes represent the most sefsitive
information collectively possessed within LANL. As Dr. Steve Younger,
Assistant Director of LANL, has testified, what Lee is alleged to have
taken includes four of the most important primary and secondary source
codes. The data files represent the curnulative knowledge of approsimately
1,070 American nuclear tests and contain never to be replicated, absent
testing, information concerning material equations of state, neutron cross
sections, and opacity information, all of which is relevant only in the design
and construction of thermonuclear weapons, The files and tapes Lee is
alleged 10 have created also contained input deck designs and contours,
whuch are the complete “blueprints” of highly optimized weapons. Dr.
Younger has expressed the view that the unauthorized disclosure of the
source codes and data files in the missing tapes would give a foreign power
“all the tools” needed to design a range of thermonuclear weapons and
could alter “the global strategic balance of power.” As was stated above,
seven of the tapes containing this surreptitiousty acquired information ahve
yet to be recovered by the Govenrment.

The recently issued indictment does not deprive Mr. Lee of the legal
presumpticn of innocence. Nevertheless, I believe that the national security
risks associated with dissemination of what My, Lee is alleged to have
purloined are both stark and real. Dr. Younger’s affidavit vividly describes
the nature of the information and the obvious risks it presents if further
disclosed.

The United States Attorney, John Kelly, has informed DOE that protective
measures have been taken during pretrial confinement in other cases
involving alleged compromises of sensitive government information and
that, in the absence of such measures, the administrative conditions of
pretrial confinement designed generally for other sorts of alleged offenses
could permit further compromises to ocour.
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3
Although the Department of Justice has already imposed some restrictions
on Mr. Lee, he has challenged these restrictions, and the Department of
Justice has informed the Office of General Counsel that a certification by
you would strengthen the Gavernment’s gbility to maintain the restrictions
in place.

RECOMMENDATION: That you sign the atrached certification.

CONCURRENCES: EJFygi/Acting General Counsel /2 /1. - /??

Attachment
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MEMORANDUM
DATE: January 4, 2000

H i i M isoner Operations
TC: Rick Ploof, Supervisor Deputy US /m.En.sf\ perath
FROM:  Lawrence Barreras, Seniot Ward{nv 7{2} N g%

SUBJECT: SEGREGATION INMATES
As per our conversation attached is the segregation palicy you requested.

The following is 2 summary of our segregation operation. Inmates in segregation have
access te the following.

» Phone calis are made coliect to etorneys and/or family or friends, {S-minutes per
day.

* Barbering services are available on @ weekly basis.

« Non-contzct visitation, The visits are 1-hour per week on Fridays.

« Legal Access - Legal materials are provided to the inmates on an as needed basis.
» Llibrary-Access — Reading malerials are provided on 2 weekly basis.

< Showers are available §-days per week, Monday thrcugh Friday.

+ 1-hour per day recreation. Recreation lakes place outdco:s weather permitting.

* The segregation unit consists of twelve two men cells. Inmates are housed either
singfe or double cetled in accordance with their security requirements,

* Inmates receive meal service (3) times per day. Inmates are provided the same
meal service provided to the general pooulation. However, segregalion inmates
receive their meals in styrcfoam trays,

* Inmates nave access to @ modified commissary list weekly.

¢ The medicai aepartment conducts rounds (3) times daily.

COANELL COARECTIONS. INC.

SANTA FE COUNTY CORRECTIONAL FACIITY
4312 N 14

SANTa FE NEW MEXICC £7508

G54 71.48
Sax. S5ars0as DOJ-WHL--00158

5234732033 PRGE, 22
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SEGREGATION INMATES (CONT.)
Page 2 :

= The mental heaith depariment conducts rounds once @ week on Monday. and sees
. inmates as needed by appointment.

* Inmatgs have access (o correspondance with individuals.

* Inmates have access t¢ laundry exchanges in the same mannef 33 generat
population.

* Inmates have access lo hygiene ifems in the same manner as general population,

v Each cell is equipped with a sink, hot 2nd cold running waler, a toilet, a mirror for
grooming purposes, a desk and steol, natural and electsic lighting and (2) bunks with
mattresses, bedding and linen.

¢ inmates-arein full restraints anytime they are out of the ce’l being moved from one
Ipcation todnother, -

¢ Inmates are not allowed 3ccess to other inmates except in cases where they are
being double celled with another segregation inmata.

Any of the above can te modified in accordance with your requirements. Madifications
must meet applicable iegal requirements.

DOJ-WHL--00159
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SFCOC 232-2
Raevised:11/53
Page ¢ of 4
Comell Corrections Inc.

POLICY POLICY PAGES

NUMBER: 232-2 1of 4

SUBJECT:  General Conditions of
Canfinement : .

FACILITY:  Santa Fe Counly Detartion | RELATED A.C.A, STANDARDS: 3-ALDF-3D-
12, 3-ALDF- 3D-13, 3-ALDF-3D-14, 3-ALDF-

Center
3D.15 and 3-ALDF-3D-15-1

SECTION: Special Management

. AUTHORITY:

A Cornell Corrections, Inc. Secure Facilities Policy Number
B. Section 33.3-1 through 33-3-28, NMSA (1978)

fl. PURPOSE:

The purpose of this policy is to give general conditions of confinement for the
Special Management Unit.

1IN REFERENCES:

Manual for Standards for Adult Detention Facilities 3-ALDF-3D-12, 3-ALDF-3D-
13, 3-ALDF-14, 3-ALDF-30-15 and 3-ALDF-3D-15.1.

V.  REVIEW AND APPROVAL:

This policy and procedure will be reviewed at least annually by the Senicr
Warden, Deputy Warden, and the Vice President of Secure Institutions, or their
designee, and will be revised as often as required, All changes will be
documented in Memorandum ferm and maintained in the Central Policy History
File. A copy of the revised policy will be forwarded to the Vice President of

Sezure Institutions.

V. POLICY;

A Inmates in Administrative Segregation will be provided with prescribed
medication, clothing that is not degrading. and accass 1o basic personal
iterns to use in their cells.

DOJ-WHL--00160
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nmates in Administrative Segregation will have opporfunity to shave and
shower,(3-ALDF-3D-13) receive faundry, batbering, and hair care
setvices. They issue 2nd exchange ciothing the same basics as inmates
in general population. Exceptions are permilted only when‘ found
necessary by the Shift Commander or Senior Officer on duty. This must

be documented in unit Log.

When an inmate in Administrative Segregation is deprived of any
unusyally authorized ftlems or activity 2 report is rmade of the situation.(3-
ALDF3D-15) When an inmate uses food or focd service equipment in 2
manner that is hazardous to se¥f, staff, or other inmates, allemative maal
service may be provided. 3-ALDF.3D-15-1

Vi. PROCEDURE:

Al Inmates in Administrative Segregation will have access to their prescribed
mecication. The appropriate medical staff will give the inmate histher
prescribed medication thraugh the food port of the cell dosr. 3-ALDF-3D-

12

B. Inmates in Administrative Segregation will wear the same ¢lothing as the
inmates in ganeral population, 3-ALDF-3D-12

C. Inmates in Administrative Segregation will have zccess to basic personal
items, to include their prescribed eye glasses. Any or all item may be
removed from the inmate’s cell where there is imminent danger that the
inmate or any other inmate(s) will destroy an jtem or induce self-injury. 3-
ALDF-30-12

. Inmates in Administrative Segregation will have the opportuaity to shave in
appropriate intervals. They will shower 3t least three times per week, The
above activities will be documented. 3-ALOF-3D-13

E. inmates in Adminiswrative Segregation will have the following items on the
same basis as general populaton;

. faveive 2 blanket

. barbering

. exchange of clothing
. bedding and linen

PN S I N

Cxceptions will be made when found necessary by the Captain on duty.
These exceplions wili be recerded in the Administrative Segregation tog
and 3 written justification is made and sent to the Major. 2-ALOF-3D-14

DOJ-WHL--08161
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If and inmate in Administrative Segregation uses food in @ manner that is
hazardous o self and others and afternative meal may be provided with

the following conditions only;

1 Alternative mes! service is on an individual basis.
2. 1 is tased on health or safely considerations anly.

3 The alternative meal meets basic written approval by the Senior
Warden and the health authority.

4, The alternztive meal shall not exceed (7) days.

DOJ-WHL--00162
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Pagedold .
Vi, POLICY AND PROCEDURE REVIEWS AND/OR APPROVED POLICY AND
PROCEDURE REVISIONS:

07 Reviewed / No Changes
O Approved / Poli evision

2/ /9%
Date
TN
Date
’ £2-5-77
Vige Président of Secure Institutions Date
O Reviewed / No Changes
Q Approved / Policy Revision
O Approved [Procedure Revisien
Deputy Warden Date
Senior Warden Date
Vice President of Secure Institutions Date
Q Revigwed / No Changes
Q Approved / Policy Revision
Q Approved /Pracedure Revision
Deputy Warden Date
Sanior Warden Date
Vice President of Securs insthutions Date

DOJ-WHL--00163
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U.S. DEPARTMENT OF JUSTICE, UNITED STATES MARSHALS SERVICE, Dis-
TRICT OF NEW MEXICO,
Albuquerque, NM, January 6, 2000.

Re: Federal Inmate Wen Ho Lee.

Mr. LAWRENCE BARRERAS,
Warden,
Cornell Corrections, Inc., Santa Fe County Correctional Facility, Santa Fe, NM.

DEAR MR. BARRERAS: We have reviewed the Cornell Correction/Santa Fe County
Correctional Facility Segregation Policy with the United States Attorney’s Office
and we agree with some additional restrictions, the standard segregation policy cur-
rently in place at your facility would adequately confine Mr. Wen Ho Lee.

I understand implementing additional restrictions would not inflate the jail rate
all ready established with the United States Marshals Service. Therefore, effective
immediately it is requested that Mr. Lee be held in segregation with the following
additional restrictions imposed:

1. Mr. Lee is to be kept in segregation until further notice (single cell).

2. Mr. Lee is not to have contact with other inmates at anytime.

3. All outgoing mail except legal mail will be screened by the F.B.1.

4. Mr. Lee will not be permitted personal telephone calls.

5. Mr. Lee will be allowed to place collect telephone calls to attorneys of record
Mr. John Cline at (505) 244-7514 and/or Mr. Mark Holscher at (213) 430-6613. A
member of the jail staff will dial the telephone number and wait to verify that the
attorney is on the line.

6. Mr. Lee will be allowed contact visits with his attorneys only.

7. Mr. Lee will be allowed non-contact visits with immediate family members. To
include his wife Sylvia Lee, his daughter Alberta Lee and his son Chung Lee. The
family will schedule visits through attorneys John Cline or Mark Holscher. The at-
torneys will contact the FBI to arrange visits and they in turn will contact the Sen-
ior Warden or Deputy Warden. The FBI must be on site to monitor each visit. Visits
will not be allowed unless an FBI agent is present.

8. Visitors are to be restricted to Attorneys of Record and immediate family.

9. Any changes to Mr. Lee’s conditions of confinement will be authorized by USMS
personnel only.

10. Mr. Lee is not to be removed from the facility by anyone unless authorized
by the USMS.

Thank you for your assistance in this matter and if you have any further ques-
tions or concerns, please do not hesitate to contact me or Chief Deputy Tommy
Bustamante.

Sincerely,
JOHN S. SANCHEZ,
U.S. Marshal.

LAwW OFFICES OF FREEDMAN, BoyD, DANIELS, HOLLANDER, GOLDBERG &
CLINE, P.A.,
Albuquerque, NM, January 6, 2000.

Re: United States v. Wen Ho Lee, Crim. No. 99-1417 JC/DS (D.N.M.)

ROBERT J. GORENCE, Esq.,
Acting U.S. Attorney,
Albuquerque, NM.

DEAR BOB: We consider Dr. Lee’s present conditions of confinement to be unlaw-
ful. I expect to address this point with you in detail shortly. In the meantime, I re-
quest the following changes:

1. At present, Dr. Lee must remain indoors 24 hours per day. He spends virtually
all of that time in his cell. I ask that Dr. Lee receive at least two hours outdoors
every day. I understand from officials at the detention center that this could be done
without exposing Dr. Lee to any of the inmates.

2. Dr. Lee should be permitted to have a television, radio, and CD player in his
cell and to receive access to newspapers.

3. Dr. Lee should be permitted to shower daily, rather than only five days per
week, as at present.

These changes could not possibly cause the government any security concern, and
they would somewhat mitigate the harsh circumstances of Dr. Lee’s detention.

I would appreciate a prompt response to this request.

Very truly yours,
JOHN D. CLINE.
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U.S. Department of Justice
Office of the Deputy Attorney General

Washington, D.C. 20530

v, Ol

January 12, 2000

B o X
MEMORANDUM FOR THE ATTORNEY GENERAL 3 E o=
THE DEPUTY ATTO! RAL ne o Rg
A >= v .0
FROM: Gary G. Grindler 2=z 9 =5
Principal Associ eputy Zm - et

=

Attorney General

Nicholas M. Gess
Associate Deputy Attorney General

El

SUBJECT: SAM - Wen Ho Lee

We have reviewed the proposed Special Administrative
Measures (SAM) document for Wen Ho Lee and report as follows:

1.

This document reflects changes which address the
concerns which you have raised since the last time the

matter was presented to you;

The document has been reviewed by both OLC and the .
Civil Division. With changes which are incorporated in
the attached package, both have indicated their
concurrence . :

The memorandum recommending signature reports that the
SAM will require Dr. Lee “"to communicate in the English
language." {Memorandum at page 6)}. However, the SAM
itself specifies, "[alll {(other than attorney/client-
privileged) communications will be .in the English
language unless a fluent FBI/DF-approved translator is
readily available to contemporaneocusly monitor the
communication.® (SAM at page 11).

You have also advised that some individuals have
expressed concern about Dr. Lee's. access to exercise.
The SAM does not limit Dr. Lee's access to exercise.
According to the Santa Fe County Jail rules,.Dr. Lee
will be limited to one-hour per day of exercise, as are

all administrative segregation prisoners (TAR D;
page 2). This is a factual question about the rules of

the facility at which Dr. Lee is detained and you can
certainly answer it if asked.

-~ At

-ano01
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U. S. Department of justice

Criminal Division

Office of the Assistant Anoricy General . Washingron, D.C. 20530

EXECUTIVE SYMMARY

MEMORANDUM FOR THE ATTORNEY GENERAL

THROUGE:

FROM:

SUBJECT:

PURPOSE:

TIMETABLE:

SYNOPSIS:

DISCUSSION:

RECOMMENDATIONR:

({BHE DEPUTY ATTORNEY GENERAL E%ﬂ c“

o
James K. Robinson |
Assistant Attorney General

Origination of Special Administrative Measures
(SAM) of Confinement Conditions on Federal
Government Pre-Trial Detainee Wen Ho Lee (lLee).

To obtain your signature on the attached
memorandun directing the Director, United

tates Marshals Service (USMS), to originate
SAM on Lee

As soon as possible. Lee was taken into .
federal custody on December 10, 199%.

The United States Attorney for the District of
New Mexico (USA/DNM) has requested that SAM be
authorized on Lee. The U.S. Department of
Energy (DOE) has certified the threat to U.S.
national security posed by Lee.

The USA/DNM has provided information, and the
DOE has provided certification, that imposing
SAM on Lee is. reasonably necessary to prevent
disclosure of classified information and that
the unauthorized disclosure of such information
would pose a threat to the national security of
the U.S. and that there is-a danger that Lee

‘will disclose such information.

The Criminal Division (CRM) concurs in the
USA/DNM's request. A memorandum to the
Director of USMS directing the origination of
SAM on Lee is attached for your signature. CRM
recommends that you authcorize the 3AM on Lee
and sign the memorandum to the USMS. .

LAW ENFORCEMENT SENSITIVE

DOJ-WHL--00202
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U. S. Department of Justice

Criminal Division

Office of the Assistant Attorney General Washington, D.C. 20530

HMEMORANDUM FOR THE ATTORNEY GENERAL
. %
THROUGH : E DEPUTY ATTORNEY GENERAL ?232 A
L
A

FROM: James K. Robinson
Assistant Attorney General

SUBJECT: Origination of Special Administrative Measures
(SAM) of Confinement Conditions on Federal
Government Pre-Trial Detainee Wen Ho Lee (Lee)

PURPOSE: To obtain your signature on the attached
memorandum directing the Director, United
States Marshals Service (USMS}, to originate
SAM on Lee

TIMETABLE: As soon as possible. Lee was taken into
federal custody on December 10, 1999.

SYNOPSIS: The United States Attorney for the District of
New Mexico (USA/DNM) has requested that SAM be
authorized on Lee. The U.S. Department of
Energy (DOE) has certified the threat to U.S.
national security posed by Lee.

BRIEF CHRONOLOGICAL HISTORY - LEE:

Decewmber 10, 1999 Grand Jury returned a fifty-nine (59) count
indictment against Lee

" December 10, 199% Lee taken inte federal custody
December 13, 1889 U.S. Magistrate Judge Don Svet conducted a
detention hearing and ordered that Lee be
detained pending trial because of the risk of

danger to the national security if Lee was
released

LAW ENFORCEMENT SENSITIVE

DOJ-WHL--00203
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LAW ENFORCEMENT SENSITIVE

Memorandum for the Attorney General . Page .2
subieen:. Origination of Specizl .- wiaistrative Measures

of Confinement Conditions on Federal

Government Pre-Trial Detainee Wen Ho Lee

December 29, 1599 After a three-day evidentiary hearing
reviewing Judge Svet’'s detention order, U.S.
District Judge James A. Parker found that Lee
posed such a risk of danger to the nation
that there was no condition or combination of
conditions under which Lee could be released
pending trial.

EXECUTIVE SUMMARY:

The United States Attorney for the District of New Mexico
(USA/DNM) has requested (Attachment A) that Special
Administrative Measures (SAM) of confinement be originated on
federal pre-trial detainee Wen Ho Lee (Lee). The threat posed by
Lee to the U.S. national security has been certified by U.S.
Secretary of Energy Bill Richardson, U.S. Department of Energy
(DOE) , the Federal Bureau of Investigation (FBI), and Director
Eugene Habinger, Security and Emergency Operations, DOE
(Attachment B).

On December 29, 1999, after a three-day evidentiary hearing,
U.S. District Judge James A. Parker, ordered that Lee be detained
pending his trial. Pursuant to 18 U.S.C. § 3142(i) (2), Lee was
committed to the custody of the Attorney General for confinement
in a correctional facility. As a person in the custody of the
Attorney General, the Attorney General has the inherent authority
to implement conditions of confinement based upcn evidence of the
threat posed by the individual confined.

Lee has been indicted on fifty-nine (59) counts related to
compromising classified information. Based upon the
substantiation of the risk of compromising classified
information, as certified in the attached DOE letter, it is
recommended that the Attorney General direct the Director of USMS
to impose the SAM of confinement on Lee as set out in the
attached memorandum to the Director, USMS.

BRIEF SYNOPSIS OF THE THREAT POSED BY LEE:
The USA/DNM has reported that Lee was a
hydrodynamicist /engineer at Los Alamos National Laboratory (LANL)
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from December 19278, until he was terminated from his employment
in March 1999. 1In 1980, Lee was assigned to the "X" division at
LANL. The "X" division is responsible for the research and
design of approximately eighty-five percent (85%) of the U.S.
nuclear stockpile. Lee’s primary job assignment for the eighteen
(18) years he was in X division was to write and implement
physics models in the area of hydrodynamics as the discipline
applied to nuclear weapons research. While assigned to the X
division, Lee had a "Q" clearance and had access tc the most
sensitive information possessed at LANL.

The fifty-nine (59} count indictment returned against Leé on
December 10, 1999, charges him with illegally transferring
nineteen TAR files (a TAR file is an archive file and constitutes
a "container file" in which groups of other files are collected
at the direction of the file creator) from the secure partition
of the LANL Common File System (CFS) to the open partition. .The
TAR files that Lee transferred contained Secret and Confidential
Restricted Data relating to the research and design of nuclear
weapons in the U.S. arsenal.

The indictment also charges Lee with downloading the
classified filee he had gathered on the open partition onto
portable computer tapes. On one occasion in 1987, Lee downloaded
classified files directly from the secure partition onto a
portable computer tape. Lee is charged with creating ten (10)
such tapes. Three (3) of these tapes were recovered during the
consensual search of Lee’s office in March 199%. The seven (7)
remaining tapes, each containing highly sensitive classified
information, have never been recovered.

The Secret Restricted Data contained on the nineteen (18}
computer files and the seven (7) missing downloaded computer
tapes represent the most sensitive information collectively
possessed within LANL. According to Dr. Steve Younger, the
Associate Director of LANL, Lee took four {4) of the most
important primary and secondary source codes. Lee also took the
complete "data files" required to operate the four (4) weapons'
design source codes. The data files represent the cumulative
knowledge of approximately 1,070 American nuclear tests and
contain never-to-be-replicated, absent testing, information
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concerning material equations of state, neutron cross sections,
and opacity information, all of which is only relevant in the
design and construction of thermonuclear bombs. The files and
tapes Lee created alsc contained input deck designs and contours,
which are the complete "blue prints"” of highly optimized weapons.
Dr. Younger believes that the unauthorized disclosure of the
source codes and data files in the missing tapes would give a
foreign power "all the tools" needed to design a range of
thermonuclear bombs and could alter "the global strategic balance
of power."

Lee was taken into custody on Friday December 10, 19389, the

day the indictment was returned. On Monday, December 13, 1399,
U.S8. Magistrate Judge Don Svet conducted a detention hearing and
ordered that Lee be detained pending trial because of the risk of
danger to the U.S. national security if Lee was released. On
December 29, 1999, after conducting a three-day evidentiary
hearing reviewing Judge Svet'’'s order, U.S. District Judge James
A. Parker found that Lee posed such a risk of danger to the
nation that there was no condition or combination of conditions

_under which lee could be released pending trial. Judge Parker
stated in his order that:

The Government has presented credible evidence
showing that the possession of information by other
nations or by organizations or individuals could result
in devastating consequences to the United States’
nuclear weapon program and anti-ballistic nuclear
defense system ... The Government also presented
evidence that it remains -extremely concerned about the
seven missing portable computer tapes containing
valuable classified files. The Govermment offered
considerable information that Dr. Lee's release from
custody at this time poses a danger to the United
States because of the risk that Dr. Lee will find a way
to, and will be inclined to, reveal to unauthorized
persons the location of the seven missing tapes or to
assist an unauthorized possessor in understanding and
utilizing the information contained in the tapes.
Based on the Government ‘s evidence that Dr. Lee Iied
about meetings with nuclear weapons sciantists and
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officials from the Peoples Republic of China, it is
conceivable that Dr. Lee may be inclined to reveal to
unauthorized possessors either the whereabouts of the
tapes or his knowledge of how to use the information on
the tapes.

Moreover, despite repeated reguests by the
Government investigators for information about the
location of the missing tapes or about details
regarding their destruction made during a lengthy pre-
arrest investigation, Dr. Lee never provided that
information. The only representation that the tapes
have been destroyed came from Dr. Lee’s attorneys.
This representation is based on broad, non-specific
language about destruction of classified documents and
material in a one-page “Security Termination
Statement, * Ex. F, signed py Dr, Lee at the time LANL
fired him. The Court was not given any sworn testimony
that the seven missing tapes were destroyed nor was it
provided any -information about the time and manner of
their destruction or whether they had been copied. It
would have been fairly simple for Dr. Lee to have
disclosed at some point during the exhaustive and
lengthy investigation, whether he had copied or
destroyed the tapes and if s=o, where, how, why, and
when that occurred.

United States of Amegica_v. Wen Ho Lee, in the United States
District Court for the niscrict of New Mexico, Memorandum Opinien
and Order, dated December 3C. 29299, pages 14-16. (Full
Memorandum Opinion and Order Attached as “Attachment C").

The USA/DNM has not alleged in court that Lee already has
passed Secret Restricted Data to a foreign nation. However, the
USA/DNM opines that, since the government still does not know the
location of the missing tapes. there is a severe risk that Lee
could communicate the tapes" location to someone or instruct
soweone who already knows their Lccation to disseminate them.

A
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LEE'S CURRENT STATUS:

Lee is currently in the custody of the USMS and is housed in
the segregation unit at the Cornell Corrections/Santa Fe County
Correctional facility, New Mexico, a USMS contract facility.

NEED FOR SAM:

As detailed herein, the USA/DNM has reported, and DOE has
certified, that SAM on Lee is reasonably necessary to prevent
disclosure -of classified information and that the unauthorized
disclosure of such information would pose a threat to the
national security of the U.S. and that there is a danger that Lee
will disclose such information.

The reguested SAM to be imposed on Lee are:

Contacts: Lee will not be allowed to be in contact with
other inmates unless this contact is closely
monitored.

Language: Lee is required to communicate in the English

language. The USA/DNM has reported that Lee's
immediate family members, with the possible
exception of his siblings who reside in Taiwan,
all speak fluent English.

Telephone: Lee will be allowed to use telephones only to
communicate with his attorney(s)' and Lee’s

1. Lee’'s "attorney(s)" or "attorney(s) of record" refers
specifically to Lee’s attorney(s) of record who has/have
signed the SAM acknowledgement compliance document. This
document specifically forbids the attorney(s) or staff to
make third-party patch-through calls on Lee’s behalf. If an
attorney, or attorney’s staff member, refuses to agree to
and sign the SAM acknowledgement compliance document, the
person réfusing will be prohibited to contact.or ¢ommunicate
with Lee. :
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~1

immediate family members?. Attorney/client
privileged telephone calls will be placed by
detention facility personnel, but will not be
monitored. Immediate family telephone calls
will be placed by facility personnel and will
be contemporaneocusly monitored--as well as
recorded for FBI analysis.

Visits: Lee will only be allowed to have non-monitored
outside visits with his attorney(s) and
precleared legal staff. Lee will be allowed to
have limited monitored visits with legally
identifiable immediate family members in
accordance with facility regulations and with
only one visitor at a time, and no physical
contact will be allowed during these visits.

Maii: Lee will not be allowed to pass written
communications to or receive written
communications from other facility inmates or
visitors, except his attorney(s). Lee will be
able to receive incoming mail from any person.

Lee will only be allowed to send outgoing mail
to his immediate~family members and his
attorney(s).

2. "Immediate family members™ include Lee's wife, Sylvia, his
adult son, Tse-Chung Lee, his adult daughter, Alberta Lee
{Lee's spouse, son, and daughter all reside in the U.8.).
Lee's parents are both deceased. Lee has seven living
siblings, four living in the U.S. and three who reside in
Taiwan.

3. The FBI has indicated that they will screen Lee's incoming
mail. The FBI agrees wWith the provision permitting screened
incoming mail because, unlike with screened outgoing mail,
Lee's ability to divulge classified information is virtually
non-existent.
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Lee’s non-legal mail will be delayed for a
reasonable time while the mail is copied and
held by the warden, and copies of the mail will
be forwarded to federal investigators for
analysis. In signing the SAM compliance
document, Lee's attorney(s) will certify that
only case-related correspondence prepared in
their office will be presented to Lee, and that
they will not forward third-party mail that Lee
may present to the attorney(s).

RECOMMENDATION:

The USA/DNM has reguested that SAM be imposed on Lee for a
period of 120 days. I concur. I recommend that you sign the
attached memorandum to the Directer of the USMS.

APPROVE: _ Fllﬁobﬂéﬁ%1;:i49 Concurring Components:

DATE: Janudry 13, 2000 USA/DNM, DOE, FBI

DISAPPROVE: Nonconcurring Components:
None

OTHER:

Attachments
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@fftce of the Attornep General
Washington, B. € 20530
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January 13, 2000

MEMORANDUM FOR JOHN W. MARSHALL

DIRECTOR
UNITED STATES MARSHALS SERVICE
g
FROM: THE ATTO!
SUBJECT: Origination of Special Administrative Measures cf

Confinement Conditions on Federal Government
Pre-Trial Detainee Wen Ho Lee

Wen Ho Lee (Lee} has been indicted on fifty-nine (59} counts
related to compromising classified information. Lee is presently
housed in a United States Warshals Serxvice (USMS) contract
facility in New Mexico.

Based upon lnformation provided to me, EFEERUSERET pét
=] S SAM s L

Aduivdstye dﬂf;§emenﬁ#onaﬂe€%é?
Leasona . EIEETOSUTe 'of ClAagsTTie:
in; that the unauthorized dlsclosum?tﬁPsuch“

;posewa“threat c“the~nat10na&gsecux1t of the

}S%.M%MESW' Tetiide s
and_visllors. oS AM AW
ygturcherFoiyrection.

SPECIAL ADMINISTRATIVE MEASURES OF CONFINEMENT
USMS Inmate - Wen Ho Lee ("Lee" or "inmate")

5

1. General Provisions:

a. Adherence t